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Po3pobaeHO B MeKax MPOEKTY, 1110 peaAidyeTbcs BceykpaiHChbKUM rpoMaaCbKUM
LeHTpoM «BoaoHTep» 3a miarpumku IlpeactaBunirBa Autsyoro pouay OOH
(FOHICE®) B Ykpaini ta Ypsiay Crioayuennx IlltariB Amepuku. AyMKY, BUCAOB-
AeHi B y0OAikauiii, € mosuijiero aBTOpiB i He 000B’sI3KOBO BiAOOPa’KAIOTh MOAITUKY
ta nmorasipau JOHICE® rta/abo Ypsay CLIA.
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110 TAKE KIBEPBYJIIHI?

KiOepOyainr, abo Oyainr B InTepHeTi — 1ie yMMUCHE LIbKYBaHHS AIOAU-
HOI0 200 I'PYIIOI0 AIOA€N IEBHOI 0co0M Y IHTepHeT-TIpOCTipi, SIK mpaBu-
AO, IPOTATOM TPUBAAOIO Yacy.

Merta KibepOyAiHTy Pi3HUTBCS B 3aA€XKHOCTI Bia i10ro ¢popMu, OAHAK B
OyAb-sIKOMY BUITAAKY BOHA ITOB’sI3aHa i3 3aBAQHHSM LIKOAY iHIIIN AIO-
AVIHI — y IIepIIy 4epry, ICUXOAOTIYHOI, OAHAK LIIKOAQ MOXKe OyTHM 11 Ma-
TepiaAbHOIO 200 Pi3aNYHOIO, AKIO HACUABCTBO 3 OHAQMH-CEPEAOBHILA
nepevipe Y peaAbHY ITAOILVHY.

KibepOyAiHr MO>Ke MPOSABASITUCS Y HACTYNHUX ¢popmax:

7 HamapKu, OCTIiMHI BUCHAKAUBI aTaku (aHeA. harassment) — Hall-
yacrille 1je 3aAy4eHHs OBTOPIOBAaHUX 00pPa3AMBMX MOBiAOMAEHD,
CTIPSIMOBAHMX Ha JKEPTBY (HAnMpukiao, COmHi noBidoMAeHb, NO-
cmiliHi 06pa3AUBi KOMEHMapi Ha CMOPIHYL HepmBILL).

N

Haxkaen (anea. denigration) — po3nOBCIOAKEHHSI TPUHUBAUBOL/00-
pasAMBOI HelpaBAMBoOI iHpopMalii Ipo AAUHY. Lle MOXyTb OyTH
TEKCTOBI MOBiAOMA€EHHsI, pOTO, MEMU TOILO.




%

ITy6Aiune posrosomeHHss ocooucroi inpopmauii (anes. outing
and trickery) — mommpeHHs ocobucTol iHpopmalyii, HapuKAaa, iH-
TuMHKX oTorpadiit, piHaHCOBOrO CcTaHy, X00i TOIIO 3 METOW 06-
pasuTy a00 LIAHTa)KYBaTH.

CaMo03BaHCTBO (aH2 . impersonation) — 1ie CUTYyawii, KOAU OAHA AlO-
AVIHa BUAQ€E cebe 3a iHIIly, BUKOPUCTOBYIOUM ITAPOAb AOCTYIIY AO il
aKayHTY B COLIiaAbHMX MepesKax, OAOTY, MOIITH, CUCTEMI MUTTEBUX
MOBIAOMAEHD TOIIIO, & MOTIM 3AiMICHIOE HETaTMBHY KOMYHIKallilo.

@ 110 VBAI'n!

Taxi All MOXyTb OyTM pe3yabraTtoM dimmuroenx arax. Lle
crpoba OTpMUMATH AOCTYII AO TBOEI iHpopMalii 1asixom obma-
Hy. Hanpuxaaa, 3a AOIIOMOIOIO IIOBiAOMAEHHS], sIK€ BUKAMKAE
AoBipy. Hidoro He mip03piooun, TM MO>Kelll BBeCTH iHpopMa-
Ljifo, sIKa AOIIOMO>Xe OTPUMATU AOCTYII AO TBOIX aKayHTiB. Ta-
KOXX «CaMO3BaHeL[b» MOXKe CTBOPUTH iAeHTUYHUI ipodiab Oa-
KaHOI CTOPiHKM Ta BUAABaTy cebe iHImoro/ixmy.




7 Xemi-cAemiHr (auen. happy slapping) — HaCMABCTBO 3apapu po3-
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Bary, HallpMKAaA, AO TaKOr'O BUAY HaCMABCTBA HaA€XaTb CUTYallil,
KOAM XTOCh 3HiMa€e Ha KaMepy TeAeOHa HaCUABCTBO, 1[0 KOIThCS
B peaaii, AASI IOAQABLIOTO PO3IOBCIOAXKEHHSI B I[HTepHeT-Mepexi.

OHAQH-TPYMIiHr — 1je TT0OYAOBa AOPOCAVM/TPYIIOI0 AOPOCAMX
0cib AOBIpAMBMX CTOCYHKIB 3 Mall0yTHBOIO KEPTBOIO 3 METOIO OT-
puMaHHs il iHTUMHUX oTO/Bipeo. 3a3BUYail 3A0UMHII peeCTpy-
I0TBCSI B COL{AABHMX MepeXKax IiA BUTASIAOM MOAOAVIX AIOAEN,
AAAITYI0YM CBOIO CTOPIHKY IiA YIOAOOQHHS 0OpaHOI >XepTBY, UM
HAAAQroAXXyIOTb KOHTAKT B OHAQMH-irpax.

OHAQIH-TPYMIHI MO’Ke TPMBATU Bip OAHOTO BedOpa AO AEKIAb-
KOX TVDKHIB, IeplI HiK Oyae oTpuMaHo mepiue $GoTo, a 0ari nou-
HAMbCS BUMA2AHHA epoutel], Oirbul IHMUMHUX (pomoepaditi vyu
NPUMYULYBAHHS 00 0COOUCHUX 3ycmpitel].



ILI0 POBHTH, LLLO6 3MEHLUNTH PH3HK

KIBEPBVJIHIY?

KoHTpoAarii nomupeHHs cBo€i ocobucroi inpopmanii
Ta HAAAIITYM NPMBATHICTh Y BAQCHIX aKayHTaX

ITepeayciM, HeoOXiAHO posiOparucs i3 MOHATTAM «ocobucra iHdop-

Mallisi».

-
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Ocooucra indopmaist — 1e in-
dopmauis, sKa iaeHTUPIKYe KOH-
KpeTHY 0COo0Yy.

Hanpukaaa, Ao Takoi indopmarii
HAAEXUTb:

iM’st Ta mipisBuIIIE;

BIK;

aApeca BYAMLi, AOMY 4M Ha-
BYAaABHOTO 3aKAQAY;

HOMepU TeAeOHiB;

iHmi meauuHi, QiHaHCOBI 4M
0cobucTi AaHi;

eAeKTPOHHA appeca TOIIO.

TBOs cTOpiHKA y COLIfaABPHUX MepeXkax Ma€e OyTu 3aKpuUTa Ta MICTUTHU
MiHiMyM ocobucToi iHpopmalii Ta 6yTH BIAKPUTOIO AMILIE AASI TUX O€3-
MEeYHMX OAHOAITKIB Ta AOPOCAMX, SKMX TV 3HA€LI Y PpeaAbHOMY XXUTTI.

@ NAM ATAH!

Bcs indopmauist npo tebe, portorpadii, AucTyBaHHS uu Ie-
pemnncKn y OYyAb-sSKUI 4aC MOXKYTb ONMHUTUCS Y PYKax 3A0-
BMUCHUKIB.




OT10XK,
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MeperAsHb Ta HAAAIITYI NPUBATHICTh CBOIX aKayHTiB y COLIIaAbHMX
Mepexax;

3aXMCTU CBOIO iHpOpMaLlilo HaAiIHMM [TapOAEM Ta Yac Bip 4acy 3Mi-
HIOI 110T0;

3aAUII BIAMITKY reoAokailii Ha TeAeoOHi Ta iHIIMX rapkeTax BUMK-
HeHOI0 (BBIMKHEHA re0AOKallisi MOXKe TTAKa3aTh 3AOBMUCHUKAM, A€
TU TIPOKMBAEII, TBill HABYAABHUIT 3aKAQA TOIIO);

BKasyil MiHiMyM ocobucToi iHdopmatiii npo cebe, 6aTpKiB Ta iHIIMX
OAM3BKUX AIOAEL.

Ilepesipsiii Bce, 110 HAACUAAELT 3HAVIOMUM i HE3HAIIOMUM AIOASIM,
Ta my0AiKyem B IHTepHeTi, 3a AOOMOrox 3anuTaHHA-TecTy «biA-
oopp»

1.

2.

3.

VsaBu cobi BeAuKuit 6iAGOpA, SIKMIT pO3TAIIOBAHMIA TTOCEPEA BYAMLID
paitoHy/y LieHTpi MicTa/0iAsl HABYaABHOTO 3aKAQAY.

VsBu, mo indopmariis, SAKY TU XO4Yelll 3allOCTUTM/HAIKCaTy, 6y,A,e
po3MillleHa Ha HbOMY.

Axuio He mpoTy, mio i mo6avarh yci, TO CIOKIMTHO MO>XKHA TIOCTUTH,
a AKIIO CTA€ He3aTUIIHO — Ille pa3 KPUTUYHO OL[iHM II.

@ NAM AITAH!

IIJoitHO XTOCH BiATIpaBUB SAKYCh poTorpadiro yepes MoOiAbHMIT
TeAeOH 4 iHIINIT rapkeT, BOHA OiAbllle He HAAEKUTb KOH-
KPEeTHIiil AIOAVHI — 1151 iHdopMaLlis y BAacHOCTI Mepexxi IHTep-

HeT, HIXTO He 3Hag, SIK il MOXXYTb BUKOPUCTATH i 5K 1ie Biai0'eThb-
Cs Ha pemyTauil AIODAVHM. 3 TIOBIAOMAEHHS], sIKe HaaicaaHe, a
NOTiM BMAAAeHe, MOTAM 3pobutu ckpiHwor (chororpadysa-
i), 2 POoTO 30epertu Ha iHIuMI1 HOCi. HaBiTh sIK1O TV BrIeBHe-
HMII (-2) Y TOMY, KOMY HAaACHMAQ€EL I[OCh OCOOMCTeE, iHTMMHE YK
KOMIIpOMeTYyioue — G pOBUIT CAiA 3aAMIINTHCS HA3aBXANL.




@ LiHdPOBHIA LA

VYce, 110 3aAMIIAETHCS Yy MaM’sATi MepeKi: BIAKPUTTS aka-
YHTiB, CTBOPEHHSI MapOAiB, BiABiAYyBaHHsI IeBHUX CANTIiB,
AQiiK/, KOMEHTAapPi, MOKYIKY TOWIO.

OTO03XK,

HepeA TUM, SIK TOAIAUTICS 0cOOUCTOI0 iHpopMaliieo, AoOpe moAymaii,
1[0 TU XOYelll 3aBaHTAXKUTU, Ta 3 KUM LIIM MOAIAUTUCS!

AopaBail y «Apy3i» TIABKM peaAbHO 3HAIOMUX Oe3IeYHNX
AIOA €N

CriAKyBaHHS 3 HE3HAIOMMMU AIOABMU Y YaTax Ta Ha popyMax MoXKe
OyTu HebesneyHuM. PiBeHb HeOe3neKkyu 3poCTa€, KOAM He3HAOMeELb
MPOCUTH MOAIAUTHUCS 3 HUM 0COOUCTOI0 iHbopMariiero abo X iIHTUMHI-
Mu porto. Byap obauHuM (-010) i B 5KOAHOMY BUIIAAKY He poOu LjbOro,
apxe noTiM iHdopMalist a00 GOTO MOXYTb CTaTU NMPEeAMETaMU IIaH-
TaXy, 1[0 MOXXe IePEPOCTU y IIOTPO3Y Ta BUMOT'Y OYHOI 3yCTpiui.

Kputnuno craBcsa Ao iHpopmaiii, po3mimeHoi B InTepHeri,
Ta MepeBipsii il 3a AONIOMOIOI0 A€KIABKOX AJKepeA.




L0 POBHTH, AKLLLO LLOAO TEBE 3AINCHIOETHCSA

KIBEPBYJIIHI?

3aAnmancs CnokinmHuMm (-0xo)

I[Tepute, o HeoOXiAHO 3pobuTH, — Lje TAnboKuI BAuX. Kpaie Oyae
BUMIATH 3 COL{iaAbHOI MepeXi, Ae OYB CKOeHMIT Hamap KibepOyaiHry, abo
BUMKHYTU AeBaiic. 3pobu nepepsy. ITam'siTan, 1o Ar0AH, sIKi oOpaska-
I0Tb Te0e, SIK IIPAaBMAO, MAIOTh KYITy IPOOAEM, i TPOCTO HAMATAKTHCS
BiAUyTHU ce0e Kpallle, HAITAAQIOYM HA iHIIKX.

He BiamoBipaii

AyXe Ba)XAUBO He BCTYNaTu B
PO3MOBY 3 KibepOyAepoM, KU
IIyKa€e CIIOCOOM PO3AIOTUTH/3a-
yernuTy Tebde, BUBeCTU 3 cebe, i (0 %
10 HAWIOAOBHille — BiH/BOHA 9
4ekae, 1110 3MYCUTb Tebe BiAIO-

BicTu. Tomy HiKOAM He AaBait =
OYiKyBaHOTO — irHOpy# MOBi-
AOMAEHHS i KOMeHTapi. =

Po6Ou ckpiHmoTu

He BupaAsm Hidyoro 3 tux o0-
pas, sAKi OyAM HapicaaHi TOOI.
Ao To01 AOBepAeTbC misHinne
PO3IOBICTM PO Lje AOPOCAUM,
KepiBHMULITBY HaBYaAbHOIO 3a-
KAaAy ab0 paBOOXOPOHHUM
opraHaMm, TOOi 3HAAOOASATHCS
AOKas3Hu.

3abAoKyiiTe KibepOyAepa

IepexoHarics, 10 KibepOyAep BHECEHUIT Y «YOPHMIL CIIUCOK» i 3a0A0-
KyBaHU, 11100 BiH/BOHa He 3Mir/Aa OiAblite 3B's13aTncs 3 To6010. HaBiTh
SIKII[O BY CITIAKYBAAMCS TIABKY B OAHI COLiaAbHill Mepexi, 3a0A0Kyi1
yioro/ii i1 B iHIMKX, 1100 MONIEPEAUTY HACTYIIHI cripoOu.



IToaaii ckapry

ITicast Toro, sik TM 3ab6AOKyell KibepOyaepa, HamMiM aAMiHiCTpaTopam
CoLiaAbHOI Mepexi, 11100 BOHU BXXUAH BIATTOBIAHMX 3aXOAIB 1I0AO 3am100i-
raHHs HOBMX BUITAAKIB aTax.

ITopiAuCh CBOIMU MEPEKUBAHDb 3 AOPOCAUM, SIKOMY AOBipsI€NI
[Tam'siTal, TU He TOBUHEH (-HA) TPOXOAUTU Yepes BCe 1ie Ha camoTi. Ao-
Bipcs, Hexay ToOi HaAaAyTh HEOOXIAHY MIATPUMKY.

[ToroBopu mpo Hamapu Ha Tebe 3 AOPOCAMMY, 3 SIKUMM TU BiAuyBaeur cebe
KOM(OPTHO Ta SIKUM AOBipsient. BoHn A0oMoXXyTh TOOI BIOpaTUCs 3 CU-
TYyali€l, 10 CKAAAACH.

He 6iiica B)KuBaTH pilmry4mx 3axoais
Axio 6yau BUKOHaHi BCi BUIeTIiepepaxoBaHi IOpaAl, aAe aTaKy He TIpu-
MVHSIOTBCS, i TV TepeXMBAELI 32 CBOIO Oe3meKy, pobu pimryyi Kpoku —
3BEPHMCD 3 UMM MUTAHHAM AO MOAilLjl.

Teaedon HamioHaAbHOT AUTSIYOIL AiHiT AOBipH,
KYAU TU MO>Kelll 3aTeAe(pOHYBaTU Ta MOAIAUTHUCA
yciMa cBOiMU nepe>KUBAHHIMU,

a TAKO>K OTPUMATH KOHCYABTALIiIO:
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