ANNEX C: TECHNICAL REQUIREMENTS

Development of Teachers’ Professional Development Monitoring Digital Information System (TPDIS)

1. Purpose
This annex defines the minimum technical requirements for the design, development, deployment, and maintenance of the TPDIS platform.
It complements the Terms of Reference and is binding for all bidders.
2. System Architecture
The system shall follow a modular, scalable, and API-first architecture.
It shall include presentation, application, integration, and data layers.
It must support interoperability with EMIS, Moodle, and other systems.
3. Technology Stack
Backend: Node.js / Java / .NET (modern frameworks)
Frontend: Angular / React / Vue.js
Database: PostgreSQL / MySQL
Mobile: Android or Progressive Web App (PWA)
Use of open standards and open-source technologies is strongly preferred.
4. Data Management
Develop a comprehensive data model and data dictionary.
Implement a unique Teacher Identifier (Teacher UID).
Ensure data validation, integrity, and consistency.
5. Integration
All integrations shall use secure REST APIs.
Moodle integration via Web Services API.
EMIS integration for teacher and institutional data synchronization.
6. Security
Compliance with OWASP Top 10 security risks.
Encryption in transit (HTTPS) and at rest.
Role-Based Access Control (RBAC).
Audit logging and secure authentication mechanisms.
7. Performance
Support at least 3,000 concurrent users.
Response time ≤ 3 seconds for 95% of operations.
System must scale to national-level usage.
8. Mobile and Offline
Provide Android or PWA solution.
Enable offline data capture and synchronization.
Support lesson observation functionality.
9. DevOps and Deployment
Provide development, staging, and production environments.
Implement CI/CD pipelines.
Use version control (Git).
Containerization (Docker) is recommended.
10. Data Migration
Assess and migrate data from existing TPDIS v1.
Ensure data cleaning, validation, and integrity.
11. Monitoring and Maintenance
Implement system monitoring and logging.
Provide performance and usage analytics.
12. Backup and Disaster Recovery
Daily incremental and weekly full backups.
Define Recovery Time Objective (RTO) and Recovery Point Objective (RPO).
13. Accessibility
Comply with WCAG 2.1 standards.
Support multilingual interface (Tajik, Russian, English).
14. Documentation
Provide system architecture, API, and database documentation.
Provide user and administrator manuals.
15. Code Ownership
Full source code ownership shall be transferred to the client.
Code must be well-documented and maintainable.
16. Warranty and Support
Provide minimum 8 months post-deployment support.
Include bug fixing and minor enhancements.
17. Acceptance Criteria
Successful completion of functional requirements.
Passing UAT, security, and performance testing.
Delivery of all documentation and pilot completion.
18. Compliance
Comply with national ICT regulations.
Align with UNICEF ICT standards.
Ensure interoperability with open standards.
