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MESSAGE

Message

Children make up one-third of all internet users globally. A growing 
body of evidence also indicates that children are accessing the internet 
at increasingly younger ages. Rapidly expanding internet, which has 
signifi cantly increased access to information, unfortunately has also 
heightened the risk of online violence. Protecting children online has 
thus become an urgent global agenda. More importantly, it has become 
part of a larger global movement to end violence, abuse and exploitation 
of children in all life-settings, including in the virtual world.

The global survey “Perils and Possibilities: Growing up Online,” 
conducted by UNICEF in 2016, found that 80% of children are in danger of 
being sexually abused or taken advantage of online. The 2015 National 

Baseline Survey on Violence Against Children conducted by the Council for the Welfare of Children 
and supported by UNICEF Philippines found that one in two Filipino children has experienced online 
violence. The above studies notwithstanding, our information remains to be limited; available 
data on reported incidents is not suffi ciently analyzed; and available services are fragmented and 
unresponsive to the specifi c needs of children.

Children are at an increased risk of online harm during COVID 19 pandemic. They spend more time 
online because this is where they learn, play, and communicate with friends. Thus, it is important 
to understand the behaviors of children online. The Philippine Kids Online Survey (PKOLS) is both 
a quantitative and qualitative research project that investigates the behavior of children online as 
well as the benefi ts, opportunities, and risks of internet use. Because the research focuses on the 
behavior of children, it will help readers better understand the risks and harms from the conduct of 
children online. Moreover, it will also serve as a guide to government, civil society organizations, 
international organizations and other stakeholders in developing programmes to help children 
increase protective behaviors while navigating the internet.

Alongside all Filipinos – children, parents, guardians, teachers, friends, and communities – UNICEF 
is at one with the Philippine Government, civil society and international organizations, including 
the private sector, in combatting online violence by understanding this egregious crime better and 
working collaboratively to end it.

Oyunsaikhan Dendevnorov
Representative
UNICEF Philippines
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MESSAGE

Message

Online web content and technology in general continue to be more and 
more relevant each passing year. With this, the evolution of information 
communication has been prevalent and in each new generation, 
there is a noticeable development with regards to living and working 
conveniently and effi ciently. This is evidenced by the new generation 
being more skilled and knowledgeable at an early age.

Information is a public consumption and is readily available, and 
communication is easier and more convenient with the use of the 
internet. Internet and electronic devices can be perceived nowadays as 
a necessity in every household and is already part of our daily living – 

particularly for the youth. Children and adults alike utilize the internet in various daily activities be it 
related to work, studies or simple errands.

Children, as early as 9 years of age, are using the internet to complete school related activities and 
connecting with relatives and friends through the use of social networking platforms and online 
messaging. While the use of the internet and electronic devices has contributed an undeniable 
positive change to society, exposing children to various online content and social network sites pose 
risks to their safety in the virtual setting.

Parents provide electronic devices to their children as a means of communication in earlier years. 
Children use electronic devices and the internet for research, communication and entertainment. 
Providing such devices to children may be an important decision for parents as this bears an added 
responsibility is required in using these devices and the internet.

To mitigate such risks, individual households and the whole of society is required to participate 
and protect the online well-being of children. The Department of Social Welfare and Development, 
together with its partners and stakeholders, advocates for the protection and the promotion of the 
rights of our children.

In ensuring the protection of children in online platforms, this study provides a brief overview of 
the experiences of children and peers in utilizing the internet and other online web content. Further, 
relevant information to address gaps and challenges to existing regulations, programs and system 
of both public and private sectors.

Atty. Aimee S. Torrefranca-Neri
Undersecretary
Department of Social Welfare and Development

imee SS. Tororrrrrorrrrrorrrorrrorrrrrrrrrrorrrrrrrrrrrrrrrrrefra
secretary
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EXECUTIVE SUMMARY

Executive Summary

The digital world is one that offers a host of opportunities, benefi ts, excitement and thrills for adults 
and children alike. Increasingly, the online lives of individuals are inseparable from the world and lives 
offl ine. For children and young people in particular, the digital world and internet is so embedded in 
the everyday lives and activities, from means of communication with family friends, and strangers, 
to sources of information and knowledge, that it is increasingly impossible to separate the online 
form the offl ine. While this comes with a wealth of benefi ts and advantages, it also comes with 
risks, and it is only in truly understanding how children go online – where and what devices and 
instruments they use to go online, how they learn, who supports them online, and what they do – 
that one can ensure that this new domain in which children live their life, that is so embedded with 
the domains of family and homes, schools, and broader communities, is best suited to maximise the 
benefi ts, while minimizing and mitigating the risks and harms that might be attached to the space. 

About the Philippines Kids Online Study: Background and Approach

While substantial data exists on aspects of reach and access to technology and the internet for 
adults, far less is known at national level, or globally, about the access of children to the internet; 
even less is known about how children go online and what they do when online, as well as the nature 
of experiences. It is in part to fi ll the large gap in knowledge that the Philippines Kids Online (PKO) 
study was undertaken. The PKO forms part of a broader initiative, the Global Kids Online network, 
to collect data that illuminates young people’s experiences online, ranging from access and barriers 
to access, the nature and quality of their experiences with technology and the internet, their skills 
and expertise, the opportunities and benefi ts they access, and the risks and related harms that they 
encounter. The GKO focuses specifi cally on countries within the Global South. 

The PKO study involved a mixed methods qualitative and quantitative study, conducted between 
2017 and 2019, throughout the Philippines, with children between the ages of nine and 17 years. In 
total the study included interviews with children and their parents or caregivers in 1873 households, 
sampled from 225 barangays, across the 147 regions, 25 provinces, and 17 regions of the Philippines. 
The sample was stratifi ed by male (51%) and females (49%), and by location, with 62% of the sample 
classifi ed as rural, and the remaining 38% sampled from urban areas. 

Key Study Findings

The study explored six distinct thematic areas: Access to technology and the internet; Opportunities 
and Practice; Children’s Online World (Ecology); Digital Skills; Risks (including sexual risks) and 
harms; and Protective Factors (including that that rest within peers, family, schools and communities).
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Access to technology and the internet 
The age at which children in the Philippines fi rst go online is, on average, 10 years old, 
and children appear to be going online at a progressively younger age. Children tend to 
most commonly utilise smartphones, either their own or, less frequently, shared with 
another member of their family, to go online, followed by using Internet access in libraries 
and Pisonet cafés. Older children tend to spend longer online every day, on average, than 
younger children, suggesting that older children are allowed more space and time by their 
parents or caregivers, have increasing access to devices and data, and go online more for 
schoolwork, than younger children. 

Opportunities and practices online 
Children in the Philippines, like children who go online everywhere, generally use the 
internet for four main sets of activities: connecting, seeking information and engaging with 
that information, education and knowledge-seeking, and entertainment. The vast majority of 
children mostly have a good time online, despite the fact that most children do not believe 
that there is a lot of good things for children their age online. This suggests that while children 
enjoy being online, they are well aware of much of the content that is deemed inappropriate 
or negative that exists in the digital space, and would generally prefer more positive, age-
appropriate content that is suitable for them. Children most frequently go online to connect 
to others, ranging from friends and family who are overseas, to friends and peers that are 
within their immediate or close network. 

Children tend to use social media sites to connect to family and friends both out the country 
and in, followed by messaging services and through games. While children are less likely 
to use the Internet to seek information, it does serve as an important resource for searching 
for information for schoolwork, as well as for health information (albeit less commonly than 
schoolwork). Online entertainment is most provided through online videos and tv shows, 
followed by online gaming. Importantly, while perceptions amongst adults often tend to 
children being constantly connected to their friends, very few children in the Philippines 
report being constantly connected, in contact almost all the time or even several times a day, 
with their friends, family or others they connect with online.

Children’s Online World, or their Digital Ecology
Like many other places in the world, Facebook (including Facebook Messenger) is the app 
or social networking site that children use most commonly. Almost ubiquitous in its use 
by children, with more than four out of fi ve children using it, it is followed by YouTube and 
Instagram, although their popularity and use falls well short of that of Facebook. Even young 
children report having at least one Facebook account, even though Facebook has a minimum 
age policy of 13 years. While many children admit they get around the age policy by either 
using a fake age, or getting family or friends to open their account for them, many others 
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are loathe to acknowledge how they created an account given the age restriction. While 
Facebook is popular amongst both boys and girls, Instagram is signifi cantly more popular 
amongst girls, than boys. 

One in fi ve children have more than one Facebook account, a fact that most parents remain 
unaware of. Multiple accounts may be created to differentiate different purposes, with one 
account for school friends and schoolwork, and another for recreational interests or hobbies. 
Some children report that their parents may be aware of one account and friends with them 
on that account but may not be aware of their other accounts. 

One in two children in the Philippines do not feel safe online, which may impact on their 
full enjoyment and utilization of the internet to realise the benefi ts that it presents. These 
feelings of unsafety may emanate from direct experiences that they may have encountered 
online, or from the experiences of their friends, as well as from broader public and family 
narratives that stress the potential risks and harms that exist online. Yet, three out of fi ve 
children show their face on their online profi les, and two out of fi ve have their address on 
their profi les, and most keep their profi les public, rather than private. Girls are more likely 
than boys to show their face, and to keep their profi les public, which could constitute one risk 
to the well-being and safety of the child. Children tend to be more circumspect with who they 
accept as their friends online, though, with one in ten children accepting friends request from 
anyone, whether known to them, their friends or family, regardless. Most children report that 
they only accept friend requests from people they know personally, or who are known to 
their friends. Thus, while many children do not necessarily feel safe online, they still tend 
to expose themselves either knowingly or unknowingly to several risks through the way in 
which data and information is shared on their profi les. 

Digital Skills
Children’s skills were assessed according to their activities in four spheres: operational, 
information browsing, social and creative skills. While a signifi cant percentage of the children 
in the Philippines are online, whether via smartphones or other mobile devices, or laptops, 
tablets or desktops, the technical digital skills of children remain relatively low. In terms of 
operational skills, while half of the children in the Philippines know how to save a photo 
they fi nd online, only three in ten know how to change their privacy settings, one quarter 
know how to change their network settings, and one in ten know a programming language. 
Information browsing skills were generally slightly higher, with one in four children knowing 
how to fi nd a website they had previously visited, and to easily choose the best phrase for 
searches. Only slightly fewer found it easy to check whether information they found online 
was true; a particularly important skills as mis- and dis-information spreads online. However, 
more than one in fi ve children also reported ending up on websites without knowing how 
they got there, a fi nding which gains particular signifi cance in light of the frequency of pop-
ups and links to adult-content that appear on many seemingly innocuous sites. 
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Self-reported competencies in social skills were more mixed, and the data suggest that 
children possibly perceive their skills to be higher than they possibly are, or alternatively 
chose to make decisions online that counter their knowledge. Most children know how to 
remove people from their contact lists, and how to block someone on their device should 
they chose, while slightly fewer than half of children in the Philippines know what information 
they should and shouldn’t share online, and what information to keep private, contrasting 
with the practices reported earlier where a range of personal data and information is shared 
online.

The internet offers important opportunities for children to explore their creativity, not least 
through various forms of content-generation. This is particularly important where there may 
be little culture or language relevant content online. However, few children reported being 
well-versed in creative online skills: one in three knew how create something new from 
music or videos they had found online, while even fewer knew how to edit or make basic 
changes to online content others had created, or how to design a website. Just one in seven 
children knew how to post music or videos they had created online.

These fi ndings suggest that while children generally tend to know the more basic and 
common functions of surfi ng and consuming online content, they are yet to fully take 
advantage of both the creative and learning, or educational, functionality of the internet, or 
to develop appropriate skills that allow them to do so. 

Risks and harms
Online risks, and the potential for harm, are best viewed within a broader understanding 
of risks and vulnerabilities that exist both in children’s online and offl ine world. The extent 
to which children engage in sensation seeking and risk-taking in their offl ine activities is 
broadly correlated with some aspects of risk and sensation-seeking online.

Throughout the study, care is taken to differentiate risks from harms. Risks are taken to be the 
probability rather than the Realisation of harm, and is considered to be intrinsic to children’s 
development and everyday life, and a degree of risk is required in order for children to learn 
how to protect themselves and develop resilience. 

A small minority of children in the Philippines report engaging regularly in risk-taking 
behaviour, with less than one in ten children reporting having got really drunk, missed 
lessons without their parents knowledge, having sexual intercourse, or being in trouble with 
the police over the past year. Fewer than one in ten children report having met someone 
offl ine over the past year they fi rst met online. Risk-taking, when it does happen, is generally 
higher amongst boys than girls. Engaging in sensation-seeking activities is slightly more 
common, although less than one in fi ve children report that they often do dangerous things 
for fun or do exciting things even if they are dangerous. Generally, more children in the 
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Philippines report encountering risks online, and actively engaging with online risks, than 
do offl ine, although as with offl ine risks, most children report not having encountered or 
engaged with risks online.

One of arguably the most common concerns of adults, in parents and caregivers in particular, 
are the risks associated with a child meeting a stranger online. This is often associated with 
fears of sexual exploitation and abuse, and traffi cking. In general, very few children in the 
Philippines have direct experience of this. One in fi ve children have actively sought out new 
friends or contacts online, have sent a photo or video of themselves or have posted their 
clothes or other stuff of theirs online. Only slightly fewer have reported adding people to 
their friends or contacts list who they have never met face-to-face. One in ten children have 
video-chatted with someone they have only met online or have posted their current location 
or places they have recently been to.

Risks associated with inappropriate sexual contact and content are also amongst the most 
worrying for adults. One in four children in the Philippines have encountered sexual images 
online, while one in seven have received sexual messages in the past year. One in seven 
children have also at least once met someone offl ine they fi rst got to know online over the 
past year, while one in fi ve report that something has happened at least once over the past 
year that upset or bothered them online. 
Older children between 15 and 17 were more likely to have encountered or received sexual 
content, or have met someone face-to-face, than younger children. When children did 
encounter sexual content online, this was most likely to be on a social media platform such 
as Facebook, or on an online video-sharing programme. 

Despite the risk that meeting people online fi rst met online may entail, most children were 
happy about how the meeting had gone. Of the small number of children who had met 
someone face-to-face they fi rst met online over the past year, the majority – three out of 
fi ve – were happy about the experience, with one in fi ve reporting they were somewhat 
ambivalent – neither happy or upset – about it. 

When adults think of children meeting strangers online, one of the greatest fears of meeting 
potential predators or adults who might intend harm on the child. Of those who were upset 
about the experience, the majority had met someone their own age, or someone younger 
than them. Just 5.7 percent of children who were bothered about the meeting had met an 
adult. 

Girls were most likely to meet with another girl like them who they fi rst met online, while 
both boys and girls commonly met with a person they had only met online but who was 
already known to their friends or relatives. However, two in fi ve children met with someone 
they fi rst met online who was totally unknown to them or anyone they know, and a similar 
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percentage of children personally met with someone older than them. One in fi ve children 
who had met someone online before meeting them face-to-face reported meeting a LGBT 
person, which may be related to limited opportunities in other environments to meet others 
of shared gender identity. 

Children who reported meeting someone they fi rst met online face-to-face were generally 
likely to report meeting more than one person over the past year, with one in four reporting 
they met one or two people, another one in four reporting meeting three or four people, and 
almost two in fi ve children meeting more fi ve or more people over the past year. 

The majority of children report not having encountered potentially negative use-generated 
content online over the past year. For those children who had encountered negative 
content online, this was most commonly courting advice that was perceived as negative, 
or cyberbullying. One in seven children also reported having encountered gory or violent 
images, while a little fewer than one in ten children reported having seen content relating 
to suicide or self-harm, or sites relating to eating disorders. More girls than boys reported 
being exposed to cyberbullying at eating disorders, while there was little different boys and 
girls in those reporting encountering self-harm content. 

It is important when seeking to understand children’s experiences of sexual contact, and 
content, that either contact or content that they wanted, is differentiated from unwanted 
sexual contact or content. The vast majority of children in the Philippines had not encountered 
sexual content, or messages of a sexual nature, that they did not want. While this is positive, 
it is still important to understand the experiences of those who had encountered such 
unwanted sexual content or solicitation. A little more than one in ten (13.1%) of children 
reported they had seen or received a sexual message, video or image that they did not want, 
with slightly more boys than girls reporting having received such messages. Only slightly 
fewer reported having received an email or a message containing a link to an X-rated site. 
More boys than girls reported being sent emails or messages containing sexual content that 
they did not want. 

Fewer children have been directly approached by someone else to provide some form of 
sexual content relating to themselves. When this has happened, more boys than girls report 
having been asked for sexual content. A little over one in ten children report having been 
asked to talk about sexual acts with someone online when they did not want to, while 7.9 
percent of children report having been asked for a photo or video of their private parts by 
someone online. A similar percentage of children report having been asked to do something 
sexual on the internet when they did not want to or have been asked for sexual information 
about themselves. 
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Of particular concern is that when any of these forms of unwanted sexual contact have 
occurred it is an adult in the child’s own family who is most commonly cited as being 
responsible for this unwanted request, rather than peers or strangers. This challenges not 
only many of the common assumptions surrounding different forms of online child sexual 
abuse, but also has importance for both prevention and response initiatives.

Knowledge on help-seeking behaviour, and how children respond more informally to adverse 
and risky experiences online is important in ensuring that adequate services and responses 
are provided when necessary, and in providing interventions that support children in 
developing the appropriate skills to manage their experiences. When unsupported, adverse 
or unpleasant online experiences could negatively impact children’s future online activities 
and skills, thus impeding their capacity and willingness to access and benefi t the wealth of 
opportunities and benefi ts that the digital world presents. 

Most children in the Philippines reported that the last time something happened online that 
upset them, they just ignored it and hoped it went away. One in fi ve deleted any messages 
from the person involved, and the same number stopped using the internet for a while. 
Less than one in ten children reported the problem or the person on the relevant account or 
platform. 

It is not unusual for children to speak to their peers and friends about both their positive 
and negative online experiences. Children in Philippines broadly refl ect this trend, with 
one in two children speaking to a friend around their age, and another third speaking to 
another classmate, or mother and or father, the last time they encountered something that 
bothered then online. Peers, and siblings, were also the most common source of support 
when children encountered unwanted sexual contact online.

These trends highlight the need to strengthen the capacity of peers and children of the same 
or similar age in how best to support their friends when encountering risky and potentially 
harmful online experiences, as well as caregivers and parents, and other family members. 

Protective factors
The home, school and community environments in which children live may play an important 
role in equipping children with the skills and capacities to successfully navigate diffi culties 
and risks they encounter online and off; more directly, they may also support children with 
the successful skills to manage and protect themselves online, or become ‘digitally resilient’. 

More than half of the children in the Philippines fi nd it easy or very easy to speak to their 
parent about things that upset them. The majority felt that their parents usually set rules 
for them about what they do at home, and for what they can do outside of the home. 
Approximately seven out of ten children feel that it is very true, or a fairly true, that their 
family really try to help them, while a little more than one in two feel it is fairly or very true 
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that someone in their family listen to what they say. These provide an important foundation 
on which to develop positive parent-child relationships and communications around their 
online or digital experiences. 

Research shows that parent’s mediation of their children’s interaction with digital technology 
may be enabling, or restrictive. Each approach impacts on children’s development of 
appropriate knowledge and skills required to both stay safe, and make the most of the 
opportunities, online, differently. 
On the whole, children in the Philippines feel that their parents or caregivers practice more 
restrictive mediation with them than enabling, preferring to try and restrict and monitor 
their child’s internet use than speaking to them about what they do online, and spending 
time with them online, or teaching them appropriate skills. However, parents tended not to 
engage consistently with the children in any form, either enabling or restricting, their internet 
use, perhaps infl uenced in part by the digital skills of the parents or caregivers themselves.

School, through both teachers and the formal curriculum, can also play an important role 
in mediating children’s use of technology and the internet. However, few children reported 
that their teachers often or very often assisted them with something they found diffi cult to 
do or explained why some websites were good or bad. Slightly more children reported that 
their teachers suggested ways to behave towards others online either often or very often 
or spoke to them in general terms about what they could do if something happened online 
that bothered them. This refl ects a generally passive engagement, where it happens, from 
teachers and schools in supporting children’s internet use.

There was greater engagement and support from peers, with approximately three in ten 
reporting their peers sometimes suggested ways to use the internet safely, and encouraged 
them to explore and learn things on the internet, while one quarter reported their friends 
helped them when they found something diffi cult to do online. 

This suggests that even though active engagement with peers about what happens online is 
not consistently common, children speak to their friends more about things that bother them 
online, and how to do things online, as well as general online behaviour, than either their 
teachers or their parents or caregivers, or the teachers. As such, peers offer a valuable entry 
point for conversations around digital safety and well-being.
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Recommendations

Several recommendations are proposed, focusing on the implications of the PKO study fi ndings for 
policy and legislation, and for interventions and programming. 

At a policy level, a National Information and Communications Technology (ICT) policy for 
education, and a related development framework to serve as guideposts and policy benchmarks 
for implementing agencies, is proposed. The study illustrates generally low levels of digital skills 
of children, parents, and teachers; low appreciation of the opportunities presented by the digital 
platform for digital creativity, participation, and agency; disparate access and connectivity; and 
lack of a clear accountability and development framework that work toward not only protecting 
children but also ensuring that children, their parents, families, teachers, and communities are able 
to optimize the great benefi ts of Internet use.

It is suggested that technology at schools and other educational environments be increased, and 
integrated into formal teaching mechanisms, and curriculums, as a matter of priorities. It is essential 
that as technology is introduced to schools, beyond school computer labs and classroom projection 
devices, digital citizenship and all aspects of online safety, as well as how best to access the wealth 
of opportunities that exit online, be integrated into formal teaching modalities. 

Related to this, digital citizenship and online safety should be integrated as a core stream into 
teacher training college curriculums and in-service training. Rather than being seen as an additional 
burden or add-on to existing teacher or educator responsibilities, and secondary to core subjects, 
digital citizenship should be central to all teaching and pedagogical training, particularly as options 
such as distance and e-learning get increasingly mainstreamed. 

Oversight and regulation at Pisonet cafés be increased, and the broad reach and affordability of 
these internet access points be leveraged to promote online safety messaging, as well as potentially 
offer some form of response or referral service (through referral networks) for psycho-social support 
to children who may require or want such assistance. 

It is also proposed that existing economic strengthening and social support programming be utilised 
to promote online safety among the most vulnerable and marginalized communities. Online safety 
strategies could be integrated into programming such as conditional cash transfer programmes, 
where they are provided.

The importance of reliable, representative data and evidence is also highlighted in the 
recommendations. It is proposed that ongoing investment be made into ongoing data collection, 
sharing and evidence-generating initiatives and networks, to inform both policy and intervention 
strategies. Sustainable collaboration and partnership of different stakeholders are critical to ongoing 
research and evidence-generation and should be utilised to promote ongoing data collection and 
analysis at a national and sub-national level. 
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EXECUTIVE SUMMARY

At a programmatic and intervention level, the recommendations focus primarily on the different 
spheres in which children live their lives, and in which different infl uences are located. These include 
those for families, friends and peers, schools and communities. 

For families, basic digital literacy and online safety messaging can be integrated into evidence-
based parenting programmes offered at universal level, and those targeting at-risk, marginalized 
or vulnerable communities and populations. At a universal level, use can be made of pre- and peri-
natal parenting services to distribute basic guidelines on understanding age-appropriate screen 
interaction, and basic online safety messages, including those that relate to child data protection 
and privacy. At a more targeted levels, parenting programmes can include online safety as a core 
component of programme material and delivery, linking strongly as it does to positive parent-child 
bonding and communication, for example. 

Within schools, interventions are required that build the capacity of educators at the school level, 
and within schools, to identify the signs of online abuse and exploitation, cyber-bullying and other 
forms of negative online experiences that may impact adversely on children. This should be focused 
on behavioural and emotional symptoms as much as on the technology itself.

Peers – friends and classmates of children – are the group that children fi rst turn to when 
encountering negative online experiences or content, and to whom children most talk about what 
happens online. As such, they offer an important entry point, and asset, to infl uence peer online 
behaviour and knowledge. It is thus recommended that an investment be made in evidence-based 
peer and bystander support interventions, such as those developed and tested for offl ine forms of 
child sexual abuse and bullying prevention. There is a growing body of global evidence of what 
works in peer interventions, and this should be drawn upon, together with existing evidence from 
the Philippines-based programming. 

It is proposed that a single CSAM Hotline (such as those linked to the Internet Watch Foundation), 
together with a Helpline, is established that is promoted through schools, civil society organizations 
working with children, and faith-based organizations. Hotlines are important resources to facilitate 
the identifi cation and take-downs of any Child Sexual Abuse Material online (CSAM) (including 
images that may be circulating through acts of non-consensual sharing of sexual images (colloquially 
known as revenge porn). 

A Helpline is important in that it offers a range of psycho-social services to children who might be 
victims of sexual abuse or exploitation, or who are being cyber-bullied, or experiencing any other 
forms of negative online or offl ine challenges, but should be seen as distinct from Hotlines. As there 
are already several agencies and partnerships providing different forms of services, or referrals 
to services, in the Philippines, such as the #SaferKidsPH, it is recommended that awareness and 
promotion of these services be further disseminated through schools, faith-based organizations and 
community-based groups. 

Finally, and arguably most important, it is critical throughout all design and implementation of all the 
above recommendations that children are provided a voice throughout the process affecting them, 
and determining the most appropriate and desirable pathways to improve their online experiences, 
opportunities and futures, online and off. 
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INTRODUCTION AND CONTEXT

Introduction and Context

“If leveraged in the right way and made universally accessible, digital 
technology can be a game changer for children being left behind… 
connecting them to a world of opportunity and providing them with the 
skills they need to succeed in a digital world.

But unless we expand access, digital technology may create new divides 
that prevent children from fulfi lling their potential, and if we don’t act now 
to keep p[ace with rapid change,  online risks may make vulnerable children 
more susceptible to exploitation, abuse and even traffi cking, as well as 
more subtle risk to their well-being.”

(UNICEF State of the World’s Children, 2017: Children in a Digital World)

The introduction of technology into children’s lives has forever changed the landscape of how 
children live their daily lives and interact with the world around them. Technology in all its forms 
are now a daily part of a growing proportion of children’s lives, in all parts of the world, including in 
the Philippines. Access to technology and social media is increasingly being prioritized in even the 
poorest and most marginalized populations and can advance and facilitate development and growth. 
Conversely, if steps are not taken to ensure inclusion of all, it can increase marginalization and 
exclusion. To ensure that children everywhere truly benefi t from the opportunities and benefi ts that 
technology offers, reliable data is required on children’s access, use and knowledge of technology 
and the Internet. Such data is required to inform and guide policy, legislation, programming and 
interventions to ensure that children in even the most marginalized communities and populations 
are able to benefi t from the opportunities that exist through the online world and to equip them with 
the skills and knowledge required to fulfi l their potential in a digital world. 

The Philippines Kids Online Study is one of an international collaboration of research projects, initially 
developed by the United Nations Children’s Fund (UNICEF) and the London School of Economics 
and Political Science (LSE), and implemented in the Philippines by UNICEF Philippines, to collect 
data and establish a body of global evidence on how children in the global South are accessing and 
using the Internet. 

1 http://globalkidsonline.net/about/ 
2 More information on EUKO is available at https://www.lse.ac.uk/media-and-communications/research/research-projects/

eu-kids-online 
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Global Kids Online and Philippine Kids Online 2017-2019

Global Kids Online aims to generate and sustain a rigorous cross-national evidence-base around 
children’s use of the Internet by creating a global network of researchers and experts.1 Global Kids 
Online draws on the work of the European Kids Online (EUKO), a Europe-wide research project 
initiated in 2009 and led by the LSE in 34 European countries.2 Recognizing the dearth of reliable 
data on children and the Internet in developing and global south countries, the LSE partnered with 
UNICEF Offi ce of Research – Innocenti in 2015, to establish the Global Kids Online network. Initially  
consisting of four pilot countries – South Africa, Argentina, the Philippines, and Serbia -  the network 
has now expanded to 14 countries across Africa, South and South East Asia, Latin America, and 
Europe.3   Comprising a network of researchers and institutions, working in partnership with UNICEF 
Country Offi ces and the UNICEF Offi ce of Research, across the global South, the Global Kids Online 
network builds on empirical evidence collected through these studies to develop a body of evidence 
on the impact of the Internet on children’s lives, both positive and negative, and the degree to which 
children’s rights are being realised online.4   

The pilot phase of the Philippines Kids Online (PKO) study, conducted as a  stand-alone process 
between 2015 and 2016, served as an important mechanism to develop and refi ne the GKO instrument 
and methodology prior to being rolled out nationally within countries new to the GKO network, as 
well as at a national level within the Philippines. Between 2016 and 2019, UNICEF Philippines, in 
partnership with De La Salle University and the Social Development Research Centre, undertook a 
national GKO survey, with six specifi c objectives:

1. describe the demographic profi le of children in the Philippines aged 9-17 years who use the 
Internet; 

2. determine how Children in the Philippines use and access the Internet and the level of their 
digital skills; 

3. determine the benefi ts and opportunities of online/digital use available to Children in the 
Philippines; 

4. estimate the prevalence of online abuse experienced by children among these age groups; 

5. identify safety practices of Children in the Philippines when using the Internet; and 

6. identify how parents mediate the use of the Internet by their children. 

3 Albania, Argentina, Brazil, Bulgaria, Canada, Chile, China, Costa Rica, Ghana, India, the Philippines, Serbia, South Africa, 
Uruguay

4 More information on Global Kids Online can be found at http://globalkidsonline.net/ 
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Conceptual Framework

The conceptual model developed for GKO, and prior to that building on the evidence from the EUKO 
project, was adopted to guide the design and analysis of the PKO. This model recognizes that the 
life experiences of any individual, from childhood to adult, is shaped by the interaction of a range 
of individual, relationship or family and societal factors that exist within different systems. These 
are themselves informed a range of social, cultural and environmental features. The intersection 
and interaction of these impact on a child’s life experiences and may determine or infl uence specifi c 
outcomes throughout that child’s life. The GKO model builds on a broader socio-ecological model to 
refl ect how these factors function within the digital environment.5,6 Importantly, however this model 
also refl ects that what happens in the digital space is infl uenced, and itself may infl uence, what 
happens in the “offl ine” space.7, 8   

5 Bronfenbrenner U. Ecological systems theory. In: Vasta R, ed. Annals of Child Development: Vol. 6. London, UK: Jessica 
Kingsley Publishers; 1989:187–249.

6 Livingstone, Sonia (2016) A framework for researching Global Kids Online: understanding children’s well-being and rights 
in the digital age. Global Kids Online. The London School of Economics and Political Science, London, UK.

7 The importance of this online/offl ine nexus in specifi cally addressing online risks, and online violence against children, is 
further elucidated in Kardefelt-Winther, D., Maternowska, C. (2109). Addressing violence against children online and offl ine. 
Nature Human Behavior. 

8 It should also be noted that the concept of online/offl ine is used with caution, as it is increasingly recognized that these are 
not binary states, and that there is a melding of the offl ine and online in a way that is largely inseparable. Rather, in this 
report a differentiation is made between online and face-to-face. 
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Figure 1. Conceptual framework of individual and social infl uences on child well-beings and rights in the digital age

Source: Livingstone, Sonia (2016) A framework for researching Global Kids Online: understanding children’s well-being and rights in the digital age. Global Kids 
Online. The London School of Economics and Political Science, London, UK
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INTRODUCTION AND CONTEXT

The intersection between the online and offl ine world is becoming increasingly important in 
understanding how children live, relate, grow and communicate. While a decade ago, researchers 
commonly noted how children moved from the offl ine world to the online world, and then back to 
the offl ine world, this ‘movement’ is now better understood as simply the convergence of the two, 
with the digital space so integrated into children’s worlds that it is almost impossible to separate 
relationships, activities, risks and opportunities that occur offl ine, and online. Rather, as Livingstone 
and Blum-Ross note, children’s lives have, at least in nations or regions of the world where children 
have access to the Internet and technology, become “digital by default”. 9 This further necessitates 
the need to fully understand how children’s lives are almost absolutely embedded in both the digital 
and the offl ine space, and to view these as fully synergistic in order to fully understand children and 
young people’s development and realities. 

The Philippines context10

The Philippines has a population of 100, 981,4375, with children accounting for approximately 31 
percent of the overall population.11  The country is ranked as the 12th most populous country in the 
world. The population is dispersed over an archipelago of 7,107 islands, with the three largest groups 
of islands – Luzon, Mindano and Visayas – comprising 47 percent, 37 percent and 19 percent of the 
total land mass.12      

9 Sonia Livingstone and Alicia Blumm-Ross, Parenting for a Digital Future: How Hopes and Fears About Technology Shape 
Children’s Lives, Parenting for a Digital Future, https://blogs.lse.ac.uk/parenting4digitalfuture/2020/08/19/book/ , Accessed 
12 September 2020

10 A comprehensive review of literature and policies relating to the Philippines is attached in Appendix Two
11 Philippines Statistics Authority, 2015 Census of Population (POPCEN 2015). Available at https://psa.gov.ph/content/

highlights-philippine-population-2015-census-population
12 http://databank.worldbank.org/data/reports.aspx?source=2&country=PHL; Figures in dollars are in United States dollars.
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The Philippines is currently categorized as a lower-middle-income country, with a GDP of US$384.6 
million.13 In 2016, per capita GDP income was US$2,904.20.14 It is ranked 106 out of 188 countries 
on the Human Development Index (HDI), with an Index of 0.712, which categorizes it as a medium 
human development country.15     

Despite this, child poverty in particular, is high in the Philippines, and poverty in the country 
disproportionately affects children.16 In 2015, 31.4 percent of children in the Philippines were living 
below the basic-needs poverty line, compared to 21.6 percent of the total population. There are also 
signifi cant disparities in the number of children living in poverty by region and location within the 
country. In addition to the negative impact on housing, nutrition and health of children, child poverty 
can impact negatively on school attendance, and performance when at school, as well as impact 
access to resources, including technology. Both household and child poverty can force children out 
of school to engage in hazardous labour, including various forms of child sexual exploitation.

INTERNET USERS AGES 16 TO 64 YEARS

PERCENT
LAPTOP OR DESKTOP67 PERCENT

TABLET40 PERCENT
GAMES CONSOL12

PERCENT
POPULATION67

The Philippines has 173,2 million mobile phone connections, with a penetration of 159%. There are:

MILLON
INTERNET USERS 
SOCIAL MEDIA USERS73 EQUATING TO

MILLON
MOBILE PHONES94 MILLON

SMART PHONES93

13 Philippines Statistics Authority, 2015
14 Philippines Statistics Authority, 2015
15 United Nations Development Programme, Human Development Report 2019: Beyond income, beyond averages, beyond 

today. Inequalities in human development in the 21st Century. Available online at hdr.undp.org/sites/default/fi les/hdr2019.
pdf, Accessed 18 September 2020

16 UNICEF Philippines Situational Analysis of Children in the Philippines, 2018.
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Primary education is compulsory for all children in the Philippines and is provided for free. The net 
enrolment rate for primary education, public and private combined, is 94.1 percent, with a marginally 
higher enrolment rate amongst boys (94.25%) than girls (93.85%).17  Enrolment at junior high school 
level drops to 81.41 percent (boys, 77.24% and girls, 85.82%), and to 51.24 percent at a secondary 
(senior high) school level (boys, 44.21% and girls, 58.72%).18 

 

Research Design

The project employed a mixed methods design combining 
quantitative and qualitative approaches. For the quantitative 
component, household surveys were conducted to obtain 
information on Children in the Philippines aged 9-17 
years old who are using the Internet, and on their parents’ 
experiences and practices in mediating and guiding them 
toward a safer use of the Internet. The project utilised an 
adapted GKO research questionnaire for children and 
parents (or caregivers/carers) that were contextualized to 
the local setting. The surveys were either self-administered 
or interviewer-assisted using a custom-built survey app running on Android tablets (see text box). 

To validate the data and to provide the opportunity for further exploration of fi ndings emerging from 
the quantitative component, a complementary qualitative method using focus group discussions 
(FGD) was utilised. As with the quantitative component of the study, the qualitative research utilised 
the GKO quantitative guide, with minor adaptations to ensure suitability to the local context.19

 A detailed methodology is attached to this report in Appendix Three. 

Questionnaire
The pre-coded questionnaire was translated to Filipino to ensure that respondents would not have 
language diffi culties. Child and parents or caregiver respondents had the option to choose the 
language of the toolkit that they would be answering. All questionnaires were administered face-to-
face.

The survey was conducted using 
a specially designed Android 
mobile survey app. A total 
sample of 1,989 households was 
achieved. Following data cleaning 
and validation, the fi nal sample 
comprised of 1,873 (83.24% of the 
target sample) records for analysis. 

17 Philippines Statistics Authority, Philippines Statistical yearbook 2019, available at https://psa.gov.ph/products-and-services/
publications/philippine-statistical-yearbook , Accessed 18 September 2020 

18 Philippines Statistics Authority, 2019
19 See http://globalkidsonline.net/tools/  for the full GKO toolkit including quantitative core and optional modules, and 

qualitative tools, together with guidance on local adaptation. 
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Ethical considerations
Parental consent and child assent and consent was obtained prior to the commencement of any 
interviews. Consent forms were provided during the community preparation phase of the study, 
prior to the commencement of actual data collection. Participation in the study was voluntary, and 
participants were informed of their right to stop the interview at any time, and that their answers 
were confi dential and anonymous. 

Interviews were conducted in private, allowing the child to express themselves and their experiences 
freely and openly. Interviews with parents and caregivers were conducted separately during the 
same visit, following the interview with the child.Data, once collected, was stored in password 
protected fi les. All identifi ers were dropped from the fi nal data set following data cleaning. 

Survey Administration
Community preparation was conducted prior to the commencement of the survey, to ensure that 
communities were informed and prepared for the data collection process. 

Design Features  
A representative sample of 2,250 children aged 9-17 years old who are Internet users and one of their 
parents or carers more familiar with the child’s Internet use was selected following a multi-stage 
sampling design. The sample was drawn from all 25 provinces, distributed across all 17 regions. 
Within the provinces, the sample was further stratifi ed across 147 Municipalities and 225 Barangays, 
as refl ected in fi gure 2.
 
The nationwide survey was conducted following a multi-stage sampling design. A total of 2,250 
children aged 9-17 years old who are Internet users and one of their parents/carers more familiar 
with the child’s Internet use were sampled from among 225 barangays in 25 provinces, as shown in 
Figure 3.

Potential respondents were screened to ensure that they were Internet users prior to inclusion in the 
study. 

Study Limitations 

Several limitations should be noted in relation to the study:
• The household component of the study only sampled from households with children who 

accessed and used the Internet. Households where children did not have access within the 
household to the Internet were thus excluded. No data was thus collected on reasons or 
barriers to Internet access within the country. 

• Because the sample only included households where the internet was used, no reliable 
estimates on the percentage of children in the Philippines who have access to, or use, the 
internet can be derived.
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• Data collection for the study was collected in 2017, and analysis of the data taking place 
over the subsequent three years. It is likely that there has been some changing of the digital 
landscape over this period, given the speed at which technology advances. In particular, it 
may be assumed that access and speed of access has increased, although as will be seen 
from the following discussions, penetration rates were already high in 2017.

• There have been some particular developments in the global and regional popularity of 
specifi c apps that have occurred since 2017, in particular the proliferation of short-form video-
sharing apps such as TikTok, as well as messaging apps such as WeChat that are excluded 
from this study. Despite this, however, more recent studies from the region indicate that the 
popularity of both Facebook and Instagram retain their overwhelming popularity within the 
region. 

It should be noted that this report presents the technical fi ndings of the data, concentrating on 
the high level fi ndings required to paint a comprehensive picture of children’s access to, use of, 
and experiences of, digital technology throughout the Philippines. The report provides analysis 
by gender and age, where statistically signifi cant or otherwise of interest in terms of variations. 
This report is accompanied by a series of additional reports, including a Summary Report, a more 
accessible Community Dissemination report, and brief thematic papers delving in more detail into 
specifi c themes emerging from the analytical report. 

Girls practice their lessons during a computer literacy class at a dormitory and national training school for girls in a city in Metro 
Manila, Philippines. @UNICEF Philippines/2016/SNoorani
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Figure 2. Nationwide coverage of the study

Regions 17
Provinces 25
Municipalities 147
Barangays 225



10 Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

KEY FINDINGS

© UNICEF Philippines



11Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

KEY FINDINGS

Key Findings

The following section presents the key fi ndings of the study, commencing with the demographics of 
the sample. This is followed by a discussion of children’s access to, and use of the Internet and social 
media, as well as the various activities and uses performed online. An analysis of children’s digital 
skills, and the opportunities and risks presented and encountered online, is provided, followed by a 
discussion of related vulnerability and protective factors that are present within the study sample. 

Study demographics

In total just over one half (51.2%) of the sample were male and 48.8 percent female. The sample was 
relatively evenly distributed by age group, with approximately one third of the sample each falling 
within the ages of 9-11 (33.5%), 12-14 years (33.3%) and 14 to 17 years (33.2%). A little under two 
fi fths (38%) of the children interviewed lived in urban areas.20  The sample profi le is refl ected in fi gure 
3 below. 

 

 Male Female 9-11 12-14 14-17 Urban  Rural
 Gender Age Location 

Figure 3. Sample demographics (base = 1873)
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20 While urbanization data is not available for Children in the Philippines, the latest census data from the Philippines recording 
an urbanization rate of 51.2%, with 48.8% living in rural areas. See Philippines Statistics Authority http://www.psa.gov.ph/
content/urban-population-philippines-results-2015-census-population. Accessed 26 August 2020. 
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The vast majority of the children interviewed had completed some schooling, with a little under 
half (45%) of the sample having completed high school, 37.7 percent elementary school, and just 
over one in ten (11.9%) having completed senior high school (see fi gure 4 below). Just 2.1 percent 
of children had never been to school or had only completed preschool. While a higher percentage 
of boys than girls interviewed had only completed elementary school (40.6% compared to 34.6% 
of girls), a signifi cantly higher percentage of girls than boys had completed high school (46.8% 
compared to 43.2% of boys) and senior high school (14.5% of girls compared to 9.4% of boys). This 
refl ects national education data which refl ects a signifi cantly higher percentage of girls enrolled at a 
secondary school level than boys.21   

The formal education system can play an important role in both fostering digitally literate children 
and in promoting safe online behaviour, as well as offering services and support to children and 
young people who may encounter adverse experiences online. The high enrolment rate is likely 
associated with the fact that secondary education is compulsory for all children in the Philippines.22  

 

Children’s online opportunities and their experiences may be shaped by a range of, and 
intersection between, different factors, including individual traits and characteristics, 
characteristics of households and families, the school environment, and the broader 
community.  These factors interplay to varying degrees to shape children’s access to digital 
technology, how they use it, their digital skills, and how they respond and process their 
experiences online. For example, children in households with limited income or fi nancial 
security may experience greater restrictions or limitations to access to technology and data, 
or those who fall outside of formal education systems may lack important opportunities to 
develop and grow their technical digital skills and knowledge. 

Senior High

High School

Elementary School

 0 5 10 15 20 25 30 35 40 45  50 

11.9

45

37.7

Figure 4. Highest level of schooling (base = 1873)

21 UNICEF Philippines (2016). Situational Analysis of Children in the Philippines. Available online at https://www.unicef.org/
philippines/reports/situation-analysis-children-philippines. Accessed 26 August 2020.

22 UNICEF Philippines (2016). Situational Analysis of Children in the Philippines.

A Household Profile of the Philippines Kids Online Participants
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More than half (52.8%) of the study sample lived in households with an annual income 
of less than P40,000 (US$824), while another one in fi ve (21.4%) lived in households with 
an income between P40,000 and P59,999 (US$1,215).  Just 12.37 percent of households 
generate an annual income of more than P100,000.  

In general the parent in the household participating in the study had received some 
schooling, with just nine in ten reporting having attended school, most frequently having 
completed only high school (38.8%), elementary (20,9%) or college (20.4%).  Just over one 
half (52.5%) of the household parent respondents reported they are currently employed.  
One half (51.6%) reported their spouse has a paid job, a little over one in ten (13.9%) has 
a child staying in the household who has a job, while just under one in ten (8.9%) have a 
family member who is an OFW. 

Just under three quarters of the parents interviewed are married.  It was most frequently 
the female caregiver or parent who was interviewed for the study, with women constituting 
79.1 percent of respondents.  Parents report being most worried about their child’s health 
(82.1%), how their child is performing at school (71.7%) and having enough money to 
care for their child(ren) (62.2%). Just under one in ten (8.1%) report that their child has 
behavioural diffi culties, while 6.3 percent report their child has learning diffi culties.  

While the majority of households have low household income, more than half (56,4%) of 
the children get new clothes to wear every few months, or every few weeks, while one 
quarter only get new clothes once or twice a year.  More than one half (55.6%) report it 
is very hard or not at all possible to fi nd someone quiet to study or do their homework. 
Seven out of ten have fresh fruit to eat once or twice a week, or daily, while fractionally 
more have fi sh or meat to eat once or twice a week, or daily. Four out of fi ve children have 
at least two pairs of properly fi tted shoes.  

 

Children’s access to the Internet

In Summary:

• Children in the Philippines generally fi rst go online at 10 years, although the age 
of fi rst access to the internet seems to be getting lower. There is little difference 
between boys and girls when they fi rst go online.

• Children generally report that they are not allowed or able to access the internet as 
much as they would like to, with the majority of children only sometimes able to 
access the internet as often as they like, rather than often or always. When they do 
go online, most children go online by themselves rather than with assistance. 
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• Children most commonly use a smartphone to go online, specifi cally for their own 
use, while only one in ten children have a desktop computer for their own use, and 
even fewer have a laptop, tablet or a games console.

• Children most commonly go online at home, in libraries or at Pisonet (internet) cafés, 
using smartphones (at home) or desktop computers (at libraries and Pisonet cafés. 
On average  children spend 100 minutes online daily, with older children spending 
more than double the length of time online than children between the ages of nine 
and 11 years. 

Where and how children access the Internet may infl uence what they do online, and what activities 
and opportunities they are able to access, as well as to some degree, the risks to which they may be 
exposed. How children access the Internet may also infl uence the development of their own digital 
skills and expertise. The majority of children in the Philippines report fi rst accessing the Internet 
between 10 and 11 years of age, with little difference in the age that boys and girls fi rst access the 
Internet. This may refl ect the relatively low gender gap in Internet access refl ected more broadly 
across the region.23  Similarly socio-economic status appears to play no signifi cant role in the age at 
which children fi rst access the Internet, with a mean age of ten years of age for those falling within 
both a low and a high socio-economic categorization, and of nine years of age for those within a 
medium socio economic status categorization.

While simply having access to the Internet in some form is important, it is also important to understand 
how and where children access the Internet, what they are doing online, and whether they are able 
to access the Internet when and as they want. This latter point is particularly important as it may 
affect what they can do online, and the degree to which they can fully utilise the opportunities that 
being online can present. For example, if a child can only access the Internet for one hour a week on 
a shared or public device, such as at an Internet café, then it is unlikely that they are able to utilise the 
Internet for educational purposes, such as assisting with homework assignments, communicating 
with friends, entertain themselves online. Various factors may play into how often and whether a 
child can access the Internet as and when they want: affordability, whether they have their own 
device (and data or Wi-Fi Internet access), and parental rules and restrictions.

23 According to the GSMA report, East Asia has the second lowest gender disparity (3%) in mobile internet access of all 
regions across the world. See GSMA (2020) Connected Women. The Mobile Gender Gap Report 2020. Available at https://
www.gsma.com/mobilefordevelopment/resources/mobile-gender-gap-report-2019/ . Accessed 27 August 2020.
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Figure 5. Age at which Children in the Philippines fi rst access the Internet (mean age) (base = 1873)
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Signifi cantly, more children reported that they can only sometimes access the Internet as often as 
they liked, than those who reported they can always, often, or never, access the Internet when they 
want to. More than half (51.1%) of girls reported that they could only sometimes access the Internet 
as often as they liked, compared to 48.3% of boys, while one in ten (10.1%) boys reported that they 
could never access the Internet as often as they liked, compared to girls (6.1%). There was less of 
a difference between boys and girls reporting that they could always access the Internet as often 
as they liked, with 11.3 percent of boys and 13.3 percent of girls reporting they could always access 
the Internet when they wanted to. While the reasons for this difference amongst girls and boys is 
unclear, one explanation may be that parents who impose restrictions or controls on Internet access 
to any degree are more likely to impose tighter restrictions on boys than they are on girls, trusting 
girls more than boys to act responsibly or safely online. 

Age is also a signifi cant factor in whether children can access the Internet when they want, with 
signifi cantly fewer older children between the ages of 15 and 17 reporting that they can never access 
the Internet compared to younger children (4.6% of 15 to 17 year olds compared to 11.7% of children 
aged 9-11 years). Conversely, just 7.2 percent of children aged 9-11 years reported they can access 
the Internet whenever they wanted compared to just under one in fi ve (18.4%) of children aged 15 
to 17 years. 
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Three out of fi ve children (60%) Children in the Philippines manage to connect to the Internet by 
themselves. For those who cannot, friends their age, their siblings or their parents help them to gain 
access to the Internet. As devices become less expensive and second-hand phones have always 
been readily and widely available, children rely mostly on smart and mobile phones to access the 
Internet. Signifi cantly, more girls (62.3%) than boys (56.3%) report that they go online by themselves, 
while it is perhaps unsurprising that older children are more likely to go online by themselves than 
younger children (see fi gure 6 below).

It is also of note that a little more than one tenth more children from higher socio-economic 
backgrounds report that they go online by themselves than those children from lower socio-
economic households. In total, just under three quarters (73.3%) of children from high socio-
economic households report they go online alone, compared to just over three out of fi ve (62.8%) 
of children from medium socio-economic households, and 58.4 percent from low socio-economic 
backgrounds. While the exact reasons for this difference is unknown, it may be related to higher 
levels of familiarity with devices and the Internet, and greater digital literacy, or it could simply be 
related to more access to devices to be able to use in their own time and by themselves, than those 
from lower socio-economic backgrounds. 

 Male Female 9-11 12-14 14-17 Low Medium High 
   year olds year olds year olds 

 Sex Age Socio-Economic Status 

70

60

50

40

30

20

10

0

Pe
rc

en
ta

ge

80
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Children are most likely to use the Internet at home, with more than half (52.2%) reporting that they 
go online at home at least monthly. This was followed by public places such as libraries (34%) and 
Pisonet shops (33.7%). A little under one in three children (28.7%) report that they use the Internet 
when they are somewhere by themselves. Children in the Philippines most commonly access the 
Internet using their own smart phone, with a little under one half (45.7%) of all children reporting 
they went online using their own smart phone, while one in three (33.9%) children use a desktop 
to go online. For those children using desktops these are most likely to be located at Internet café’s 
or Pisonet shops. One advantage of accessing the Internet at Pisonet shops is the more advanced 
graphics and game-playing capabilities that computers at these Internet cafes generally have, thus 
making them ideal to play online games, particularly multi-user games. 

One quarter of children reported that they use feature phones, and one in fi ve (21.7%) of children 
reporting that they go online using a tablet. A similar percentage (20.5%) report that they go online 
using a laptop. In addition, more than one in ten (13.3%) Children in the Philippines report that they 
go online regularly using a games console such as a Playstation, Xbox, or Nintendo (see fi gure 7 
below).

 
These devices the children use to go online may be their own, or may belong to friends, or others 
in the family, such as their siblings or their parents. Having their own devices on which to go online 
may offer children a greater degree or privacy, which may be both positive or negative. It’s positivity 
lies in factors such as increased privacy of their own personal information, but also may protect 
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Figure 7. Where children go online, and how they go online. (base = 1873)
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younger children from more risky content or content that may be less age-appropriate of using an 
older siblings or parents or caregivers device. Conversely, having devices that they share with their 
caregivers may lessen the positive time that children can spend online by themselves, as there 
may be competing pressures to access and use the device of it shared. Further, shared devices may 
provide parents or caregivers with more opportunity to be more aware of the apps and platforms 
that their children – particularly younger children – are using.24   

More children report having their own smartphones, for their personal use, than any other device, 
with one in three (32.5%) of children having their own smartphone, followed by a little more than one 
in ten (13.5%) of children having their own feature phone, 11 percent their own desktop computer, 
and another one in ten (10.8%) having their own laptop computer. Just 4.2 percent of children have 
their own games console. 

Figure 8. Devices children have just for their own use. (base = 1873)
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24 This last issue may be addressed through more positive means of engagement around positive and negative use of 
applications and platforms, through open conversations and communication between parents or caregivers, and children 
around their internet use, which is something that is both challenging but desirable to achieve. 
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Children rely on a combination of paid, and free Wi-Fi, to go online. One reason that Pisonet cafés 
are so popular amongst children is the affordability of going online. In general, Pisonets offer fi ve 
minutes access to the Internet for one peso, making it a more attractive option than most other 
Internet cafes or paid data options. Spending 20 Peso in Pisonet would earn a child 100 minutes of 
online access or 1 hour and 40 minutes while enjoying a full PC platform for unsupervised online 
gaming and entertainment. 

Approximately one in two (53.7%) Children in the Philippines use paid Internet access at Pisonet 
cafes, while one in three (34.5%) have prepaid data plans through national telecommunications 
providers, and fewer than one in fi ve (17%) have post-paid plans through telecommunications 
providers. Additionally, slightly more than two in fi ve children (44.4%) rely on free Wi-Fi at homes, 
schools, or shopping malls to go online. 

On average, children report that they spend approximately 100 minutes each day online. Girls spend 
fractionally more time online than boys (103.3 minutes compared to 95.3 minutes). The average 
length of time that children spend online increases as children get older, with children between 
the  ages of 15 and 17 years reporting that they spend on average a little over two hours (130 
minutes) online daily, compared to an hour and a half (97 minutes) that 12-14 year olds, and a little 
over an hour (68 minutes) that children nine to 11 years spend online.25 While the Philippines may 
be considered amongst the most connected nations in the world, the average length of time that 
Children in the Philippines spend online is still well below many other countries (where such data 
exists), such as Albania, Chile, Montenegro and Ghana.26  
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Figure 9. Length of time children spend online daily (mean)

25 This is well below the average length of time that Filipino adults spend online. In 2019, We Are Social/Hootsuite reported 
that when length of time spent online daily was used as a measure of connectedness, the Philippines was the most 
connected nation on earth, with the average Filipino (adult) spending on average 4 hours and 12 minutes online daily 
(using any connected device). See https://datareportal.com/reports/digital-2019-philippines. Accessed 07 September 2020

26 Global Kids Online. Global Kids Online: Comparative Report, UNICEF Offi ce of Research – Innocenti. 2019
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The length of time that children spend online, and whether or not this time is supervised, has 
received increasing attention over the past decade, with a similar increase in the body of knowledge 
and evidence regarding how best to manage this time on the part of both parents and caregivers, 
and children themselves. Parents and caregivers frequently express concern about the amount 
of time that children spend online, viewing engagement with devices in somewhat uncritical and 
undifferentiated terms. These concerns are often fuelled by popular discourse in which the dangers 
of “excess screen time” is highlighted.27  There is a growing body of evidence that point to the 
inherent inadequacy of the notion of screen time, as it fails to take into account the positive and 
educational time spent by children online, and the opportunities that the Internet presents. Such 
an approach often fails to take into account what may be age appropriate from a developmental 
perspective, and also fails to take into account the educational opportunities that are often presented 
in many games or social media platforms. In short, there is increasing recognition that “not all 
screen time is equal”. 28 There is also little evidence that time spent online impacts negatively on 
children and young people’s quality of life or life satisfaction, with recent evidence from the global 
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Figure 10. Children who connect to the Internet by themselves (base = 1873)
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27 See for example, https://www.healthline.com/health-news/how-does-screen-time-affect-kids-brains 
28 Blum-Ross, Alicia & Livingstone, Sonia (2018). The Trouble with “Screen Time” Rules p. 179-187 in Giovanna Mascheroni, 

Cristina Ponte & Ana Jorge (eds.) Digital Parenting. The Challenges for Families in the Digital Age. Göteborg: Nordicom.
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South highlighting that time spent on the Internet does not appear to be strongly linked at all to 
life satisfaction.29 These length of time that Children in the Philippines are spending online daily 
should thus be contextualized within this growing body of knowledge, in order to better understand 
what Livingstone calls “content, context and connections” – what it is that children are doing and 
engaging with online, the context in which they are doing so, and the connections that they are 
forming online. 30  

The majority of all Children in the Philippines report that they tend to go online by themselves, rather 
than with the assistance of anyone else. Slightly more girls (62.3%) than boys (56.3%) report going 
online by themselves, although there is no statistically signifi cant difference. However, signifi cantly 
more Children in the Philippines between the ages of 15- and 17-years report going online by 
themselves than children in the younger age bracket. Almost two in three (65.3%) older children 
report going online by themselves, while three out of fi ve (61.6%) of children between the ages of 
12 and 14 go online by themselves, and just one in two (50.8%) younger children between the ages 
of 9 and 11 years go online by themselves (see fi gure 10 above). While it is arguably unsurprising 
that older children are more likely spend more time online alone than younger children, this pattern 
may be a result of several factors. One could be that younger children refl ect lower levels of skills 
and familiarity with the technology and the Internet and so require greater assistance or support 
to go online, or it could refl ect more supervision or monitoring by parents or caregivers, or older 
siblings, of when and how younger children go online. This is explored further in later sections of 
this report, where the role of parents and caregivers in supporting and engaging with their children 
– or mediating access - is discussed. 

 

29 Kardefelt-Winther, D., Rees, G. and Livingstone, S. (2020), Contextualising the link between adolescents’ use of digital 
technology and their mental health: a multi-country study of time spent online and life satisfaction. J Child Psychology and 
Psychiatry, 61: 875-889. doi:10.1111/jcpp.13280

30 Livingstone, S (2019). From Policing screen time to weighing screen use. Parenting for a digital future blog. https://blogs.
lse.ac.uk/parenting4digitalfuture/2019/02/08/from-policing-screen-time/ . Accessed 12 July 2020. 
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Opportunities and practice

In Summary:
• While most children in the Philippines have a good time sometimes, or all the time 

while they are online, younger children between the ages of nine and 11 are twice as 
likely as children between the ages of 15 and 17 to report that they do not often have 
a good time online, although these account for less than one in ten of all children 
within each of those age cohorts who go online. While most children have a good 
time online, almost two out of three children feel that it is not true or only a little bit 
true that there are a lot of good things online for children their age. This is important 
in that it refl ects that while children enjoy being online, they also feel there is perhaps 
more negative content than positive, at least for children their age. 

• The opportunities that children encounter online, and the activities in which they 
engage, are categorized as: the internet Connects; Informs and Engages; Educates; 
and Entertains.

• Children in the Philippines commonly use the internet to connect to others, most 
frequently through social network sites. One in two children have visited a social 
network site at least once a week, to all the time over the past year, while one in four 
have used the internet to connect to family or friends overseas. SNS are the most 
common means of interacting with friends frequently online, followed by messaging 
and gaming; IMs are the most common means of interacting with family online. 
Children most commonly report chatting to friends they have only, or fi rst, met online 
through games and then through SNS. Just 6.3 percent of children report being in 
contact with someone they fi rst, and have only, met online regularly.

• Just under half (45.2%) of children have searched for new information in the last 
month, while one in two have used the internet in the past week for schoolwork. 
Slightly fewer than one in fi ve children (18.6%) have looked for work opportunities. 
Children tend to use the internet less for civic activities than they do for learning, 
with one in four using the internet to search for news at least weekly, and almost one 
in ten (8.6%) having got involved online with a campaign or protest. Almost one in 
fi ve children (17.9%) have used the internet to help someone else at least weekly in 
the past month, while more than one in ten (12.1%) have used the internet weekly 
to talk to people from different places. Importantly, almost one in fi ve (18.2%) have 
used the internet to search for health information at least weekly. 

• Children in the Philippines are less likely to use the internet for Educational purposes 
than Connecting, Informing or Entertainment. This may be a result of a lack of reliable 
and widespread connectivity at schools across the Philippines, as well as a notable 
lack of digital literacy amongst many of the educator workforce. Children are largely 
reliant on their own internet connection through their personal devices or Pisonet 
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cafés to connect to the internet for educational purposes, or to connect to schools 
or teachers. Less than one in ten children report using the internet for educational 
purposes while at school at least once a week. When this does happen it is most 
commonly to complete group work.

• Online Entertainment for children most commonly takes the form of watching 
favourite tv shows online, or watching videos on YouTube, while almost two in fi ve 
children have played online games at least weekly over the past month. Girls are 
more likely to watch their tv shows or join fan sites, than boys, while boys are more 
likely to game or listen to music online. More younger children report playing both 
single user and multi-user games online than older children. This may present a 
particular challenge for online safety, as younger children are less likely to possess 
the skills required to stay safe when gaming online. 

The range of opportunities and benefi ts that access to the Internet present are well documented. 
Access to the Internet is increasingly being recognized as a fundamental right for all, with particular 
importance for children.31 Being online offers educational and later employment opportunities and 
being adequately equipped with the appropriate skills to fully utilise the digital space is increasingly 
a prerequisite for entering the job market. Further, the Internet offers opportunities to connect with 
friends, communities and family members both local and abroad, and to develop global networks 
and connections. As evidenced in the recent COVID-19 pandemic, being online is critical to distance 
learning and tele-education, offering opportunities to deliver learning and other essential services 
from a distance.

In order to ensure that children are best placed to take advantage of the opportunities presented 
by being online, it is important to understand what it is that children are currently doing when they 
go online, what activities they engage in, and whether they are currently taking advantage of the 
learning and informational opportunities that are presented online. These questions all serve to 
create a better understanding of the context, content and connections online.32 

31 United Nations Special Rapporteur On The Promotion And Protection Of The Right To Freedom And Of Opinion And 
Expression, Report to the Human Rights Council, A/HRC/17/27, 16 May 2011 

32 Livingstone, S (2019). From Policing screen time to weighing screen use. 
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Filipinos generally are amongst the most active social media users globally. Data from the annual 
Hootsuite and We are Social survey shows that in 2020 Filipino’s use social media more than any 
other nation.  While this data excludes those under the age of 18, it is likely that similar trends can 
be expected amongst younger Filipino’s. Indeed, children in the FGDs identifi ed a broad range of 
activities that they engage in online, and perceived and realised benefi ts of being online, ranging from 
connecting with friends and families, looking for information or seeking knowledge, or even making 
money (see fi gure 11 below). Some children reported marrying the best of several opportunities and 
benefi ts available online - generating income for themselves while playing games:

“I play online games, and I make money from it.” 17 y/o boy.

Figure 11. Children’s range of activities and views on connecting with friends and others online (FGD)
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Of course, many of these opportunities and activities themselves could present inherent risks to the 
children, but these do not stop children in the Philippines utilizing the broad spectrum of activities 
available to them through the Internet, and generally, having fun doing it.

Generally, whatever children are doing online, whether going online for educational purposes, to 
connect with family or friends, or for entertainment and fun, the majority of Children in the Philippines 
report that usually, they have a good time or fun when they go online. While there is little difference 
between boys and girls who report they usually or always have a good time online, the age group 
of the child does play some role in determining whether they have fun online all or most of the time. 

 
While the majority of Children in the Philippines are online, and the majority similarly report that 
they usually or always have a good time when online, a little more than three out of fi ve (62%) 
children report that it is not true or only a little bit true that there are a lot of good things for children 
their age online. There is no statistically signifi cant difference between boys and girls, not between 
children of different ages, in their opinions of whether there are a lot of good thing on the Internet for 
children their age. This is an important fi nding in that it suggests that despite the fact that Children 
in the Philippines are spending a lot of time online, and are arguably amongst the best connected 
globally, children still feel that there is not suffi cient content that is suited to children their age, or 
that is adequately tailored for them. It may also suggest that despite the fact they generally tend 
to have a good time online, this is unrelated to the quality of the content or interactions that they 
engage in, or that they may encounter more age-inappropriate content. If the latter, it is important 
that the children then identify the content as unsuitable for children their age. It is possible that 
Children in the Philippines are also internalizing public discourse and narratives that emphasise 

Figure 12. Children who report always having a good time or fun when they go online, by gender and age (base = 1873)

 Total  Boys Girls 9-11 12-14 15-17 

70

60

50

40

30

20

10

0

Pe
rc

en
ta

ge

 Yes, always            Yes, sometimes         No, not often

37
.6

51
.4 8.
2

37
.7

61
.7

6.
3

37
.5

51
.2

10
.3

38
.7

47
.7

10
.5

39
.4

47
.7

8.
5

34
.6

57
.8

5.
5



26 Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

KEY FINDINGS

there is age-inappropriate content, rather than referencing positive or suitable content for children 
their age. 

The Internet connects

One driver of the expansive use of social networking within the Philippines may be the extended 
network of Overseas Filipino Workers (OFW) distributed globally. In 2019 the Philippine government 
estimated there were 10,2 million overseas Filipinos.34 The Internet, and social media in particular, 
provides a vital connection for families at home, to children, parents or other family members living 
overseas, as well as with friends who may have emigrated. Research from different regions of the 
world frequently highlight the importance of social media and being online in staying connected 
with friends and family.35   

The Internet also offers alternative ways of connecting to friends and families, as well as other 
with whom children might interact on a daily or weekly basis. It also, importantly, offers children 
the opportunity to connect to people who share common interests or hobbies, from their own 
communities or beyond. Meeting people from other parts of the world, and from different cultures, 
is arguably one of the attractions for children who may not have the opportunity to travel or to 
otherwise be exposed to different cultures.

Figure 13. Children who report that there are a lot of things on the Internet that are good for children their age (base = 1873)
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33 See https://wearesocial.com/blog/2020/07/more-than-half-of-the-people-on-earth-now-use-social-media 
34 Commission on Filipinos Overseas. https://cfo.gov.ph/statistics-2/ 
35 See for example, Lenhart, A., Smith, A.., Anderson, M., Duggan, M., Perrin, A., “Teens, Technology and Friendships.” 

Pew Research Center, August, 2015. http://www.pewinternet.org/2015/08/06/teens-technology-and-friendships/; and https://
ekspansiv.com/2019/12/02/netnography-and-digital-diaspora/ 
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One in two (51.4%) children in the Philippines report that they have visited a social network site 
at least every week in the past month, if not more frequently. Almost three in ten (28.9%) children 
have commented on updates from friends and families at least weekly, while a little under one in 
four (23.9%) children have both re-posted or shared a video online, and showed family or friends 
something they have seen online. Similarly, just over one in fi ve children (21.2%) have been in 
contact with friends or family who live away from home at least weekly in the past month. 

Of note is that a similar number of children – 20.4% - have helped someone else, at least once 
weekly, who wanted to or needed to go online. This is signifi cant in that it is a further refl ection of 
the level of literacy and familiarity with tech and different platforms, as well as a willingness and 
proclivity to share that knowledge and skill with others (see fi gure 14 below). 

Generally, children tend to interact more with their friends around their own age, than with anyone 
else. As the fi gure below shows, more Children in the Philippines report interacting with friends 
their own age via a messaging service or app (30.6%), when playing games (19.4%), or via social 
networking sites 27%), at least once a week, or more frequently, than with any other individuals or 
groups of people. Social networking sites (SNS) are the most common means of interacting with 
their friends frequently online, followed by messaging, and then gaming. However, when interacting 
frequently with their mothers and fathers, more children reported using instant messaging or other 
forms of messaging apps than gaming or social network sites (21.6% compared to 12.2% and 16.9% 
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respectively). A similar trend can be identifi ed for other adults trusted by the child, siblings, or 
friends or relatives who are Overseas Filipino Workers. 

A somewhat different tend can be discerned for people who children might meet fi rst on the Internet, 
and who have no other relationship with the child or anyone they know. In such instances, children 
are more likely to interact frequently while gaming (7.9%), then via social media sites and text or 
messaging platforms (both 6.6%) (see fi gure 15 below). It is not uncommon for children to report 
developing friendships and competitive gaming relationships with people throughout the world, 
and indeed, many children consider this one of the benefi ts or opportunities of online gaming.36    
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36 See for example UNICEF East Asia and the Pacifi c Regional Offi ce and the Centre for Justice and Crime Prevention, Our Lives 
Online: Use of social media by children and adolescents in East Asia - opportunities, risks and harms, UNICEF, Bangkok, 
2020.
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More children report interacting online via some form of messaging app or function – SMS, Internet/
instant messaging, or MMS - with family members on a weekly basis than do any other individual 
(see fi gure 16 below). A little more than one in ten (11.2%) of Children in the Philippines report being 
in contact with their mother or father on a weekly basis at least, while signifi cantly fewer report 
being in contact with parents daily (7.8%). Similarly, one in ten children report being in contact with 
siblings on a weekly basis, with just one in twenty children being in contact with siblings on a daily 
or almost daily basis. 
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More than one in four children reporting being in contact with friends either weekly, daily, or almost 
all the time. A little more than one in ten (12.7%) children report interacting with their friends online 
at least weekly, while one in ten (10%) interact with friends daily, and just 3.1 percent interact with 
friends several times a day.

Few children in the Philippines report being in contact online with teachers or other adults weekly 
or more than weekly. Notably, given the concern that parent’s and caregivers often feel about 
their children interacting with strangers online, just 6.3 percent of children report interacting with 
someone they fi rst met online, who has no immediate relationship with them, on a weekly or more 
than weekly basis. In these cases, 4.4 percent of children report interacting with such individuals 
weekly, while less than 1 percent report being in contact all the time, or almost daily, with such a 
person. 

On social network sites, children are most likely to report being on contact with friends their age 
(14.1%), and family members – either parents (12.3%) or siblings (13.6%) – at least once a week, 
while they also are more likely to report being in contact with friends their age all the time (1.2%) 
than any other individuals or groups of people. However, as the fi gure below illustrates, only a tiny 
fraction of children report being in contact with anyone all the time via the Internet, with less than 1 
percent of children reporting being online all the time with anyone other than friends their own age. 

Young children play games in an internet cafe to one of the hotspots communities in the Philippines. 
© UNICEF Philippines/2019/SNoorani
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Frequency of online interaction with people through games is even lower than other forms of online 
interaction. This is likely related to the fact that most online gaming requires more time and focused 
attention (as well as more reliable and increased access to an Internet connection, than other forms 
of interaction discussed thus far). As the fi gure below refl ects, almost one in ten (9.6%) Children in 
the Philippines report interacting with friend their age online at least once weekly, while 7.5 percent 
report interacting several times each day. Of note is that children were next most likely to report 
interacting with family members – mothers or fathers, or siblings (both 7.1%) – at least weekly, or 
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daily or almost daily (3.4% with parents and 1% with brothers or sisters respectively). That children 
are playing online games with their parents is an important entry point for conversations about online 
safety, and in promoting young people’s digital literacy, as well as simply providing opportunity for 
parents or caregivers to be aware of what their child is doing online, and building positive trusting 
communication and relationships. 
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The Internet informs and engages

The Internet has become increasingly importance in educating and informing young people, and as 
a source of information on all aspects of life, ranging from health and reproductive or sexual health 
information, to hobbies and creative tasks, to what might be happening in their communities, and 
elsewhere in the world. The Internet can be particularly important for children from backgrounds 
that offer them limited opportunities to travel or engage in other experiences that might broaden 
their opportunities or knowledge. 

The importance of being online for children in the Philippines in accessing information and knowledge 
that they might otherwise not have access to, is evident in the fact that 45.2 percent of  children report 
that they had searched online for something new about something in the past month, while  more 
than half (51.8%) have used the Internet frequently within the past week to look something up for 
schoolwork. While a little under one in fi ve children (18. 6%) have frequently looked up something 
online for work or employment opportunities, this itself is signifi cant given that these are children, 
rather than school-leavers or young adults. More than one in ten children report that they have, at 
least weekly or more frequently, used the Internet to fi nd maps, or to look up places they want to 
visit (15.7% and 14.5% respectively) (see fi gure 19 below).

Figure 19. How often have you used the Internet for these learning activities at least weekly in the past month? (base = 1873)

45.7

60

50

40

30

20

10

0

Pe
rc

en
ta

ge

18.6

51.8

15.7 14.5

I learned 
something new 

by searching 
online

I looked for info 
about work 

(opportunities)

I used the 
internet for 
schoolwork

I checked maps I looked for info 
on places I want 

to visit/eat



34 Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

KEY FINDINGS

In general, more girls were likely to use the Internet for searching for something new online (48.8% 
of girls compared to 42.8% of boys), for school work (56.3% compared to 47.5%), and for looking 
for places they want to eat or visit, over the past week (16% compared to 13.1% of boys), while 
marginally more boys reported having looked online for maps (17.8% compared to 13.4% of girls). 
Boys and girls were equally likely to report having looked for work opportunities online (18.8% and 
18.4% respectively). 

 

Signifi cantly more children between the ages of 15 and 17 years reported using the Internet at 
least weekly for schoolwork (58.3%), compared to a little more than two in fi ve (44.6%) children 
between the ages of nine and 11 years. This may be a product both of increasing skills as children 
get older, and the nature of school curriculums and homework assignments for older children that 
might require greater sourcing of information and knowledge online. Generally, though, as the 
fi gure below illustrates, more adolescent children reported using the Internet for learning activities 
than younger children, regardless of the nature of the learning activity. 

Figure 20.  How often have you used the Internet for these learning activities at least weekly by gender? (base = 1873)
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In addition to being a source of information and knowledge, the Internet is also commonly utilised 
by children to learn more about the world around them and to use this knowledge to engage in civic 
actions and activities. This might manifest in community or political activism, protests or advocacy, 
or simply to inform online or offl ine political debates with peers, family members or others. Children 
in the Philippines are no exception, with one in four children having used the Internet to search 
specifi cally for news at least weekly, if not more frequently. Signifi cantly fewer, but still almost one 
in ten children (8.6%), have got involved with a campaign or  protest online, while slightly fewer 
(6.3%) have signed an online petition, or discussed politics or social problems with other people 
online (6.1%).

Figure 21. How often have you used the Internet for these learning activities at least weekly by age? (base = 1873)
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Similarly, children are able to source information about their community, and what is happening 
around in their more immediate environs, from the Internet, as well as fi nd out ways they can 
help others in need or in their community. A little more than one in fi fteen (17.9%) children report 
frequently using the Internet to help someone, while more than one in ten (12.1%) used the Internet 
to talk to people from places different to their own. Fewer children had looked online for information 
about events or resources within their own communities (7.3%), or to get involved at a local charity 
or organization (6.3%) (see fi gure 23). 

Figure 22. How often have you used the Internet for these civic activities at least weekly in the past month? (base = 1873)
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Three in ten (30.5%) children in the Philippines report that they have posted photos or comments 
online at least a weekly, or more frequently, within the past month, while approximately one in 
fi fteen (15.4%) children have participated in sites where people, either peers or adults, share the 
same interests and hobbies. 

A little fewer than one in fi ve (18.2%) children report they have looked for health information online 
weekly, or more frequently within the past month. There is increasing evidence of the importance of 
the Internet as a source for young people to fi nd information relating to health, and the importance 
of reliable and accurate health information to guide children.37

37 Kardefelt Winther, Daniel; Twesigye, Rogers; Zlámal, Rostislav; Saeed, Marium; Smahel, David; Stoilova, Mariya; 
Livingstone, Sonia (2020). Digital Connectivity During COVID-19: Access to vital information for every child, Innocenti 
Research Briefs no. 2020-12, UNICEF Offi ce of Research - Innocenti, Florence
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Of interest is that more boys reported having used the Internet to look for health information online 
in the past month than girls (12.9% compared to 16.4% of girls), as well as having participated in 
a site where others share their interest, such as sports or common interest sites. Conversely, more 
girls reported having uploaded or posted photos or comments online weekly or more, than boys 
(33.5% of girls compared to 25.6% of boys). 

The most marked difference, however, is between age cohorts of children, where two out of fi ve 
(40.2%) 15 to 17 year old Children in the Philippines report having posted photos or comments 
online compared to just one out of fi ve (21.6%) 9-11 year olds (see fi gure 25 below). 

Figure 25.  How often have you used the Internet for these personal activities at least weekly, by age and gender? (base = 1873)
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The Internet educates

Being online can assist with remote learning through times of crisis such as pandemics, or natural 
disasters. Connected schools can integrate online teaching resources into the classroom, bring 
online teaching or research time into the curriculum, or provide the opportunity for teachers to 
engage with pupils and parents electronically on school-related issues or discussions. This could 
be done through formal one-tablet or laptop per child policies,38 or simply through providing or 
enhancing Internet access to learners while at school. 

In the Philippines, the Department of Education initially focused on providing Internet access to 
school through computer laboratories at school. In 2018, this focus shifted to expand the provision 
of Internet and IT at schools to the provision of at least one presentation device and laptop or tablet 
per classroom, with assistance from the national Department of Communication and Information 
Technology (DICT).39, 40  However, as at 2018, there was still limited data on the competencies of 
educators themselves to utilise online services or to integrate ICTs into teaching within the 
classrooms. As noted by the Director or ICTs within the Department of Education (DepEd), 

“many teachers, particularly the elders, are not yet exposed to these 
technologies.”41 

When it comes to the use of the Internet and 
education, children are thus largely reliant on their 
own Internet access, through personal devices, 
their own or families laptops or computers, or 
public access terminals at Pisonet cafés, to use 
the Internet for educational purposes. It is perhaps 
for this reason that the use of the Internet for 
educational purposes while at school on a weekly 
(but less than daily) basis is not higher amongst 
children in the Philippines. In total, fewer than one 
in ten children reported using the Internet for any 
education-related purposes while at school on a 
weekly basis. When children do use the Internet at 
school for these purposes, it was most commonly 
at least weekly for making presentations (6.4%) or 
for doing group work with others (5.6%), although 

The vulnerability of adolescent boys in the 
philippines to physical and sexual violence, 
as well as to hiv has been noted in recent 
literature, in part attributed to the rise in 
digital devices, and dating apps.  While this 
falls outside of the scope of this study, there 
are clearly greater opportunities that exist for 
children to seek health-related information 
online, including on sexual and reproductive 
health, that chidlren are not utilising, that 
would enhance their sexual health.

(demographic research and development 
foundation (drdf) and university of the philippines 
population institute (uppi). 2014. 2013 yafs4 key 
fi ndings. Quezon city: drdf and uppi.)

38 See for example, the case of Palau, available here: UNICEF Pacifi c, Good Morning Google: Child Online Protection in Palau, 
UNICEF, Fiji, 2020. 

39 Philippines News Agency. DepEd to boost ICT in schools in 2018. https://www.pna.gov.ph/articles/1018975. Accessed 05 
September 2020

40 Note that this initiative occurred the year following the data collection for this study, and so any impact is unlikely to be 
refl ected in this study

41 Philippines News Agency. DepEd to boost ICT in schools in 2018. https://www.pna.gov.ph/articles/1018975. Accessed 05 
September 2020
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4 percent of children did report chatting online daily at school, and 3.9 percent of children report 
using the Internet weekly for making pictures (see fi gure 26 below). These fi gures suggest that while 
there is some use of the Internet either at school for educational purposes, this remains exceedingly 
limited.

The use of the Internet for creative activities is more common than that for strictly educational 
purposes. In total, 13.4 percent of children created their own music or videos and uploaded them 
to the Internet within the past month, slightly fewer (11.1%) uploaded music or videos created by 
someone else, while one in ten (9.5%) of children created a blog or story online. 

Figure 26. How often have you used the Internet for these education activities when AT SCHOOL in the past month? (base = 1873)
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The Internet entertains

While the online world offers a host of options 
and opportunities for learning and education, it is 
undoubtedly the opportunities for entertainment 
and amusement that, at least initially and 
arguably consistently, appeal the most to many 
children. This entertainment can come in the 
forms of single-user or multi-player games, music 
or fan videos and communities, or streaming 
televisions or movie videos. It is most commonly 
these forms of entertainment that present the 
initial draw for children. While there are perennial debates and conversations on the benefi ts or 
potential harms to children that are presented through activities such as gaming, there is also a 
substantial and ever-growing body of evidence that points to the potential and realized benefi ts that 
many age-appropriate games and entertainment activities can have for children, ranging from the 
development of fi ne motor skills to cognitive benefi ts and social skills.42, 43 There is also growing 
recognition that gaming is also an important distraction for children facing life diffi culties.44 
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Figure 27. How often have you used the Internet for these creative activities at least weekly in the past month? (base = 1873)

While playing games is for most children 
simply a form of entertainment, there is a 
growing body of evidence that points to the 
important role that gaming can play in dealing 
with life diffi culties. Children often turn to 
gaming as a distraction from life diffi culties, to 
feel a sense of achievement, and for in-game 
connection and simulation.

(CAMILLO CARO AND MASA POPOVAC, 2020)

42 Andrew K. Przybylski, Electronic Gaming and Psychosocial Adjustment, Pediatrics, September 2014, 134 (3) e716-e722; DOI: 
https://doi.org/10.1542/peds.2013-4021

43 C.S. Green and D. Bavalier, Learning, attentional control, and action video games. Curr Biol. 2012;22(6):R197–
R206pmid:22440805

44 Caro C, Popovac M. Gaming When Things Get Tough? Examining How Emotion Regulation and Coping Self-Effi cacy 
Infl uence Gaming During Diffi cult Life Situations. Games and Culture. August 2020. doi:10.1177/1555412020944622
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As the fi gure below illustrates, children in the Philippines tend to use the Internet for entertainment 
more than most other categories of uses. A little under half of children report having watched their 
favourite tv show online (46.7%) or watched video clips (46.3%) online in the past month, while 
almost two out of ten (38.1%) report having played solo video games online in the past month. One 
in three children report listening to music online, while one in four children have played multi-user 
online games in the same period. 

There are some marked difference in the activities that are commonly undertaken online, by gender. 
Boys are signifi cantly more likely to play online multi-user games, than girls (38.9% compared to 
11.5% respectively), as well as single user games (50.1% of boys compared to 25.4% of girls). This 
follows what is often a very gendered profi le of online gamers more generally.45 In total boys are 
thus twice as likely as girls to play single user games, and three times as likely to play multi-user 
online games, than girls. 

Conversely, more girls report joining fan sites than boys (14.2% of girls compared to 10.7% of boys), 
and of watching their favourite tv shows online (48.8% compared to 44.7% of boys), although the 
difference is markedly smaller than that relating to gaming activities. 

Figure 28. How often have you used the Internet for these entertainment activities at least weekly in the past month?
 (base = 1873)
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There was also signifi cant difference by the age of Children in the Philippines in their entertainment 
activities online, although not necessarily following a pattern that one might expect. While more 
older children, between the age of 15 and 17 years reported they listened to music online (39.2% of 
15-17 year olds compared to 28.2% of 9-11 year olds) or watch videos online than younger children 
(50.8% compared to 46% of 9-11 year olds), it was the younger children that reported playing online 
games more than older children. In totally, three out of fi ve (30.1%) of 9-11 year olds reported playing 
multi-user games online, compared to 18% of 15-17 year olds, while four out of ten (40.9% of 9-11 
year olds reported playing single user games online compared to three out of ten (30.9% of 15-17 
year olds) (see fi gure 30). 
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The Ladder of Opportunities, developed for EUKO and adapted for Global Kids Online, provides 
a useful model for illustrating how children’s use of the Internet changes as they grow older, 
and intersects with the range of opportunities that the Internet presents for children. In essence, 
many children engage in a wide range of opportunities at a young age, but do not necessarily 
develop the appropriate skills to, and through, access many of the digital opportunities that lead 
to full participation in the digital age, and thus do not maximise the opportunities and benefi ts the 
digital space offers.46 When depicted graphically, it is evident that children in the Philippines often 
engage in the most popular set of online activities – primarily education and information-seeking, 
and entertainment-related, at a younger age, but as children get older, the level of engagement 
or utilization of the Internet for more pro-active engagement, including content-creation, becomes 
more limited. Participation in the third step – looking for news, work or opportunities- is largely 
limited to older, adolescent children, while there is negligible participation in the more creative, civic 
or even social opportunities that being online presents47 (see Figure 31). This suggests that children 
are not fully reaping the full range of opportunities that being online offers, as they get older, and 
suggests that a concerted effort or strategy is required to enhance children’s engagement in these 
forms of online activities, and the development of appropriate skills to allow them to do this. 

   9-11 year olds         12-14 year olds         15-17 year olds

Figure 30. How often have you used the Internet for these entertainment activities at least weekly, by age? 
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46 Livingstone, Sonia; Kardefelt-Winther, Daniel; Kanchev, Petar; Cabello, Patricio; Claro, Magdalena; Burton, Patrick; Phyfer, 
Joanne (2019). Is there a ladder of children’s online participation? Findings from three Global Kids Online countries, 
Innocenti Research Briefs no. 2019-02, UNICEF Offi ce of Research – Innocenti, Florence

47 Global Kids Online. Global Kids Online: Comparative Report. 2019
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Figure 31. The ladder of online participation in the Philippines

Age group (N=1.873) AllOnline activities practised weekly or more often

Involved in campaign or protest 11 7 8 9

Discussed politics with others 3 6 10 6

Resources about neighborhood 5 6 11 7

Created blog, story or website 10 7 12 10

Talked to people from different backgrounds 9 11 17 12

Created video or music 9 12 20 13

Used website for interests or hobbies 14 16 16 15

Used instant messaging 12 15 20 16

Looked for health information 17 15 22 18

Work or study opportunities 11 16 29 19

Talked to distant family or friends 17 21 26 21

Looked for news online 18 21 37 26

Played online games 29 31 23 28

Posted photos or comments online 22 30 40 31

Listened to music 28 34 39 34

Learned by searching online 40 45 52 46

Watched video clips 43 47 49 46

Used social networking site 39 53 62 52

Used internet for schoolwork 45 53 58 52

9 - 11 years
(%)

12 - 14 years
(%)

15 - 17 years
(%)

(%)

Source: Global Kids Online (2019). Global Kids Online: Comparative Report, UNICEF Offi ce of Research – Innocenti.
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Children’s Online Environment

• Facebook is the most commonly used SNS or app amongst children in the Philippines, 
followed by YouTube, and Instagram. The vast majority of nine to 11 year olds report 
having at least one Facebook account, even though Facebooks policies require 
users to be at least 13 years old. One in ten younger children reported opening their 
account without changing any of their information, while slightly more children 
report changing their name, one quarter reported their parents or siblings created it, 
and another one in ten reported their friends created it. This suggests that children 
either lie about their age when they create their account, or get friends or family 
to create an account for them. Slightly more girls than boys have FB accounts and 
Instagram accounts, while more boys have YouTube accounts.

• Almost one in fi ve children have multiple Facebook accounts, with some creating 
some accounts for family and another for friends, and others creating separate 
accounts for gaming, or a separate account for schoolwork.

• Almost one in two children do not feel safe online, with more girls than boys reporting 
they feel this way. These lack of feeling safe online may impact negatively on the 
ways in which children use the internet, and the degree to which they access and 
maximise the opportunities that do exist online. More positively, more children felt 
that people online were generally helpful and kind than those who did not, while 
more than one in three felt it was easier to be themselves online than offl ine. This is 
also important, as online communities can offer important safe spaces for children to 
explore and develop their identities. However

• Feelings of safety may be impacted by the confi dence that children feel in their ability 
to stay safe online, and the their practical skills and abilities to do so. Signifi cantly 
more children have their social media accounts public rather than private, allowing 
people known or unknown to them to see their profi les. More girls than boys reported 
having their profi les public, and more older children reported having public profi les 
than younger children. While it may be expected that older children were more likely 
to know the importance of, and how to, keep their profi les private, older children 
may feel more confi dent in how to respond when encountering risks online, and so 
are more confi dent to keep their accounts public, than younger children. Three out of 
fi ve children have profi les that show their face and their last name, while two out of 
fi ve have their address and one in fi ve have their phone numbers on their profi les. 

• Meeting new people online is one of the opportunities that is arguably amongst the 
most appealing to children, particularly those who cannot travel or experience life 
beyond their own immediate community. One in ten children always accept friends 
requests on their accounts from anyone regardless of whether they are known to the 
child’s friends or family. However children are more likely to accept friend requests 
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if they come from someone who has friends in common, and one in three children 
only accept friend requests if they actually know the person. More than double the 
number of girls report blocking someone than boys, although fewer than one in 100 
children report ever blocking someone.

• These fi ndings suggest that while the internet is perceived as largely being unsafe for 
children, or having aspects that make them feel unsafe online, many children are still 
willing to take signifi cant risks in the nature and amount of personal information and 
data that they share online, and in the ways that they expand their social networks 
online. 

Trends in the popularity of social networking sites and platforms in the Philippines follows trends 
similar in many parts of the world, with Facebook (including Facebook Messenger), signifi cantly 
more popular amongst children in the Philippines than any other social networking sites.48, 49  In total, 
more than four out of fi ve (84.8%) children reported using Facebook. Facebook was more popular 
amongst girls than boys, with nine out of ten girls compared to eight out of ten boys reporting 
having at least one Facebook account. Facebook was followed by YouTube, with more than half of 
children having at least one YouTube account. There was no signifi cant difference in the number of 
boys or girls using YouTube, although when it comes to Instagram, more girls again tend to report 
having accounts than boys. In total, 17.4 percent of Children in the Philippines have at least one 
Instagram account, with slightly more than two out of fi ve girls, compares to a little over one in ten 
boys reporting using Instagram. Twitter is the fourth most used social media application, although 
at rates far lower than those of Facebook. Just over one in ten (11.9%) of children reporting having 
a Twitter account, while slightly fewer reported using Wikipedia (see fi gure below). This gendered 
trend is consistent with fi ndings within the East Asia region more broadly, where more girls tend to 
report using apps like Instagram and Facebook than boys.50   

 

48 See for example UNICEF East Asia and the Pacifi c Regional Offi ce and the Centre for Justice and Crime Prevention, Our 
Lives Online: Use of social media by children and adolescents in East Asia; and We Are Social & Hootsuite. Digital in 2020, 
available at https://hootsuite.com/resources/digital-2020, for data on Facebook and other social networking sites, globally. 

49 It should be noted that this data collection was undertaken prior to the rapid take-up of TikTok within the region, and so use 
of this app was not included in this study. Data from more recent regional studies suggest that TikTok is commonly used, 
but is not among the most common, within the region. 

50 UNICEF East Asia and the Pacifi c Regional Offi ce and the Centre for Justice and Crime Prevention, Our Lives Online: Use 
of social media by children and adolescents in East Asia
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Use of the different social networking sites and 
applications by age varies to differing degrees 
depending on the different sites or applications. 
The most noticeable difference by age is the use 
of Facebook, where younger children between the 
ages of 9-11 years, and older children between the 
ages of 15-17 years tend to report using Facebook 
at markedly higher rates than children between the 
ages of 12-14. In total just under three out of four 
Children in the Philippines report having Facebook 
accounts, compared to fewer than to one in fi ve 
children. Nine in ten children between the ages of 
15 and 17 report having Facebook accounts. The 
reason for this signifi cantly smaller number of 
12 to 14-year olds using Facebook is unknown. It 
should however be noted that the minimum age 
allowable to have a Facebook account is 13 years, and so in theory no children below the ages of 
13 should be on Facebook. While it is not uncommon globally for children below the age of 13 to be 
on Facebook51– children frequently lie about their age in order to open an account, or get someone 
older to open an account for them – it might be considered unusual for so many children under the 
permissible age to report having a Facebook account. 
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Figure 32. Websites and apps most used by Children in the Philippines (total, by gender) (base = 1873)

Even though the facebook’s own policies 
require users to be 13 years or older, more 
than four out of fi ve (84.8%) nine to 11 year 
olds in the philippines report having at 
least one facebook account. While research 
from elsewhere in the region shows that 
it is not unusual for children to like about 
their age when creating an account, this 
suggests a major failing in both facebooks 
own implementation of it’s policies, and the 
awareness of the platform’s policies and 
requirements, together with poor oversight 
by parents or caregivers, of their childrens 
online activities.

51 See, for example, https://www.telegraph.co.uk/news/health/children/12147629/Children-ignore-age-limits-by-opening-
social-media-accounts.html; and UNICEF East Asia and the Pacifi c Regional Offi ce and the Centre for Justice and Crime 
Prevention, Our Lives Online: Use of social media by children and adolescents in East Asia
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The use of YouTube across age groups is more consistent, perhaps in part due to the range of 
content that is of more interest and suitable to all age groups on the site. A greater difference in the 
age of Instagram is again more noticeable, however, like Twitter and Wikipedia, the use of Instagram 
is more commonly reported amongst older children. It is likely that both Wikipedia and Twitter are 
used as much for looking information up and for following news as for entertainment amongst the 
older cohort of children, in part explaining their greater popularity with this cohort than amongst 
younger children. 

 
Less than one in ten (9.5%) children under the age of 11 years report that they created their account 
without changing any information about themselves, while 13.8 percent reported that they changed 
some information about themselves (see fi gure below). It is unclear how those children who did 
not change their information were able to create a Facebook account without changing their age, 
given the age limit imposed by Facebook when creating accounts. One quarter (26.5%) of children 
between the ages of 12 and 14 did not change any information about themselves when they created 
their account, while one in three children between the ages of 15 and 17 reported not changing any 
information. Only 13.8% reported that they did change their personal information, and one quarter 
reported that their parents or siblings created their account for them. While it is most likely that 
younger children changed information specifi cally so they could open the account – specifi cally 
their age – one may posit that amongst older children, reasons for changing information about 
themselves may include some desire to keep some of their personal information private. However, 
reasons could just as well include wanting to mislead others through fake profi les or information on 
their profi le. 

Figure 33. Websites and apps most used by Children in the Philippines, by age (base = 1873)
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There is little difference in the way that boys and girls created their social networking accounts, 
except for those children who reported that their parents, brothers or sisters created their accounts 
for them. A little more than one quarter (27.2%) of girls reported that their parents, caregivers or 
siblings created their social network account for them, while fewer than one in fi ve (17.5%) boys 
reported the same. 

Figure 34. How children’s social media accounts were created, by age (base = 1873)
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It is not uncommon for young people to have multiple social media accounts. Children might want 
to keep some accounts private, and some accounts public. Others may have accounts relating to 
specifi c interests or hobbies they have, while they keep others just for friends and families. Some 
children may want to keep one account that their families or parents are aware of, and one that their 
parents do not know about. Multiple accounts may also be used to simply gain more friends, and to 
amass as many friends online as possible. This is commonly seen on platforms such as Instagram 
and Facebook in particular. As refl ected in the responses of children in focus groups below, some 
children may also choose to keep one dedicated account for practical purposes such as class or 
school-related activities. 

Figure 35. How children’s social media accounts were created, total and by gender (base = 1873)
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Figure 36. Children discuss their motivations for having multiple social media identities
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While having multiple accounts may serve very practical purposes for children in terms of interests 
and keeping private and public conversations and personas separate, they can also present some 
risks for children. Where parents or caregivers may feel that they are aware of what their children 
are doing online through friending them on Facebook for example, this may create a false sense of 
security should the child have another private account of which their parents are unaware. 

While the majority of Filipino report having only one account across all the most common platforms 
and applications, a little over one in ten (11.7%) children report having two Facebook accounts, while 
just 6 percent have three or more accounts. Multiple accounts are signifi cantly less common across 
the other platforms, with just under 2 percent of Children in the Philippines reporting having two 
Instagram accounts, and just over having two Twitter accounts (see fi gure 37 below). There was no 
signifi cant difference between boys and girls reporting having multiple accounts. 

 
However, a higher number of older Children in the Philippines report having multiple accounts than 
younger children, particularly noticeable in relation to Facebook accounts. While just 7 percent of 
children between the ages of 9 and 11 report having three or more Facebook accounts, more than 
one in fi ve children between the ages of 15 and 17 report having three or more, while a similar 
number of children between the ages of 12 and 14 report having three or more accounts (see fi gure 
38 below). These fi ndings should be considered when thinking about the management of children’s 
online safety, and in the framing of what caregivers and adults can do to enhance their child’s online 
safety. While there is no reason for children not to have multiple accounts, adults should bear in 

Figure 37. Number of social media accounts, by site (four most used social media sites) (base = 1873)
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mind this possibility when seeking to support their child, and when engaging with them around their 
online activities. 

 
How children feel and behave online can be infl uenced by many factors: the confi dence and skills 
they possess online, and off-; how comfortable they feel to be themselves, and how safe they feel 
they are online; as well as a range of environmental offl ine factors like home and school environment. 
In turn, these factors may infl uence not only how they behave online, but also the nature and types 
of online activities in which they engage, and the online opportunities they take advantage of. For 
example, if children do not generally feel safe online, they are less likely to take advantage of all 
the opportunities that may present themselves online, and they may not immerse themselves in 
developing healthy online relationships.

When asked if they feel safe online, almost one half of Children in the Philippines reported that that 
they did not feel safe online, while a little more than one in fi ve (22.3%) say that it is somewhat true 
for them, while fractionally fewer (19.3%) report that it is very true for them. Signifi cantly more girls 
(55.9%) than boys (40.5%) reported that the statement that they feel safe online is not true for them. 
That almost half of children do not feel safe, is signifi cant in determining not only how children use 
the Internet and highlights the importance of developing appropriate strategies to enhance safety, 
and the confi dence of Children in the Philippines to keep themselves safe online. 

More positively, more children reported that the statement that people online are helpful and kind to 
them, than those who did not, with a little over two out of ten children reporting that the statement 
was not true for them, and almost one in fi ve reporting that it was very true for them. 

Figure 38. Number of social media accounts, by site and by age (four most used social media sites) (base = 1873)

30

20

10

0

Pe
rc

en
ta

ge

40

50

60

40
.9 8.
4

10
.6

49
.7

45
.9 7.
6

11
.1 7.
6

39 13
.1

18
.2

16 6.
9 0.

7
1.

1
1.

1

11
.8 2.

3
1.

7
3.

2

16
.3 1.

5
3.

1
0.

5

7.
02 2.

2
0.

8 0

20
.2 0.

3
1.

1
0.

4

21
.0

7
4 2.

9
2.

6

 9 -11 12 -14 15 -17
Just one

 9 -11 12 -14 15 -17
Two

 9 -11 12 -14 15 -17
Three or more

  Facebook         YouTube          Instagram       Twitter



55Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

KEY FINDINGS

Slightly more children reported that they found it 
easier to be themselves online (37.7% reported the 
statement was either true or a little true for them, 
compared to 34.9% who reported it was not true), 
while more children reported they don’t talk online 
about things that they wouldn’t in-person, than 
those who feel that they do. As one boy noted, 

“I can show my true self; there are no 
rules.” (boy, 15 years old)

This ability for children to feel that they can truly 
be themselves online is also important for children 
who may feel that they lack the space or freedom 
to explore their own identity and emotions offl ine, 
due to societal or family constraints or norms. It 
is not insignifi cant that the young boy who noted 
in the focus group discussions that he had the 
freedom to be himself online identifi ed as gay. 
There is substantial evidence that points to the 
importance of the online world in providing the 
space for people to explore their sexual identity in 
particularly, although it should also be noted that 
this in itself does not come completely without it’s 
risks. 

Importantly, more children feel that they know what to do if someone acts online in a way that they 
don’t like, than those who don’t know what to do. In total, one in four children (25.6%) say that the 
statement that they know what to do if someone acts online in a way they don’t like is very true for 
them, and another one in fi ve (18.8%) say it is a little true for them, compared to 27.1 percent who 
say that the statement is not true at all for them (see fi gure 39).

The internet is increasingly important in the 
formulation of children’s identities. It ofers a 
space where children can discussion religion, 
sexuality, morality and other subjects that 
become important but which often cannot 
be discussed in schools and in other public 
places. The internet gives an opportunity to 
connect with people they want to identify 
with. The gap between children and their role 
models or idols becomes narrower because 
they can easily message them, even if they 
are not personally connected. Children 
can test their emotional and behavioral 
regulation, and receive unrestrained 
feedback, both positive and negative. If 
the child can post virtually anything on the 
internet, other users can also comment on 
his/her post without restrictions. All of these 
can impact the child’s identity formation. 
To be truly free means that self-identity is 
disclosed with minimum or no restraint 
in relation to others, both in public and in 
cyberspace.

The opportunity presented by the internet to safely explore their sexual 
identity is important particularly in contexts where children exploring their 
identity may be at greater risk for physical or sexual violence.  Research 
from the philippines shows that lesbian, gay, bisexual and transgender 
children, specifi cally boys, may be at heightened risk of experiencing sexual 
violence at school, usually by peers.

(University of the Philippines Manila, The University of Edinburgh, Child Protection 
Network Foundation and UNICEF Philippines. A Systematic Review of the Drivers of 

Violence Affecting Children in the Philippines. Manila: UNICEF Philippines, 2016.)
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Figure 39. Children’s approach to online communication, total and by gender (base = 1873)
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These fi ndings suggest that Children in the Philippines do not feel that the Internet is a particularly 
safe space for them, or one where they feel they can be totally comfortable and themselves, but at 
the same time, tend to feel that if they do feel threatened or uncomfortable online, they know what 
steps they can take to address it. It is useful to thus understand better what skills children do have 
online and explore how they do react and behave to both make the Internet safer for themselves, 
and when something that bothers them online occurs. 

One of the most fundamental safety measures that children can take towards keeping themselves 
safe online is the protection of their personal information and data. Personal information such as 
names, age, schools, where children live, where they hang out or visit, or even who their friends are, 
can be leveraged by others to infl ict or threaten harm, or otherwise compromise the wellbeing of 
the child. While some children are often aware of the risks of giving out information such as names, 
addresses and telephone numbers, they may be less aware of how other data such as ages, the 
schools they attend, or where they go to hang out, can be used to track them, or to engage in other 
activities that may threaten or undermine their wellbeing. As such, keeping such information as 
private as possible online is critical to enhancing one’s safety, and minimizing the risks that may be 
encountered, regardless of age or gender. 

In total, almost one half (46.6%) of Children in the Philippines report that their primary social media 
sites profi les are public, so that everyone can see them, regardless of whether they know the child or 
not. While it is reassuring that almost half keep their profi les private in some form, the fact that one 
in two children’s profi les are public does suggest that they are either unaware of the risks that this 
might pose, or chose to take that risk. Less than one fi fth of children (15.7%) keep their main accounts 
partially private, so that only their friends and others in their network can see their accounts, while 
just 5 percent keep their account completely private. Of note is that signifi cantly more girls (51.5%) 
report having their accounts public, than boys (42%).   

 

Figure 40. Profi le privacy settings, total and by gender (base = 1873)
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Of note is that older children are signifi cantly more likely to keep their social media accounts public, 
perhaps seeking greater validation or engagement through the number of followers they amass, or 
simply because they feel they are better able to keep themselves safe online and effectively manage 
online risks that they may encounter through having their profi les public. While only one in three 
(34.2%) of children between the ages of 9 and 11 have their accounts public, more than half (55.9%) 
of children between the ages of 12 and 14 keep their profi les public, and one in two children aged 
15 to 17 years keep their accounts public. There is little difference in the percentage of children of 
different age groups who keep their accounts private except for friends and family.

 

Three out of fi ve children in the Philippines have profi le photos that show their face and display 
their last names (60.3% and 59.6% respectively). Girls tend to be more public with their photos and 
names, with 65.3 percent of girls displaying photos that show their face, compared to 55.5 percent 
of boys, while 63.4 percent of girls show their last name, compared to 55 percent of boys. 

While children are more circumspect with other more detailed information such as their address 
and phone number, a signifi cant percentage of children share this information on their profi les. In 
total two out of fi ve children reveal their address, while a much smaller, but still worrying one in fi ve 
children show their phone number on their profi les. One in two girls, and two in fi ve boys, reveal 
their school on their profi le, while approximately two in fi ve also reveal their correct age (44.9% of 
boys, and 41.5% of girls respectively). It is of note that more children reveal their last name and their 
personal photos online, than share their correct age, suggesting that for some reason they chose 
to lie about how old they are, while being happy for people to see what they look like or know who 
they are. Approximately one in fi ve (22.4%) children have pictures that reveal their whole body on 

Figure 41. Profi le privacy settings, by age (base = 1873)
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their profi le, although it is noticeable that more boys (25.1%) than girls (19.5%) report having fully 
body photos on their profi le.

 

Children between the ages of 12 and 14 appear more confi dent to share more of their personal 
information online than both younger, and older children. The reasons for this are unclear, however; 
perhaps at this age Children in the Philippines get to experience greater freedom on the Internet, 
largely falling into the category where they are legally allowed to have their own social media 
accounts, and so are more likely to experiment or take risks, whether knowingly or unknowingly. It 
is possible that younger children’s accounts are managed more by their parents or caregivers, or 
siblings, who have more control over what information is public, and older children have learnt, 
either didactically or through personal experience the importance of keeping their personal data 
more private.

In total seven out of ten children between the ages of 12 and 14 have photos on their profi le that 
show their face, compared to approximately two thirds (65.3%) of children aged 15 to 17, and 45.1 
percent of children aged 9 to 11. A similar trend is apparent in those children who have their last 
name, and addresses, on their profi les, with seven out of ten (71.7%) 12 to 14 year olds, having their 
last name, and 47.2 percent their address, on their profi les, compared to two out of fi ve (41.7%) 
younger children with their last name, and just over one quarter (28.4%) with their address on their 
profi le. 
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However, more older children report having their school (56.3%), their correct age (53.1%) and 
pictures showing their whole body (30.9%) on their profi le, compared to younger children (23.4%, 
26.9% and 9.4% respectively), and those between the ages of 12 and 14 (51.5%, 50%, and 26.9% 
respectively). 

 
It has already been noted earlier that expanding one’s circles and networks of peers and friends, is 
one of the opportunities that exist for children online. Many children see meeting new people as one 
of the benefi ts of social networking sites and broader interactions online. Yet, meeting new people 
online may also pose certain risks to children, particularly when those people fall outside of the 
immediate community of the child. 

One in ten children report that they usually accept friend requests from anyone, regardless if they 
are known to the child, their friends or their family. More boys report accepting all friend requests 
than girls, although there is no statistically signifi cant difference between the two (13.1% compared 
to 8.4%). Children are more likely to accept friend requests from someone if they have some friends 
in common, with almost one in fi ve children reporting they would usually accept such request, while 
one in three (33.2%) children report that they usually only accept friend request if they know the 
person making the requests. In this instance, substantially more girls report that they would accept 
a request if they knew the person, than boys (39.3% compared to 25.5% respectively). Only a little 
over one in 100 children report that they block friend requests from people, with double the number 
of girls reporting that they are likely to block the person than boys. There is no statistically signifi cant 
difference in the way that children of different ages respond to friend requests. 

Figure 43. Personal information displayed on profi les, total and by age (base = 1873)
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Knowing what information and personal data to share and what to keep private online is just one 
factor that may impact of the quality of children’s online experiences, and may affect the risks 
that they are exposed to, if not the opportunities. However, a much more detailed analysis and 
understanding of the broad range of digital skills that children possess is important in determining 
how best the maximise the opportunities and possibilities that the Internet and the digital space 
present for Children in the Philippines. 
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Children’s Digital Skills

• Children’s skills were assessed according to their activities in four spheres: 
operational, information browsing, social and creative skills.

• In terms of operational skills, while  half of the children in the Philippines know how 
to save a photo they fi nd online, only three in ten know how to change their privacy 
settings, one quarter know how to change their network settings, and one in ten 
know a programming language. 

• Information browsing skills were generally slightly higher, with one in four children 
knowing how to fi nd a website they had previously visited, and to easily choose 
the best phrase for searches. Only slightly fewer found it easy to check whether 
information they found online was true; a particularly important skills as mis- and dis-
information spreads online. However, more than one in fi ve children also reported 
ending up on websites without knowing how they got there. 

• Self-reported competencies in social skills were more mixed, and the data suggest 
that children possibly perceive their skills to be higher than they possibly are, or 
alternatively chose to make decisions online that counter their knowledge. Most 
children know how to remove people from their contact lists, and how to block 
someone on their device should they chose, while slightly fewer than half of children 
in the Philippines know what information they should and shouldn’t share online, 
and what information to keep private, contrasting with the practices reported earlier 
where a range of personal data and information is shared online.

• The internet offers important opportunities for children to explore their creativity, 
not least through various forms of content-generation. This is particularly important 
where there may be little culture or language relevant content online. However, few 
children reported being well-versed in creative online skills: one in three knew how 
create something new from music or videos they had found online, while even fewer 
knew how to edit or make basic changes to online content others had created, or 
how to design a website. Even fewer  - just one in seven – knew how to post music 
or videos they had created online.

• These fi ndings suggest that while children generally tend to know the more basic 
and common functions of surface and consuming online content, they are yet to fully 
take advantage of both the creative and learning, or educational, functionality of the 
internet, or to develop appropriate skills that allow them to do so. 
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Children’s digital skills refer to the profi ciency with which children are able to fully utilise the various 
techniques and mechanisms that exist online and through various devices to make the most of 
the opportunities that exist, reap the benefi ts, and ensure the safest experiences, online. Evidence 
from cross-country comparisons using Global Kids Online data from eleven countries show that the 
more children use the Internet, the more skilled they become online. Further, the wider the range of 
online activities, the more skilled they become.52 Given the high levels of Internet familiarity and use 
amongst Children in the Philippines, it may be expected that a relatively high level of digital skills 
are evident. 

To gain the most comprehensive picture of the levels of digital skills of children in the Philippines, 
skills relating to four distinct spheres were posed to children: operational, information browsing, 
social, and creative skills. 

Other than knowing how to save photos online, the minority of children in the Philippines reported 
more technical operational skills. In total, almost three out of fi ve children (58.1%) report that they 
know how to save a photo that they fi nd online onto their device or computer. However, only three 
in ten (31.3%) know how to change their privacy settings on their media profi les or on their device. 
This in part may explain why more children do not keep their privacy settings on their social media 
profi les set to private, as discussed in the previous section. One in four know how to set their 
network settings, when setting up or changing networks, while 15.9 percent know how to hide their 
IP address on their phone or computer. 

While the above skills are more fundamental to everyday online use and activities, it was not unusual 
for children to report being familiar or somewhat profi cient in more advanced and technical skills 
to get around security settings, paywalls, or restrictions that may be set on sites, applications or 
devices. More than one in ten (13.4%) children reported that they know how to jailbreak or crack 
games to get around limitations, paywalls or requirements, or other restrictions or gradated access 
set by manufacturers or designers. One in ten similarly reported knowing how to hack certain kinds 
of fi les, or how to use a programming or how to set a fi rewall (10.2% and 9.1% respectively), while 
more positively, another ten percent of children reported knowing how to use  a programming 
language. 

52 Sonia Livingstone, Daniel Kardefelt-Winther and Mariya Stoilova, New Global Kids Online Findings show that internet use 
can increase children’s opportunities and build digital skills, Parenting for a Digital Future, 2019. Available at https://blogs.lse.
ac.uk/medialse/2019/12/10/new-global-kids-online-fi ndings-show-that-internet-use-can-increase-childrens-opportunities-
and-build-digital-skills/ 
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These fi ndings were reinforced through the FGDs. Children commonly noted that they can activate 
and change privacy settings of their Facebook account, block and unfriend people from their friend’s 
list, write blogs, make videos and upload them on the Internet, download materials and do online 
hacking. Their level of expertise is based on their regular exposure and practice using the Internet 
and is prominent among older children.
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Knowledge and profi ciency in information browsing skills tended to be higher than operational 
skills. One in four children reported that they know how to fi nd a website they had visited again, 
and that they found it easy to choose the best search phrases or words for searches (25% and 
24.4% respectively). Positively, more than one in fi ve (22.7%) reported they fi nd it easy to check if 
information they fi nd online is true, particularly important skill as children and young people are 
increasingly faced with a fl ood of disinformation online. However, and less positively, a similar 
percentage (22.2%) report that they sometimes end up on websites without knowing how they 
get there. One in ten (10.1%) of children in the Philippines report that they know how to use the 
“incognito” or privacy mode in their Internet browser when browsing online (see fi gure 47).

Figure 46. Digital skills: How children use the Internet (FGD)
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The ability of children to jailbreak devices or games, discusses above, is again refl ected in those 
children who report that they know how to download and crack some paid apps without paying the 
requisite fee. In total, more than one in ten (12.7%) of children reported that they could do this (see 
fi gure 48 below), almost identical to the percentage of children reporting they know how to jailbreak 
games or devices. 

Three out of fi ve children reported that they know how to remove people from their contact list, 
and how to download applications to their devices (62.7 and 62.3% respectively), while more than 
half (52.3%) know how to block someone on their device should they choose. This, together with 
knowing how to change and set privacy settings (and choosing to do so) are arguably amongst the 
most important technical and social measures a child can take to enhance their safety online. 

Almost half (47.1%) of Children in the Philippines know how to behave in different situations or 
circumstances online, while only slightly fewer (46.2%) report that they know which information they 
should and shouldn’t share online. This contrasts somewhat with the fi ndings in earlier discussions 
on what information and data children choose to keep private, and perhaps highlights the difference 
between the knowledge that children may possess, and the choices that they may choose to make; 
alternatively, it may simply refl ect that while they think they may know what information to share, 
their knowledge may not be as sound as they perceive it to be. 

Figure 47. Children’s information browsing skills (base = 1873)

10.1

0 5 10 15 20 25 30

I know how to use “incognito” in browsing

Percentage

22.2

22.7

24.4

25

Sometimes I end up on websites 
without knowing how I got there

I fi nd it easy to check if info I fi nd online is true

I fi nd it easy to choose the best keyw ords for searches

I fi nd it easy to fi nd a website I have vistied before

In
fo

rm
at

io
n 

br
ow

si
ng

 s
ki

lls



67Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

KEY FINDINGS

 

The opportunity to be creative, and to enhance or advance creative talents and skills is an important 
benefi t of the Internet. While children more commonly consume content and information, fewer 
children tend to create content or use the Internet to express their themselves. A similar trend can 
be identifi ed amongst children in the Philippines.

In total, a little more than one in fi ve (21.8%) of children know how to create something new from 
music or videos that they may have found online, while markedly fewer know how to edit and 
make basic changes to online content that others have made and uploaded. In total 15.8 percent of 
children know how to design a website, while a similar percentage (15%) report that they know how 
to post online music and videos that they have created themselves. 
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Figure 48. Children’s social skills online (base = 1873)
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While some digital skills may apply to, and translate across different platforms and devices, there 
has been some evidence from other regions in the world that children who may know and act on 
security settings on social networking sites such as Facebook on laptops and computers, fi nd the 
settings on mobile devices more diffi cult to navigate, leading to greater exposure to risk on their 
mobile phones.53 Further, the location services built into mobile phones and specifi c applications, 
that increase functionality for some services, can also increase exposure to risk for children, as 
information on their location at any precise point may be unwittingly revealed to others.

Children were asked a specifi c set of questions relating to their mobile device skills. With the exception 
of knowing how to connect to a Wi-Fi network (60.3%) and how to protect their smartphone with pin 
or a screen pattern (55.5%), less than half of Children in the Philippines know how to update various 
information, and take specifi c safety precautions, on their mobile devices.  

In total 48 percent of children know how to update their status on their favourite social media site, 
when on their mobile phone, while just over two in fi ve (41.4%) know how to take a photo on their 
phone and then upload it to social media. Of note is that more girls than boys report knowing how 
to both update their status, and upload a photo they have taken on their device to their accounts, 
than boys (53.8% and 46.7% of girls compared to 42.6% and 36.4% of boys respectively). A similar 
trend is apparent across various other safety and utilisation functions, with more girls reporting that 
they know how to fi nd information on safety on their smartphone, compare applications to choose 
the one that is more reliable, block push notifi cations, and deactivate location sharing, than boys 
(see fi gure 50). 

Figure 49. Children’s creative skills (base = 1873)
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53 Child Safety Online: Global challenges and strategies, 2011, Innocenti Publications 
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Figure 50. Mobile device skills (base = 1873)
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Online and Offline Risks Faced by Children in the Philippines

• Online risks, and the potential for harm, are best viewed within a broader 
understanding of risks and vulnerabilities that exist both in children’s online and 
offl ine world. The extent to which children engage in sensation seeking and risk-
taking in their offl ine activities is broadly correlated with some aspects of risk and 
sensation-seeking online.

• Throughout the study, care is taken to differentiate risks from harms. Risks are taken 
to be the probability rather than the Realisation of harm, and is considered to be 
intrinsic to children’s development and everyday life, and a degree of risk is required 
in order for children to learn how to protect themselves and develop resilience. 

• A small minority of children in the Philippines report engaging regularly in risk taking 
behaviour, with less than one in ten children reporting having got really drunk, 
missed lessons without their parents knowledge, having sexual intercourse, or being 
in trouble with the police over the past year. Just 7.6 percent of children report having 
met someone offl ine over the past year they fi rst met online. Risk-taking is generally 
higher amongst boys than girls.

• Sensation-seeking is slightly more common, although less than one in fi ve children 
report that they often do dangerous things for fun, or do exciting things even if they 
are dangerous.

“Online risks are generally taken to include a heterogeneous set of 
intended and unintended  experiences which increase the likelihood of 
harm to the internet user: these include encountering pornographic, self-
harm, violence, racist or hateful contents online, inappropriate or potentially 
harmful contact via grooming or harassment, and problematic conduct 
amongst peers such as bullying, ‘happy slapping’ or privacy invasions.”

(Starksrud and Livingstone, 2009)
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The Global Kids Online network draws on the work of Stakrud, Livingstone, Haddon and Ólafsson 
(2009) to frame the risks that children encounter as either Content, Contact, or Conduct (see fi gure 
51 below).54  In broad terms, Content risks refer to those risks where children are usually unwelcome 
or unwitting recipients of potentially harmful or problematic content; Contact risks are those where 
children participate in risky or potentially harmful peer or other communication; and Conduct risks 
are those where the child themselves act to contribute to risky contact or content.55     

 
Source: Staksrud, E., Livingstone, S., Haddon, L., & Ólafsson, K. (2009). 

Figure 51. EU Kids Online categorization of opportunities and risks encountered online
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54 Staksrud, E., Livingstone, S., Haddon, L., & Ólafsson, K. (2009). What Do We Know About Children’s Use of Online 
Technologies? A Report on Data Availability and Research Gaps in Europe. Second edition. LSE, London: EU Kids Online. 
Available at http://eprints.lse.ac.uk/24367/ 

55 Staksrud et. al. (2009), What Do We Know About Children’s Use of Online Technologies.
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It is important to differentiate between risk and harm.56 The two are frequently confused, both in 
media and policy responses, leading to ineffectual but well-intentioned legislation and policy that 
at the same time fails to effectively keep children safe online, while often inhibiting access and 
opportunities presented by being online. Risk 
refers to the probability rather than the realisation 
of harm. In itself, risk is not harmful; risk is 
intrinsic to lived experience, and an environment 
free of risk affords children few opportunities to 
learn and develop the necessary skills to protect 
themselves and build resilience.57  Eliminating risk 
also comes at the cost of restricting opportunities for children to access information, to assert their 
independence, and to participate as future adult citizens. Harm refers to actual hurt or injury. This, as 
the EUKO studies argues, may range from reports of adverse impacts that are relatively insignifi cant 
(something that the child gets over straight away) to much more serious and long-lasting effects. 

It is worth noting that there is a growing call amongst child rights and child protection researchers 
and advocates to locate online risks within the broader ambit of offl ine risks for children, as the 
intersection between both risks and harms, online and off- is increasingly blurred.58  Understanding 
risks, vulnerabilities and protective factors that impact on the child both in their offl ine and their 
online worlds enhances our understanding of how best to respond to address those risks, enhance 
resilience, and contribute to the child’s overall well-being and safety. 

It is for this reason that children participating in the study were fi rst asked about whether they 
engage in certain activities that may increase, or indicate, a degree of, risk-taking, as well as their 
attention-seeking behaviour. While the vast majority of children reported not engaging in any of the 
risk-taking behaviour explored in the study, a small number of both boys and girls reported engaging 
in risky behaviour in the past year. Generally, more boys were likely to report engaging in these 
behaviours than girls. In total, approximately one in ten (9.8%) children reported missing school or 
lessons without their parents knowledge, while under ten percent of children reported having been 
in trouble with a teacher (7.7%) or with the police (7.6%) in the last year. The same proportion (7.6%) 
of children reported that they had met in-person someone they had fi rst met online. As with all other 
behaviour explored, boys were more likely than girls to report having met someone offl ine they had 
fi rst met online (8.9% of boys compared to 6.2% of girls). It is important to note that despite this 
being, for many parents and adults generally, one of the most pressing concerns, these constitute 
a fraction of the potential risks that children encounter, and rarely result in harmful outcomes for 
children. However, when they do, this harm is usually serious. 59

It is important to differentiate risks from harms. 
Risk is the probability, not the realisation 
of harm. Harm refers to physical, sexual or 
psychological hurt or injury caused as a result 
of an incident occuring. 

56 Livingstone, S., ‘Risk and harm on the internet’, in A. B. Jordan, A.B. and D. Romer, eds., Media and the Well-Being of 
Children and Adolescents, Oxford University Press, 2014. See also: Slavtcheva-Petkova, V., V.J. Nash, and M. Bulger, 
‘Evidence on the extent of harms experienced by children as a result of online risks: implications for policy and research’, 
Information, Communication & Society, 18(1), 2015, pp. 48–62; and Livingstone, S., and A. Görzig, ‘When adolescents 
receive sexual messages on the internet: Explaining experiences of risk and harm’, Computers in Human Behavior, 33, 
2014, pp. 8–15.

57 Schoon, I., Risk and Resilience: Adaptations in Changing Times, Cambridge University Press, New York, 2010.
58 Daniel Kardefelt-Winther, and Catherine. Maternowska, ‘Addressing violence against children online and offl ine’, Nature 

Human Behavior, 2019.
59 See for example David Finkelhor, The Internet, Safety, and the Problem of Juvenoia, 2011, Crimes Against Children Research 

Center, University of New Hampshire. 
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A similar trend can be identifi ed in children reporting that they engaged in some form of sensation-
seeking, although reports of these behaviours were slightly higher than those of risk-taking 
behaviours. In total 14.3 percent of children reported that they do dangerous things for fun, with more 
boys (16.9%) compared to 12 percent of girls reporting this. In total 17.2 percent of children reported 
that they do exciting things, even if they are dangerous, with almost one in fi ve (19.9%) boys, and a 
little over one in ten (13.8%) of girls reporting this. This is little variation in these behaviours across 
the different age cohorts of children (see fi gure 53 below), although it is interesting to note that 
fewer children falling within the older age cohort of 15-17 report that they do dangerous things for 
fun, than younger children. Whether this is a result of a real awareness of potential risks attached to 
such activities, on the basis of which they make informed choices, or a degree of social desirability 
in their responses, is unclear. 

Figure 52. Risky offl ine experiences (base = 1873)
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While the majority of Children in the Philippines do not report engaging in thrill or sensation-seeking 
behaviour on a regular basis, there is still a cohort of children that do engage in these behaviours, 
and the tendency to do so may infl uence similar or equivalent sensation-seeking behaviour in their 
online activities. 

Children’s experience of Online Risk

• Generally, more children in the Philippines report encountering risks online, and 
actively engaging with online risks, than do offl ine, although the majority of children 
still report not encountering or engaging with risks online.

• One in fi ve children have actively sought out new friends or contacts online, have sent 
a photo or video of themselves or have posted their clothes or other stuff of theirs 
online.  Only slightly fewer have reported adding people to their friends or contacts 
list who they have never met face-to-face. One in ten children have video-chatted 
with someone they have only met online, or have posted their current location or 
places they have recently been to.

• One in four children have encountered sexual images online, while one in seven 
have received sexual messages in the past year. One in seven children have also at 

Figure 53. Sensation-seeking amongst Children in the Philippines (base = 1873)
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least once met someone offl ine they fi rst got to know online over the past year, while 
one in fi ve report that something has happened at least once over the past year that 
upset or bothered them online. 

• Older children between 15 and 17 were more likely to have encountered or received 
sexual content, or have met someone face-to-face, than younger children. 

• When children did encounter sexual content online, this was most likely to be on a 
social media platform such as Facebook, or on an online video-sharing programme. 

More children report actively seeking for new contacts online than any other behaviour that might 
be considered risky. In total one in fi ve (20.2%) of children report looking for new contacts online at 
least weekly, if not more often, over the past year. This may refl ect one of the perceived benefi ts of 
being online for children, refl ecting the desire to expand their immediate circles of peers and friends 
beyond those immediately available to them in their physical environment. This behaviour assumes 
another layer of risk, however, when it expands to include the sharing of any sort of personal 
information. In total, one in fi ve children also reported sending a photo or video of themselves to 
someone they met online who they had never met in person. This suggests that many of these 
points of contacts could be in the pursuit or Realisation of some form of romantic contact, although 
this may not apply to all such cases. Similarly, one in fi ve children also reported that they posted 
information on new stuff, such as clothes, on their social media accounts or online. 

Other regular risk-taking behaviour includes adding people they have never met in person 
to their contacts list (17.4%) and engaging in chat activities with someone they only know from 
online interaction (16.8%). Like other risk-taking behaviour, these may not result in any real harms 
to children, and the majority are likely to refl ect what might be considered healthy, pro-social 
interactions with peers and new friends. Indeed, recent research from the East Asia region shows 
how children frequently connect and expand their online networks with other peers their own 
age, either platonic or romantic, from their own schools, or communities, on the basis of common 
interests, via platforms such as Facebook, Instagram, and others.60 However, such behaviour may 
present risks if not effectively managed by the child, and if measures are not taken to ensure that the 
individual is who they claim to be. 

A little over one in ten children (13%) report they have regularly posted love quotes or messages 
online relating to the girl or boy who they have a romantic crush one, while only fractionally fewer 
(9.2%) have regularly undertaken video calls with someone they have only met online. While 
this latter activity suggests a greater degree of familiarity, and a somewhat closer relationship to 
someone who they have never met offl ine, it does serve one purpose of ensuring that the individual 
is who they claim to be. 

60 UNICEF East Asia and Pacifi c and Centre for Justice and Crime Prevention, Our Lives Online, 2020.
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Less common risky behaviour engaged in at least weekly over the past year includes sending 
personal information, such as full names, addresses or phone numbers to someone they had only 
met online, or pretending to be someone other than who they are, online (both 8.7%), and having 
received offers or gifts from people they have only encountered online (8.5%). 

 
There is no signifi cant difference between boys and girls in the different risky online activities 
encountered over the past year. More girls than boys reported they post messages and love quotes 
about the person they have a crush on, and post new clothes and stuff they have acquired online 
(56.2% and 52.9% compared to 43.8% and 47.1% of boys respectively), perhaps refl ecting the greater 
use of apps like Instagram amongst girls, as well as looking for new contacts or friends online 
(53.3% of girls compared to 46.7% of boys). Boys were slightly more likely than girls to engage in all 
other risk-associated behaviours on a weekly or more frequent basis (see fi gure 55). 

Figure 54. Children who have encountered risky online opportunities over the past year at least weekly, 
or more often (base = 1873)61 
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While the above data refl ects the different risky opportunities that children encountered regularly 
over the past year, of equal importance are the experiences of direct risks encountered that may 
or may not have bothered the child in some way. These include risks associated both with sexual 
content and with other graphic or adverse content such as violence or hate speech. 

In total one quarter (25.1%) of Children in the Philippines report they have encountered sexual 
images online over the past year, with both boys and girls almost equally likely to report having 
found such images online. Only slightly fewer (22%) report that they have been treated hurtfully or 
nastily online over the past year, again with almost no differences in the number of boys (23.1%) 
and girls (20.9%) reporting this.  Similarly, fewer children report having received a sexual message – 
either sexual text, images or videos – over the past year, with 14.1 percent of all children – 13 percent 
of girls and 15.2 percent of boys - reporting that they had received such a message. 

Receive offers or gifts onlie (n=140) 59.3

 0 10 20 30 40 50 60 70 80 90 100

40.7

63.8 36.2

53.7 46.3

53.4 46.6

43.8 56.2

47.1 52.9

53.3 46.7

47.1 52.9

51.4 48.6

50.5 49.5

57.2 42.8

46.7 53.3

Percentage

Do video calls with a person I met only online (n=152)

Engage in chat activities with someone 
who I only met online (n=281)

Seek to get acquainted or befriend someone 
who is not Filipino (n=118

Post messages or love quotes that pertain to the boy/girl 
who I have a crush on (n=219)

Post my new stuff and clothes (n=342)

Post my current location and those I had been to (n=184)

Sent a photo or a video to myself to someone
 I have never met face to face (n=342)

Pretend to be a different kind of person online 
from who I really am (n=144)

Added people to my friends or contacts 
I have never met face to face (n-293)

Sent my personal info to someone  
I have never met face to face (n=145)

Looked for new friends or contacts on the internet (n=345)

Figure 55. Children who have encountered risky online opportunities at least weekly, by gender
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When asked in turn if they have treated someone else in a nasty or hurtful way online over the past 
year, one in seven (15%) of Children in the Philippines report that they have, with markedly more 
boys (19%) than girls (10.7%) reporting they have engaged in this behaviour, while less than one 
in  ten children (7%) report that over the past year they have sent someone, or posted, a sexual 
message, video or image at least once. More boys reported that they had sent a sexual message, 
video or image to someone than girls (9% compared to 5% respectively). This is notable in that it 
perhaps counters common perceptions that it is girls who tend to send sexual images of themselves 
to boys, rather than the converse. 
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It has been noted elsewhere in this report that evidence from elsewhere in the world points to the 
increasing exposure of risks to children as they get older, and their digital skills advance. A similar 
trend is apparent in the Philippines in relation to some risks, but not universally across the different 
risks explored in this study. Generally, older children tending to encounter more risks relating to 
sexual content online, with more than one third of children between the ages of 15 and 17 years 
reporting that they had seen sexual content online over the past year, and a little fewer than one in 
fi ve (18.1%) reporting they had received sexual messages over the same period. This compares to 
just under one in fi ve children between the ages of nine and 11 year who had seen sexual content 
online, and just over one in ten (11.8%) who had received sexual messages over the last year.  
However, more children between the ages of nine and 11, and 12 and 14 years, reported being 
treated in a hurtful or nasty way (22.9% and 23.5% respectively). More younger children reported 
treating someone else in a hurtful way, than children between 12 and 14 (11.5%), and 15 and 17 years 
(14.8%).

It is notable, and cause for some concern, that almost the same number of children between the 
ages of nine and 11 reported that they had met someone face-to-face that they had fi rst met online, 
as those between the ages of 15 and 17 years, and double the number of young children (8.8%) 
reported that they had sent or posted sexual messages at least once, when compared to older 
children between the ages of 15 and 17 years (3.7%) (see fi gure 57). 

A young girl child, sister of a victim of sexual abuse, uses a cellphone at her home in one of the hotspots communities in the 
Philippines. © UNICEF Philippines/2019/SNoorani
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Figure 57. Experiences of online risks encountered over the past year, by age (base = 1873)
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While children may encounter these different risks online, simply being exposed to risks does 
not necessarily result in harm. It is also diffi cult to determine with any certainty the impact that 
encountering specifi c risks will have on any one individual, and the impact of the same risk may 
vary from child to child, depending on a range of factors, including any combination of individual 
characteristics, strengths or vulnerabilities; home and family; or peer and community factors, that 
may serve to either bolster their capacity to successfully navigate risky situations, or otherwise 
process and manage risks successfully, or undermine their capacity. For this reason it is diffi cult to 
rate or rank risks in terms of the seriousness of their impact on children. For example, for one child, 
being exposed to violence, or threatened with violence, may result in as traumatic psychological 
outcomes as direct victimization, while for another child the threat of violence may be infi nitely 
more manageable psychologically than direct victimization. In recent work on child victims of online 
predators, Wolak et al. show that child victims were as, if not more, upset by learning that the 
offender did not love them, as they had professed, than by the sexual aspects of the abuse.62 

It is thus important to understand the experience of different risks children encounter and determine 
some understanding of the impact these risks have on them. It is equally important to understand 
the nature of these encounters – how they happened, or were facilitated – in order to ensure that 
appropriate steps and remedial measures can be taken to ensure these do not re-occur, and to 
strengthen the individual child and the systems around that child to enhance their safety.

In total, approximately one in seven (15.9%) percent of children reported that they had experienced 
something online that had upset them, over the past year, with more boys (18.1%), than girls 
(13.6%), reporting this experience. Most commonly this had happened just once, with somewhat 
more than one third of boys (37.9%) and almost three in fi ve girls reporting this occurred once or 
twice. Approximately three in ten boys (29.5%) and girls (28.4%) who had reported this experience 
noted it had happened at least every month over the past year. This suggests exposure throughout 
the year to content or occurrences online that upset them in some way. Almost one in fi ve (18.2%) 
boys reported they had experienced something upsetting online weekly throughout the year. This 
pattern suggests that boys are more consistently exposed to content that upsets them throughout 
the year, than girls. 

Fractionally fewer (15%) children reported that someone had treated them hurtfully or nastily over 
the past year. In total 19 percent of boys, and 10.7 percent of girls reported that someone had treated 
them in a hurtful or nasty way over the past year. While this was most likely to have occurred 
just once or twice for both boys (45%) and girls (55.2%), a signifi cant percentage of children who 
reported having been treated hurtfully reported that this occurred at least every month, with one 
in three (34.4%) of boys, and one quarter (23.1%) of girls reporting this. More than one in ten both 
boys (15.3%) and girls (12.7%) report this happening weekly, again suggesting an ongoing pattern of 
negative experiences online throughout the year. 

62 See for example Wolak, Janis; Evans, Lindsey; Nguyen, Stephanie; and Hines, Denise A. (2013) Online Predators: Myth 
versus Reality, New England Journal of Public Policy: Vol. 25: Iss. 1, Article 6. Available at http://scholarworks.umb.edu/
nejpp/vol25/iss1/6; and Wolak, J., Finkelhor, D., Mitchell, K., & Ybarra, M. (2008) American Psychologist, 63, 111-128. 
Copyright APA. See http://content.apa.org/journals/amp. 
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Figure 58. Frequency of children’s negative experiences and actions
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Substantially fewer (7%) children in the Philippines openly reported posting sexual content – images, 
videos or messages – online over the past year  This was done with varying degrees of frequency, 
with as many boys reporting they did this once or twice (29.8%), as at least monthly (29.8%) and 
more than one fi ve (22.8%) reporting they did this at least every week. Slightly fewer girls reported 
posting or sending sexual content more frequently, with one in three (33.3%) of those who reported 
having done this in the past year reporting they had only done this once or twice, and a little over 
one in ten (14.3%) of girls reporting they did this at least every month.

Where children are seeing sexual content, either intentionally or by accident, and where they 
are receiving these messages or communications when sent directly to the child, is important 
in determining how best to target educational and intervention strategies for children, as well 
as in guiding how best to engage with industry on ways to enhance the design of platforms and 
applications to keep children safe online. The most common site for children to see sexual content 
was on social media sites such as Facebook. This is consistent with fi ndings from elsewhere in the 
region which point to Facebook, and in particular Facebook Messenger, as being the most common 
platforms to see and receive sexual content, as well as where they encounter other risks.63 In total, 
three quarters (73.6%) of those children who reported seeing sexual content had seen it on Facebook, 
while more than half (54.1%) of children reported that they had encountered sexual content on 
various online video sharing platforms such as YouTube. Less common were online photo sharing 
platforms (15.2%), chatrooms (11.3%) or pop-ups on a website (11%) (see fi gure 59). 

A young boy, victim of sexual exploitation, uses mobile phone at his home with this sibling in one of the hot spots communities in 
the Philippines. © UNICEF Philippines/2019/SNoorani
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That Facebook and YouTube were reported to be the most common sites on which children viewed 
sexual content is consistent with the almost ubiquity of the two platforms within the Philippines 
and within the region, as well as fi ndings from elsewhere in the region. It should also be noted 
that children were not asked the nature of the sexual content, whether images, video or texts, 
and children’s perceptions of what constituted sexual images may vary, both amongst children 
themselves, but also from children in the Philippines to what children in other parts of the works 
may consider to be sexual.64 Sexual content may be understood by children to be images or 
videos that depict sexual acts, or full or partial nudity; they may also be perceived by children to be 
adverts promoting, for example lingerie, where models may be scantily dressed rather than nude. 
Perceptions of sexuality, sex and nudity may be largely informed by cultural and religious norms 
within either a specifi c community, or within the country more broadly.
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64 UNICEF East Asia and Pacifi c and Centre for Justice and Crime Prevention, Our Lives Online, 2020.
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From Online to Face-to-Face

• Despite the risk that meeting people online fi rst met online may entail, most children 
were happy about how the meeting had gone. Of the small number of children who 
had met someone face-to-face they fi rst met online over the past year, the majority 
– three out of fi ve – were happy about the experience, with one in fi ve reporting they 
were somewhat ambivalent – neither happy or upset – about it. A little over one in 
ten children reported that were a little upset, and 4.3% were fairly or very upset about 
the experience. 

• When adults think of children meeting strangers online, one of the greatest fears of 
meeting potential predators or adults who might intend harm on the child. Of those 
who were upset about the experience, the majority had met someone their own age, 
or someone younger than them. Just 5.7 percent of children who were bothered 
about the meeting had met an adult. 

• Girls were most likely to meet with another girl like them who they fi rst met online, 
while both boys and girls commonly met with a person they had only met online but 
who was already known to their friends or relatives. However, two in fi ve children 
met with someone they fi rst met online who was totally unknown to them or anyone 
they know, and a similar percentage of children personally met with someone older 
than them. One in fi ve children who had met someone online before meeting them 
face-to-face reported meeting a LGBT person, which may be related to limited 
opportunities in other environments to meet others of shared gender identity. 

• Children who reported meeting someone they fi rst met online face-to-face were 
generally likely to report meeting more than one person over the past year, with one 
in four reporting they met one or two people, another one in four reporting meeting 
three or four people, and almost two in fi ve children meeting more fi ve or more 
people over the past year. 

It has been noted above that almost one in fi ve (17.5%) children have ever had contact with or met 
someone they fi rst met online. A little over one in ten children (14.3%) report meeting someone face-
to-face in the past year whom they had fi rst met online. Of those children who had met someone 
face-to-face in the past year, the majority reported that when they fi rst met the person face-to-face, 
they felt happy about the experience or meeting, suggesting that the person turned out to be who 
they were expecting, and they were pleased that they had taken the decision to meet them. In total 
three out of fi ve children reported they were happy, with boys fractionally more likely to be happy 
with the experience than girls (62.1% compared to 57.6% respectively). Another one in fi ve children 
reported that they were rather ambivalent about the experience, being neither happy nor upset, with 
more girls (23.5%) than boys (17.2%) likely to report this being the case. Fewer than one in twenty 
(3.9%) children reported that they were fairly upset with the experience. 
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While this data is somewhat reassuring, it should also not be necessarily assumed that simply 
because the majority of children were either happy with how meeting the person they had fi rst met 
online turned out, or somewhat ambivalent, no risks were posted to the children. Indeed, there is 
evidence from other countries that it is often not the nature of harm that adults perceive to be the 
most pressing or dangerous, but rather disappointment, that upset children after a meeting.65 

In order to fully understand the situations that children in the Philippines are encountering risks 
online, it is useful to know who they are meeting or speaking to, how often, and how they manage 
these risks. When meeting someone face-to-face that they have fi rst met online, one in two (51.4%) 
of the children who reported being bothered when they met the person face-to-face report that 
the person they met with was the same age as themselves, with little difference between boys 
and girls. It must be noted that the actual number of children reporting being upset or bothered at 
the meeting once they met someone face-to-face they fi rst met online, is very small, with only 35 
children reporting feeling this way. 

One quarter (25.7%) of the children report that they met with someone who was younger than them, 
with boys almost double likely to report that the person was younger than them than girls (30.4% 
compared to 17.7% respectively). While girls were signifi cantly more likely to meet with another 
teenager than boys (25% of girls compared to 13% of boys), almost double the number of girls 
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65 UNICEF East Asia and Pacifi c and Centre for Justice and Crime Prevention, Our Lives Online, 2020.
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reported meeting with an adult than boys (8.3% compared to 4.3% respectively), although it should 
be noted that the actual number of children reporting being bothered or upset at the meeting, 
meeting with anyone other than the same age as them is extremely small (see fi gure 61 below). 

 

The age of the people that children are encountering online before meeting face-to-face is just one 
aspect of understanding the risks that this might pose to children. It is also useful to understand who 
the person is, and the context in which they meet. For example, someone not previously known to 
the child, but known and trusted by friends, or family, may be considered less of a risky situation 
than someone who falls totally outside any circles of acquaintance.67 As illustrated in the fi gure 
below, most children report meeting with someone that they have not previously known, but who 
is known by their friends or relatively (59.6%), followed by boys specifi cally who met with another 
boy who as the same as them, suggesting similar or the same interested and hobbies. This is an 
important indicator of the intention or motivation behind meeting, as it suggests that the meeting in 
these cases is driven by common interests, particularly when such meetings intersect with meeting 
children of the same age as the child, or under the age of 18 more broadly. 
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66 Wolak, J., Finkelhor, D., Mitchell, K., & Ybarra, M. (2008) American Psychologist, 63, 111-128. Copyright APA. See http://
content.apa.org/journals/amp. See also UNICEF East Asia and Pacifi c and Centre for Justice and Crime Prevention, 2020.

67 Actual n-values of the respondents are refl ected in this fi gure for context given the very small base and actual responses.
  However, it is also important to note that as with other forms of sexual abuse and exploitation, online sexual abuse and 

exploitation is often and in some cases more commonly, perpetrated or facilitated by someone known to the child, including 
those within the family. 
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However, of more concern is the fact that two out of fi ve (41.3%) of children who have met someone 
face-to-face they have fi rst online report that they met someone who is unknown to their circle of 
friends or family. Of note here is that more girls report this, compared to boys (45% compared to 
39.2%, although the difference is not statistically signifi cant. 

It is also important to note that a very small number of children report meeting someone who 
identifi es as lesbian, gay, bisexual or transgender, suggesting that fi nding someone who shares a 
common sexual identity as the child might be an important factor in the meeting. Meetings others 
who may identify as LGBTQ may be a source of support and provide a sense of community to 
children who themselves might identity as other than heterosexual, particularly within communities 
or contexts where such relationships are frowned upon, or even illegal. 

 

© UNICEF Philippines
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The frequency of meeting with people in person that they had fi rst met online may also be useful 
in understanding patterns of behaviour and risk-taking. When asked how many people they had 
gone to meet in person they had fi rst met online, in the last year specifi cally, one quarter (25.2%) of 
children who reported having met someone in person fi rst met online reported that they had only 
met someone once or twice over the past year, while only slightly fewer (23%) children reported that 
they had met someone new three to four times in the same period. One in fi ve (19.4%) of children 
reported they had met someone more frequently, between fi ve and ten times over the past year. 
Signifi cantly more girls than boys reported that they had only met someone face-to-face once or 
twice over the past year (31.7% compared to 21.4%), while more than three times as many boys 
reported that they had met someone in person between fi ve and ten times over the past year (17.9% 
compared to 5.1%) (see fi gure 63 below). 
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Children’s experiences with potentially negative user-generated 
content

• The majority of children report not having encountered potentially negative use-
generated content online over the past year. For those children who had encountered 
negative content online, this was most commonly courting advice that was 
perceived as negative, or cyberbullying. One in seven children also reported having 
encountered gory or violent images, while a little fewer than one in ten children 
reported having seen content relating to suicide or self-harm, or sites relating to 
eating disorders. More girls than boys reported being exposed to cyberbullying and 
eating disorders, wile there was little difference between boys and girls in those 
reporting encountering self-harm content. 

• One in seven children reported that over the past year someone online had used 
their personal information in a way they didn’t like, while one in ten reported that 
they had lost money through being cheated online. 

• Three in one hundred children reported that someone had created a webpage or 
posted an image about them that was hostile or hurtful to them.

In addition to being exposed to certain risks online, children are frequently likely to encounter 
content uploaded by other users online, whether on applications such as Instagram or Snapchat, 
or on websites and social networking sites such as Facebook, that may have a negative impact on 
them. Such content may relate to any range of topics, from sexual content, to disinformation about 
politics and news, the use of drugs, self-harm such as suicide or eating disorders, to hate messages. 
Exposure to such user-generated content may harm viewers emotionally and psychologically, affect 
them developmentally, or lead to the viewer acting out or re-enacting the same content or behaviour 
they see online. 

This is not to say that all such content is negative or potentially harmful. For example, there is 
substantial evidence on how the availability of certain information on user-populated platforms 
relating to eating disorders or depression can offer communities of support and help, depending on 
the nature of the content and conversations; other sites or communities can conversely promote, 
encourage or glamourize such behaviour.68 It is thus important to understand the nature of such 
sites, and the ways in which children are engaging with them. It is also important to bear in mind that 
while some sites and online communities may offer support and assistance to older children, such 
content may be unsuitable for younger children.

68 danah boyd, Jenny Ryan, Alex Leavitt, Pro-Self-Harm and the Visibility of Youth-Generated Problematic Content, I/S: Journal 
of law and Policy for the Information Society, Available online at https://www.danah.org/papers/2011/IS-ProSelfHarm.pdf 
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While the vast majority of Children in the Philippines report not having encountered sites with 
potentially negative user-generated content, a signifi cant number of children report having seen 
sites or online discussions over the past year containing potentially negative content. Signifi cantly, 
more girls than boys report having seen sites or discussions containing negative content than boys, 
across the range of topics. 

More than one in fi ve (22.9%) of children report having seen sites or discussions regarding courtship 
and dating, while a little under one in fi ve (18.3%) report having seen sites or discussions about 
bullying. Of note is that more girls (21.7%) than boys (15%) report having encountered bullying 
sites or discussions. A similar percentage (15.7%) report having encountered sites or discussions 
containing gory or violent images, while one in ten report having seen content relating to cheating, 
smoking and drinking alcohol (10.8%, 10.7% and 9.9% respectively). Only fractionally fewer have 
encountered sites relating to self-harm (9.2%) or taking drugs (8.4%). In all instance more girls than 
boys report having encountered such material, while it is only amongst the 4.4 percent of children 
reporting viewing content on how best to join gambling that more boys – almost double at 8.5 
percent - than girls – at 4.3 percent – report having encountered such content (see fi gure 64).

Youth between the age of 12-17 attend “Child Talk” workshop about cyber bullying, online sexual exploitation and responsible 
use of social media by the UNICEF supported NGO Ateneo Human Rights Center’s (AHRC) in Calauan Municipality in Laguna 
Province. Philippines. © UNICEF Philippines/2016/SNoorani
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In addition to the above, potentially negative user-generated content, children in the Philippines were 
also asked about a range of other negative online experiences they may have encountered over the 
past year. These experiences may refl ect the levels of practical skills and steps taken by children in 
order to keep themselves safe online, but also simply refl ect unforeseen negative experiences that 
may impact on the quality of their time spent online, as well as in some instances, their well-being 
more broadly.

Generally, this set of negative experiences were less commonly reported than those explored in 
more detail above, but still provide an indication of some of the areas in which greater support, 
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Figure 64.  Children who have been exposed to user-generated negative content in the past year (n=1873)
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guidance or direction is required for children, as well as specifi c areas where some attention from 
technology companies, industry, might be indicated.

For example, 16.6 percent of children reported that their phone, tablet or computer got a virus over 
the past year, while a little over one in ten (12.8%) of children reported that someone used their 
personal information in a way they didn’t like over the past year. Approximately one in ten children 
(9.7%) reported they lost money being cheated on the Internet, while slightly fewer (7.7%) reported 
that someone had stolen their password to access their personal information or fi les, or to pretend 
to be them. As hacking and theft of personal information and fi les are commonly reported within 
the region more broadly to be amongst the most common concerns and negative experiences of 
children, such fi ndings suggest that measures need to be put in place both to better protect children’s 
devices and fi les, but also, more support and guidance provided to them on how this is best done. 69  

Generally, more boys reported that they had encountered these adverse experiences online over the 
past year than girls, with the exception of having their password used to access their information, 
where fractionally more girls(8%) than boys (7.4%) reported this experience. 

 

 

Figure 65. Children who have encountered other negative online experiences in the past year (n=1873)
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69 UNICEF East Asia and Pacifi c and Centre for Justice and Crime Prevention, Our Lives Online, 2020.; and UNICEF Pacifi c, 
Situational Analysis of Child Online Protection in the Pacifi c Island Countries and Territories, Fiji, 2020.
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Unwanted sexual risks encountered online

• The vast majority of children in the Philippines had not encountered sexual content, 
or messages of a sexual nature, that they did not want. While this is in itself positive, 
it is still important to understand the experiences of those who had encountered 
such unwanted sexual content or solicitation. A little more than on in ten (13.1%)  
of children reported they had seen or received a sexual message, video or image 
that they did not want, with slightly more boys than girls reporting having received 
such messages. Only slightly fewer reported having received an email or a message 
containing a link to an X-rated site. Generally more boys than girls reported being 
sent emails or messages containing sexual content that they did not want. 

• Fewer children have been directly approached by someone else to provide some 
form of sexual content relating to themselves. When this has happened, more boys 
than girls report having been asked for sexual content. A little over one in ten children 
report having been asked to talk about sexual acts with someone online when they 
did not want to, while 7.9 percent of children report having been asked for a photo 
or video of their private parts by someone online. A similar percentage of children 
report having been asked o do something sexual on the internet when they did not 
want to, or have been asked for sexual information about themselves. 

• Very few children in the Philippines report having sent or posted sexual information, 
videos or images of themselves when they did not want to. When children have 
provided sexual information, this is most commonly in the form of talking about 
sexual acts online (4.3 percent of children), or doing something sexual online or 
sending a sexual image of video, when they did not want to (3.4 percent).

• When any of these forms of unwanted sexual contact have occurred, they usually 
happen over a smartphone, and it is an adult in the child’s own family who is 
responsible for this unwanted request, rather than peers or strangers.  

A distinction should be made between inadvertently stumbling across sexual content online, or 
even children actively seeking out sexual content out of curiosity and as a normal, development 
processes, particularly amongst adolescent children, and sexual content or contact with a child 
that is unwanted, unsought-out, abusive and invasive. Unwanted sexual content and encountering 
sexual content online when it is not explicitly sought after, subtracts any form of consent or willing 
participation on the part of the child.

In total, more than one in ten (13.3%) of children reported that they had seen or received a sexual 
message, video or picture that they did not want, showing someone else having sex, with more boys 
(15.2%) than girls (11.5%) reporting having received such a picture or video. 



96 Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

KEY FINDINGS

More than one in ten (11.7%) children in the Philippines reported that they had been sent a message, 
either via email, a social media site or by text, with a link to an X-rated site, that they did not want. 
Slightly more boys reported this unwanted experience than girls. Fewer children reported having 
opened a link in an email or message that showed people having sex, with signifi cantly more boys 
(10.3%) than girls (4.8%) reporting this experience. The frequency of this occurrence further emerged 
within the focus group discussions with children. Children frequently spoke about using the Internet 
for schoolwork, or playing games, and inadvertently clicking through to websites or links that 
directed them to X-rated sites. As one child noted, 

“At times you will just be shocked, as there are porno inserts in 
online games”. 

(14 year old girl)

While the above activities or experiences may be part of a broader range of experiences that occur 
within groups of peers, friends or communities such as school, children may also experience direct, 
personal online communications or requests for sexual content or conduct online, by people known 
to them or by strangers. In total, a little over one in ten (11.6%) of children reported they had been 

Figure 66. Children’s experience of unwanted sexual content (FGD)
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asked to talk about sexual acts online with someone when they did not want to, with a signifi cantly 
higher percentage of boys (14.1%) than girls (8.9%) reporting having experiences this in the past 
year. Less than one in ten children reported being asked for sexual information about themselves 
(7.1%), to do something sexual online (7.7%), or for a photo or video of themselves (7.9%), when they 
did not want to. Of note is that boys were more likely to have had any of these experiences than girls 
(8.5%, 9.8% and 9.8% compared to 5.7%, 8.8% and 5.9% of girls respectively). This is important in that 
it presents a somewhat different picture to that often presented in media and common discourse, 
where girls are primarily the targets of such advances. 
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Figure 67. Unwanted sexual contact or risks encountered over the past year, total and by gender
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While there is less difference in age amongst those children who reported being sent a message with 
a link to an X-rated site, or those who opened a link or a message that contained pictured of naked 
people or people having sex, there is a greater difference in age amongst those who reported having 
seen or received a sexual message, image of video about someone else that they did not want to 
see. While approximately one in ten children between the ages of nine and 11 (9.9%) and between 
the ages of 12 and 14 (10.2%) reported this unwanted experience, one in fi ve (19.9%) between the 
ages of 15 and 17 reported having seen or received such a message.

More older children reported being asked directly to engage in some form of sexual activity or 
exchange online, than children between the ages of nine and 11. Almost double the percentage of 
children between the ages of 12 and 14 (8.4%), and 15 and 17 (8.5%) than those between the ages 
of nine and 11 (4.6%), had been asked for sexual information about themselves. There was less of a 
difference in the percentage of nine to 11 year olds reporting that they had been asked to talk about 
sexual acts, to do something sexual, or for an explicit photo or video of themselves, than older 
children. However, it is notable that fractionally fewer than one in ten nine to 11-year olds had still 
been asked to talk about sexual acts with someone online, when they did not want to.

A note on wanted or unwanted sexual contact between a child and an adult

While it is important to differentiate between wanted and unwanted sexual contact, it must 
be noted that any sexual contact between a minor and an adult constitutes a form of sexual 
abuse, regardless of the consent of the child to such contact.  Some variation to this may 
exist in national legislation to protect the best interests of the child. For example, consensual 
sexual contact between a 17-year-old and a 19-year-old in some countries is treated differently 
in law to consensual contact between a 16-year-old and a 25-year-old. Whether the contact 
occurs virtually, for example via livestreaming, or in-person, makes no difference to whether 
the act constitutes abuse.  Acts such as livestreaming, or online recruitment or grooming of 
children for online acts of exploitation and abuse can be as harmful to a child as recruiting 
children online for offl ine abuse.  
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Figure 68. Unwanted sexual contact or risks encountered over the past year, by age
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Those children who reported that they had 
encountered some personal sexual contact 
or advance online that they did not want over 
the past year, were also asked whether they 
had sent, posted or shared any sexual content, 
images or video online over the same period. 
Signifi cantly fewer children than had been asked 
for sexual information, had posted or shared 
explicit content of themselves online. In total, 
just 2.9 percent of children reported that they had 
sent sexual information about themselves, while 
3.4 percent had done something sexual on the 
Internet when they did not want to, or had sent 
someone a photo showing their private parts 
when they did not want to. Double the number 
of children (4.43%), however, had spoken about 
sexual acts with someone over the Internet when 
they did not want to. In all cases, double the percentage of boys as girls reported that they engaged 
in some form of unwanted sexual contact, sending information in some form, to someone online, 
when they did not want to.

While the overall number of children reporting they posted or shared sexual content, or engaged in 
talk about sexual acts when they did not want to is overall low, it is noticeable that within these low 
numbers, young children between the ages of nine and 11 years reported talking about sex acts with 
someone when they did not want to at almost double the rate of children between the ages of 12 and 
14, and three times those between the ages of 15 and 17 (see fi gure 70). 

Marginalised children, such as those living 
on the street, or indigent children, are often 
at greater risk for sexual violence.  While the 
study did not include children living on the 
street, there is suffi cient evidence that such 
children also have access to mobile phones 
and the internet, and are likely to be equally, if 
not at greater risk, for online child abuse and 
exploitation, as children living in households.

(University of the Philippines Manila, the University 
of Edinburgh, Child Protection

Network Foundation and UNICEF Philippines. 
A Systematic Review of the Drivers of Violence 

Affecting Children in the Philippines. Manila: 
UNICEF Philippines, 2016.)

   Total         Boys       Girls

4

3

2

1

0
I have sent sexual 

information about myself 
(like what my body looks 

like with out clothes on or 
sexual things I have done) 

when I did notwant

5

Figure 69. Unwanted sexual contact or risks behaviour over the past year, total and by gender (base = 126) 

2.9

6

7

4.4

1.4

4.3

5.9

2.7
3.4

4.4

2.2

3.4

4.7

1.9Pe
rc

en
ta

ge

I have talked about sexual 
acts with someone on the 

internet when I did not 
want to

I have done something 
sexual on the internet 
when I did not want to

I have sent someone a 
photo or video showing my 
privatearts when I did not 

want to



101Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

KEY FINDINGS

It is perhaps refl ective of the fact that smartphones are the most commonly used device on which 
to access the Internet by children in the Philippines that it was on a smartphone that most children 
who had experienced some form of unwanted sexual contact, reported the last incident occurring. 
In total a little fewer than one half (45.7%) of children reported that the last incident occurred over 
a smartphone, while another quarter (24.9%) reported that it happened on a mobile phone that 
was not a smartphone, and under one in fi ve (16.8%) reported that it had happened on a desktop 
computer, or a tablet such as an iPad.

Figure 70. Unwanted sexual contact or risks behaviours over the past year, by age (base = 126)
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Online child sexual exploitation and abuse 
(OCSEA) is largely depicted to be perpetrated 
by offenders who are strangers to the child. Yet, 
like other forms of offl ine child sexual abuse, or 
gender-based violence, it is often people known 
to the victim responsible for perpetrating the 
offence. It is important to note that when asked 
who was responsible for infl icting the unwanted 
sexual attention or experience on the child, most 
children reported that it was an adult, within 
their family, who was responsible. In total, one 
in fi ve of those children who reported some 
form of unwanted sexual interaction reported 
an adult in their family was responsible, while 
approximately one in seven children (15.4%) 
reported that it was a child in their family 
who was responsible. Just one in ten children 
reported that it was someone who they had 
met online who had no other real connection 
to them. 

Figure 71. Device used when the last unwanted sexual contact occurred (Base = 276)
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Online child sexual exploitation and abuse 
is commonly perceived to be perpetrated by 
perpetrators unknown to the child.  Yet there 
is growing evidence that people known to the 
child are frequently complicit in acts of abuse 
and exploitation.  These may be as perpetrators 
themselves, or as facilitators to the abuse.  In the 
Philippines, the active involvement of mothers 
and caregivers in facilitating livestreaming 
of children to generate an income into the 
household in a perceived “safe” manner, has 
been documented elsewhere.  In Namibia, recent 
research points to the recruitment of schoolgirls 
into an online sexual exploitation and abuse 
network by other schoolgirls and children known 
to the victim (UNICEF Namibia, 2020).
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One in fi ve children also reported that they did not want to say who the person responsible was. 
There could be several reasons for this, including not wanting to get the person into trouble for their 
abuse, or feeling guilty or ashamed about it. A child might also be scared that if they disclose the 
identity of their abuser there could be consequences for them, either further victimization (including 
physical and psychological), or if a family member, having access to the Internet or other resources 
confi scated. 

Figure 72. Identity of person responsible for children’s last unwanted sexual experience (base = 259)
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Previous research has shown the strong 
correlation between household poverty, 
and in particular the livestreaming of 
child sexual abuse over the Internet, in 
the Philippines.70 This is usually done with 
the knowledge and consent, and often 
facilitated by, parents or caregivers, most 
frequently mothers. This constitutes a very 
specifi c form of online child sexual abuse, 
where an adult family member facilitates 
and oversees the abuse. However, this is 
also arguably distinct from experiences 
the child may have had where the family 
member is themselves the person 
soliciting the information, images, videos or other content, from the young victim, as detailed 
above. It is possible that some of the incidents reported above include or relate to livestreaming 
sexual abuse.

 

Excessive Internet use

• The notion of internet addiction, along with fears of too much “screen time” 
often dominate public and policy discourse. There is however an increasing body 
of evidence pointing to the need to understand better the different activities that 
children engage in online, and differentiate activities such as learning, knowledge-
seeking, and those that promote cognitive and other developmental markers, from 
those that may result in less positive outcomes. The notion of excessive internet 
use should also be measured in the degree to which it impacts negatively on non-
internet related routines and activities in which the child should engage.

• While one in fi ve children in the Philippines report that they sometimes feel they 
have to check their device to see if something new has happened, only one in seven 
children report they have sometimes experiences confl ict with family or friends 
about the time they spend online, or report that there are times that their school 
grades have dropped because of the time they spend online. A little over one in ten 
children report that they have sometimes gone without eating or sleeping because 
of the time they spend on the internet. This last in particular is an often raised issue 
within the region and elsewhere, as children are tempted to stay up all night gaming, 
or chatting to friends. 

While not neccesarily unique to the philippines, ocsea 
through livestreaming has been identifi ed by law 
enforcement and child protection agencies as a major 
challenge in the country. This may be a result of the 
intersection of several factors: a historical commercial 
sex industry within the country; related to this the 
philippines is both a source and destination for sex 
traffi cking ;  has widespread internet access; a robust 
money remittance system, and widespread english 
language profi ciency across all social strata. 

(International Justice Mission, 2020)

70 See for example, International Justice Mission, Online Sexual Exploitation of Children in the Philippines: Analysis, and 
Recommendations for Governments, Industry and Civil Society, 2020, available online at https://www.ijm.org/stories/
online-sexual-exploitation-of-children-hidden-in-plain-sight . Accessed 19 August 2020
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• While this data suggests that children sometimes feel that they may be spending 
too much time online and that at these times it may affect their usually functioning 
somewhat, less than one percent of children report that any of these behaviour 
occurs very often, and less than fi ve percent report that they occur often. It is notable 
that children who do spend what might be considered excessive time online tend to 
be aware of the fact, and that it is an exception rather than a regular pattern of use 
for them.

While not constituting a risk in itself, the length of time that children spend online has been gaining 
signifi cant attention amongst both media and common narratives, and amongst researchers. 
While some have argued that Internet addiction is increasingly common – often viewed in terms of 
excessive Internet use – there is a growing body of research evidence challenging this concept.71, 

72 Emerging evidence from Global Kids Online multi-country data shows that there is a limited 
relationship between time spent online the mental health and well-being of children.73   

Notwithstanding this, it is still useful to understand better how children themselves feel about how 
the amount of time they spend online impact on their other activities. How time on or with their 
devices impact on children’s wellbeing and developmental outcomes – whether educational, social 
or cognitive – have particular relevance for both child protection policy and country digitalization 
strategies.74 

One in fi ve (19.6%) children report that they feel like they sometimes have to check their phone or 
device to see if anything new has just happened, while just 4.3% of children report that they feel they 
have to check often. A similar percentage (19%) of children sometimes feel that the amount of time 
that they spend online causes problems for them, while slightly fewer (18.1%) report that they have 
sometimes tried unsuccessfully to spend less time on the Internet. Just over one in seven children 
report that they have sometimes experienced confl ict with friends or family because of the amount 
of time they spend online, while just 2.4 percent of children report this happens often. 

71 “Internet Gaming Disorder” was included in the American Psychological Association DSM V as a mental and behavioural 
health disorder, while in 2018, the World Health Organization included Gaming Disorder in the International Classifi cation 
of Diseases (ICD)-11

72 Daniel Kardefelt-Winther, How does the time children spend using digital technology impact their mental well-being, social 
relationships and physical activity? An evidence-focused literature review. Innocenti Discussion Paper 2017-02, UNICEF 
Offi ce of Research – Innocenti, Florence.

73 Daniel Kardefelt-Winther, Gwyther Rees and Sonia Livingstone, Contextualising the link between adolescent’s use of 
digital technology and their mental health: a multi-country study of time spent online and life satisfaction, Journal of Child 
Psychology and Psychiatry, 2020

74 Daniel Kardefelt-Winther, 2020



106 Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

KEY FINDINGS

Of note is that 14.1 percent of children report that they sometimes feel that their grades at school have 
dropped because of the amount of time that they spend online, although just 3.1 percent of children 
often feel this way. A little more than one in ten (12.8%) of children report that they sometimes 
have gone without eating or sleeping because of the time they spend on the Internet. This refl ects 
fi ndings form elsewhere in the region, where children identify playing games or chatting all night, 
and being too tired to go to school the next morning, as well as the direct infl uence that this has on 
their school performance as amongst the biggest concerns that they have about the Internet.75 

 
A number of children also identifi ed spending too much time on the Internet as problematic, along 
with other negative aspects of being online, in the focus group discussions. This tended to be voiced 
in terms of the negative impact on schooling and grades, with children staying up so late that they 
couldn’t focus on school the next day, or were too tired to get out of bed to go to school, or impacting 
negatively on communication with the family (see fi gure 74).

Figure 73. Children who report excessive Internet use (n=1873)
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75 UNICEF East Asia and Pacifi c and Centre for Justice and Crime Prevention, Our Lives Online, 2020.
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Figure 74. Children’s negative experiences associated with excessive Internet time (FGD)
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Children who have experienced negative outcomes resulting from 
online risks

• How children feel and after encountering negative content online, or other online 
risks, is one measure of potential harm that they may suffer. 

• When assessing how they felt the last time that something happened online that 
bothered or upset them, more children reported that they felt a little upset, than 
those who felt fairly or very upset. While there was less of a difference between 
boys and girls in those who reported being a little upset, 25% more girls than boys 
reported being very upset after the incident. Most children who had encountered 
something upsetting online reported that they got over it straight away, suggesting 
they did not dwell on the negative experience.

• Children were more likely to be more upset after someone had done something online 
that was hurtful or nasty to them directly. A little under one in fi ve children (almost 
equally for boys and girls) in total reported they felt very upset after their experience. 
Children who had been treated nastily or hurtfully by someone online were more 
likely to report that they felt upset or hurt for a few days, or for a few months, than 
those who had encountered something that bothers or upset them. This suggests 
that negative experiences that are targeted directly towards an individual child has 
longer term negative or harmful outcomes than when children encounter something 
online that is not directly targeted at them. 

• When children received sexual messages, videos or images, they tended to be 
unhappy about receiving them, with one in fi ve children in total feeling very upset, 
and another one in fi ve feeling fairly upset. Just 11.4 percent of children reported 
being happy about receiving the content. Girls in particular reported being very 
upset about the experience, with three in ten, compared to one in ten boys, reporting 
feeling very upset. 

It has been noted elsewhere in this report that while children may commonly encounter risks both 
online and offl ine, these encounters will not necessarily result in harmful or negative outcomes 
for the child. Further, some level of risk is appropriate and indeed developmentally desirable for 
children, under the right circumstances, in order to learn how to manage those risks successfully. 
How children respond to, and feel, after encountering risks, or any bothersome or upsetting content 
or experience online, is an important measure of the potential and real impact that experience will 
have on the child. Children who reported that they had something happen online that had bothered 
or upset them in some way over the past year, or who reported that someone had treated them 
hurtfully or nastily over the past year, were asked how upset they were following the last incident. 
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Generally, more children reported being a little or fairly upset than reported being very upset, with 
more girls tending to report being very upset than boys, although the difference was less pronounced 
amongst girls and boys who reported that someone had been hurtful or nasty to them. In total, a 
little under two in fi ve boys (37.6%) and girls (39.4%) reported being a little upset, while a similar 
percentage of both girls (37.4%) and boys (39.1%) reported being fairly upset the last time something 
happened online that bothered or upset them. In total Amongst those children who reported that 
someone had treated them personally with a nasty or hurtful way, more boys (33.1%) than girls 
(28%) reported being just a little upset, while just under one in fi ve girls (19.3%) and boys (18.5%) 
reported being very upset. It is notable that one in ten (11.1%) girls did not want to say how upset 
they felt after the last incident.76   

Children who reported having been bothered, or treated nastily or hurtfully over the past year, 
were also asked how long they felt upset or bothered about the incident, following the last time 
this happened. Most children – both boys (43.3%) and girls (52.2%) – reported that the last time 
something happened that bothered or upset them in some way, they got over it straight away, 
while approximately one in three children (35.4% of boys and 37% of girls) felt upset or bothered 
for a few days. More children who reported they had been treated hurtfully or nastily by someone 

Figure 75. How children felt after their negative experience, the last time it happened
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76 One caveat should be added to this discussion. Children were asked to subjectively interpret what being upset meant to 
them. Thus no defi nition of what was meant by being very, fairly or a little upset, and children left to respond purely on 
the basis of their understanding. The interpretation of very upset by one child may vary from another, depending on their 
experiences of trauma, unhappiness or loss; however it is the subjective perception of the even on their own emotions and 
well-being that is important in this case. 
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online reported that they felt hurt for a few days, than those who reported that they got over it 
straight away, suggesting that more targeted insults, actions or other behaviours towards children 
that are specifi cally intended to be hurtful, take a bit longer to get over than just encountering 
something upsetting online. While approximately the same percentage of boys who reported they 
felt upset, bothered or hurt for a few months after encountering something upsetting online as those 
who reported being treated hurtfully or nastily online (4.7% and 4.5% respectively), fi ve times the 
proportion of girls reported it took them a month or more to get over being hurt (11.1%), as those 
who reported it took to get over being bothered or upset by something less targeted they had 
encountered online (2.6%) (see fi gure 76 below).

In total, 15.9 percent of children in the Philippines reported that they had received any sexual 
messages, in the form of text, images or videos, at least once over the past year. Almost equal the 
number of girls (16.6%) as boys (15.2%) reported having received sexual messages in this period.

While being exposed to content that is upsetting or bothersome, or being intentionally or 
unintentionally hurt by something online is by defi nition a negative experience, receiving or being 
exposed to sexual content, whether images, videos, messages or any other sexual content – is 
somewhat more variable in terms of the potential impact it can have on children. Particularly for 
older children, such as teenagers and adolescents, seeking out or exploring sexual content online 
may be a normal part of adolescent exploration and development, refl ecting growing curiosity with 
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their own sexuality. In the absence of any formal health or lifeskills curriculum or education, it may 
also form part of how children, for better or worse, learn about sex. 

Notwithstanding this, more children reported being somewhat or very upset when receiving sexual 
messages, than those who reported being happy about receiving them. A little more than one in 
fi ve (21.7%) of children reported that they were very upset, with a similar percentage of children 
(20.5%) reporting they were fairly upset. Only slightly fewer (18.9%) reported that they were a bit 
upset, while just over one in ten children (11.4%) reported that they were happy. On the whole, more 
girls reported being either fairly upset (21.9%) or very upset (30.1%) than boys (18.5% and 10.2% 
respectively) (see fi gure 77 below).

How children respond following experiences negative emotions and reactions to what they encounter 
online, whether content on websites or social media platforms, or messages sent directly to them, 
may infl uence how they respond the next time they encounter similar content, how they learn and 
grow to process those emotions, and what actions they take to keep themselves safe or otherwise 
avoid experiencing the same negative occurrences repeatedly. 
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How children respond to negative online experiences, and help-seeking 
behaviour

• Knowledge on help-seeking behaviour, and how children respond more informally to 
adverse and risky experiences online is important in ensuring that adequate services 
and responses are provided when necessary, and in providing interventions that 
support children in developing the appropriate skills to manage their experiences. 
Unsupported, adverse or unpleasant online experiences could negatively impact 
children’s future online activities and skills, thus impeding their capacity and 
willingness to access and benefi t the wealth of opportunities and benefi ts that the 
digital world presents. 

• Most children in the Philippines reported that the last time something happened 
online that upset them, they just ignored it and hoped it went away. One in fi ve 
deleted any messages from the person involved, and the same number stopped 
using the internet for a while. Less than one in ten children reported the problem or 
the person on the relevant account or platform. 

• It is not unusual for children to speak to their peers and friends about both their 
positive and negative online experiences. Children in Philippines broadly refl ect this 
trend, with one in two children speaking to a friend around their age, and another 
third speaking to another classmate, or mother and or father, the last time they 
encountered something that bothered then online.

• When encountering unwanted sexual contact online, children were most likely to 
speak to a friend or peer, followed by their older brother, or a younger brother or 
sister. 

• These trends highlight the need to strengthen the capacity of peers and children of 
the same or similar age in how best to support their friends when encountering risky 
and potentially harmful online experiences, as well as caregivers and parents, and 
other family members. 

• The fact that the minority of children who do have experiences online that bother 
them, including unwanted sexual contact take proactive steps to seek assistance, 
respond, or solicit support, further emphasises the importance of enhancing the 
provision of appropriate and targeted support systems for children.

Whether children seek help or assistance, or simply someone to talk to about their experience, 
the utility of such actions, and the technical responses that they chose to adopt may infl uence not 
only the quality of their future experiences online, but also the degree to which these negative 
experiences impact on their capacity and willingness to fully embrace and realise the opportunities 
and benefi ts the digital space offers, in the future. 
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When asked how they responded the last time something happened online that upset them, the 
majority of children reported that they ignored the problem and hoped that it would go away. A little 
over one in fi ve children (22.4%) reported that they felt a bit guilty about what went wrong, while a 
similar percentage of children (21%) reported that they deleted the messages from the person who 
had upset or bothered them. 

One in fi ve children (19.5%) also reported that they stopped using the Internet for a while afterwards, 
a move that while perhaps making them feel a bit better and making sure they aren’t exposed to the 
same act in the short term, could impact negatively on some of the opportunities and benefi ts that 
the Internet presents, such as assisting with schoolwork and learning. 

More positively, 17.3 percent of children reported that they blocked the person from contacting them 
– an active measure utilizing design elements of the ap or social media platform intended to aid in 
such situations. Less than one in ten (9.2%) children reported the problem online using the built-in 
safety features, while slightly fewer (8.1%) changed their privacy or contact settings (see fi gure 78).

Girls practice their lessons during a computer literacy class at a dormitory and national training school for girls in a city in Metro 
Manila, Philippines.©UNICEF Philippines/2016/SNoorani
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Figure 78. How children responded when someone did something online that upset them, the last time (n=272)
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Networks of supports are also important in building or supporting children’s capacity to respond to 
adversity, including managing or getting through diffi cult or problematic encounters online, whether 
passively encountering disturbing content or getting caught up in toxic or hurtful conversations. 
This forms one aspect of enhancing children’s digital resilience – the capacity to positively manage 
and process risks that may be encountered online.77 

77 While the concept of digital resilience refers here specifi cally to those skills that allow a child to successfully navigate and 
bounce back from risky and negative online experiences, care should be take not to create an artifi cial divide between 
resilience online, and off-. Many of the same resilience and protective factors that allow a child or young person to weather 
adversity offl ine, are the same factors that apply to their online experiences. 
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“Digital resilience broadly involves the skills and personal attributes that 
allow a young person to navigate challenges and opportunities online. 
Becoming digitally resilient means being able to recognise risks, seek help 
and recover from online incidents.”

(UKCIS, 2019)

When asked whether they spoke to anyone about what it was that upset them or hurt them online, the 
last time it happened, more than half of the children who reported having this negative experience 
reported that they had spoken to a friend about the incident. Three in ten children (35.4%) reported 
that they had spoken to a classmate (who was not a friend), while a similar percentage of children 
reported they had spoken to a parent or caregiver (34%), and to a cousin (31.9%) (see fi gure 79 
below). 
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Of note is that more children spoke to their parents or caregivers than spoke to their siblings, with 
a little over one quarter of children (27.4%) reporting that they had spoken to their brothers (or half-
brothers or siblings), about the incident the last time it happened. It is also important to note that 
one in ten (10.1%) children reported that they spoke to their teacher the last time it happened. 

The pattern is somewhat different amongst those children who experienced unwanted sexual attention 
online over the past year, as fi gure 80 below illustrates. Unlike the broader range of unpleasant or 
upsetting experiences that children encountered online, and which they tended to most commonly 
tell their friends about, when children experienced unwanted sexual advances or contacts online 
– being asked for explicit photos or videos of themselves, or to engage in conversations around 
sex – more children told their direct family members, most commonly their brothers (4.7%) or 
their mothers (4.6%), than anyone else, with only 3.5 percent of children telling their friends or 
acquaintances about their experiences. What is particularly important here is the signifi cantly fewer 
people that children were talking to about their unwanted sexual experiences than about the other 
negative experiences and encounters that they have online. 
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This data collectively provides an important measure of who children turn to for support, and so to, 
where interventions can be targeted to enhance support available to children in coping with adverse 
online experiences, and in so doing, enhancing children’s and young people’s resilience. 

Vulnerability and protective factors

In Summary:

• The home, school and community environments in which children live may play an 
important role in equipping children with the skills and capacities to successfully 
navigate diffi culties and risks they encounter online and off; more directly, they 
may also support children with the development of  successful skills to manage and 
protect themselves online. 

• More than half of the children in the Philippines fi nd it easy or very easy to speak 
to their parent about things that upset them. The majority feel that their parents 
sometimes, often or very often set rules for them about what they do at home, and 
for what they can do outside of the home. Approximately seven out of ten children 
feel that it is very true, or a fairly true, that their family really try to help them, while 
a little more than one in two feel it is fairly or very true that someone in their family 
listen to what they say. 

• A little more than one in ten children, though, report that their caregivers never set 
rules either inside or outside the house, while one in fi ve report that their parents 
never or hardly ever praise them for behaving well. 

The importance of the immediate home, school 
and community in infl uencing the development 
of children, and both enhancing prospects for 
healthy pro-social development of children, 
or alternatively increasing vulnerability of 
children, are critical. This applies to all aspects 
of children’s development, from conception 
through to adolescence and beyond, and affects 
children’s life and behaviour both online and 
offl ine. The most immediate environment 
in which a child lives is the home or family 
environment, whether that is a nuclear family 
with biological parents, or extended family, with 
non-biological caregivers. The family, and in 
particular parents and caregivers of any child, 

A growing body of evidence points to the 
importance of family and homes, schools and 
community on the developmental outcomes of 
children. This includes parental relationships 
(both with each other and with their children), 
levels of stress and confl ict parents are exposed 
to, nutrition, health, parent-child bonding, and 
parent-child communications, amongst others. 
Increasingly, these factors are being shown to 
infl uence children’s lives online as much as off, 
and their behaviours online, the risks they are 
exposed to, and how they respond to those 
risks. 
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have arguably the most important and immediate impact on a child’s development, whether it is 
the mental and physical health of mothers while pregnant, or the infl uence of parental relations or 
confl ict on infants and young children.78   

There has been a particular focus in recent research on the role of parental engagement and 
communication with children about their online activities, both online and offl ine. Recent research 
shows that improvements in adolescent-caregiver communication can, for example, reduce negative 
mental health outcomes such as depression and anxiety amongst adolescents.79 In relation to 
children’s lives online, this ranges from when best to start having conversations with children about 
what they are doing online, the length of time it is appropriate to spend online, and at what age, 
and what is appropriate for children to be doing online at different ages and stages of development. 
Underlying these factors is basic communication, and the nature, extent and quality of positive 
communication between parents or caregivers, and children of different ages. There is a growing 
body of evidence from around the globe exploring the positive impact that supportive, enabling 
and positive parental communication and mediation can have on children’s lives, including their 
experiences online.80   

Parents Online in the Philippines

It has been noted elsewhere in this report that parents and caregivers own online experiences 
and skills may impact on their interaction with their children, including on matters relating 
to their safety online. The PKO study also collected data from parents and caregivers of 
children interviewed exploring their levels of digital literacy, their perceived skills, and nature 
of interaction with their children relating to technology and the internet.

Despite the perception of the Philippines as being amongst the most connected nations in 
the world, almost three out of fi ve (57.8% of parents interviewed reported that they never 
used the internet, while 17% reported they were relatively new to the experience, having 
only used it for a few months. Just 15.1% had used the internet for a few years.  Parents were 
most likely to have used the internet at home (20%), followed by at work, and when they are 
alone somewhere.  Parents most commonly accessed the internet using their smartphone.  
Importantly, the data refl ects a direct association between the parents digital skills, and the 
skills of their child(ren)81.  One in fi ve (19.8%) of parents reported they know how to save a 

78 The discussions on the impact of the home and early childhood development on healthy child development are best 
depicted here: The Lancet, Executive Summary, Advancing Early Childhood Development: from Science to Scale, October 
2016, available online at https://www.thelancet.com/series/ECD2016, Accessed 12 September 2020 

79 Yulia Shenderovich, Mark Boyes, Michelle Degli Esposti, Marisa Casale,Elona Toska, Kathryn J. Roberts, Lucie Cluver, 
Relationships with caregivers and mental health outcomes among adolescents living with HIV: A Prospective Cohort study 
in South Africa, BMC Public Health, (Pre-print manuscript under review)

80 https://blogs.lse.ac.uk/parenting4digitalfuture/. Accessed 1 September 2020
81 (r=0.0984)
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photo they fi nd online, while a little more than one in ten (11.8%) know how to fi nd a website 
they have browsed before.  Approximately one quarter of parents interviewed know how to 
behave towards someone online, according to the situation (25.9%), know when they should 
or shouldn’t share information (24.5%)) and know how to remove people from their contact 
lists (24.1%), while one in fi ve (21.7%) know what information they should or shouldn’t share 
online.  

While parents do worry (and are thus aware of) about the possible online risks they may 
encounter, more immediate physical (offl ine) risks tend to be of more concern to most 
parents.  Among the chief parental worries concerning their children is the fear that their 
child would see inappropriate material on the Internet. This comes as the 5th most important 
issue that parents worry about concerning their children, behind concerns over their child’s 
health, performance in school, having enough money, and safety in the road. That a stranger 
might contact the child on the Internet comes in 9th, behind issues about bullying, alcohol/
drugs, and becoming a victim of some crime.  These parental worries are essentially the 
same when viewed according to gender, age group, and socio-economic status, except for 
the worry that a stranger would contact their child, which is ranked slightly higher in the nine 
to 11 and 15 to 17 age groups. 

The survey also asked parents and caregivers whether they felt that they can help their 
children whenever something on the Internet bothered or upset them. Two in fi ve (40%) 
responded that they can defi nitely, while 14 percent responded they could help a fair 
amount. There is no signifi cant difference in the degree to which parents feel they can assist 
by gender, age group or socio-economic status. 
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Despite parental worries, children have desirable mediation practices which they expected 
from their parents. As depicted in the fi gure below, children felt that parents should teach 
them about Internet ethics, encourage regular and open communication with them, and 
sets limit of Internet use.  Of note is that one child felt that their parents should make an 
effort to know the child’s online friends. While some children may encourage this level of 
involvement in their online life, it is somewhat juxtaposed with steps that some children take 
to keep some accounts and online presence private from their parents or caregivers, through 
multiple, or private social media accounts.  

In order to better understand the impact of parenting and the home environment on children in 
the Philippines online experiences, children were asked a series of questions on how their parents 
engage with them about their online experiences, and how they engaged and communicated with 
their parents or caregivers about both their online experiences, and their offl ine experiences. Children 
were asked how easy they found it to speak to their parents or caregivers about experiences or 
events that, generally, upset them, as well as those that upset them online. They were asked about 
whether their parents or caregivers set rules or boundaries for them at home, and whether they felt 
they were listened to and heard by their parents, when they spoke to them, as well as more broadly, 
about whether they felt safe at home. 
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On the whole, the majority of children in the Philippines found it either easy (34.1%), or very easy 
(23.3%), to talk to their parents or caregivers about things that upset them, while almost one quarter 
(23%) reported that they found it fairly diffi cult to speak to their parents about things that upset 
them. There was almost no difference by gender in how easy children found it to speak to their 
parents or caregivers, while the age of the child was statistically signifi cant in determining how 
easy children found it to speak to their parents or caregivers, with younger children fi nding it easier 
to speak to their parents, and older children fi nding it more diffi cult to speak to their parents about 
things that upset them (see below).

 
Generally, children perceived their parents or caregivers to sometimes or often set rules for them at 
home (29.8% and 25.7% respectively), for what they could do outside of the home (28.1% and 26.6% 
respectively), and reported that their parents sometimes or often praised them for behaving well 
(38.2% and 24.5% respectively). Less than one in ten children reported that their parents set these 
rules very often, or praised them very often, while a little over one in ten children perceived their 
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parents as never setting rules for them (12% for setting rules inside the home, and 11.2% for setting 
rules outside the home). Positively, a little over one in 20 children (7.5%) reported that their parents 
or caregivers never praised them for behaving well. 

These fi ndings suggest that on the whole, children in the Philippines live in households where there 
are some level of boundary and rule settings by parents and caregivers, although these rules do not 
guide everything that the child does. Similarly, the majority of children sometimes or often receive 
praise for behaving well, although few children feel that this is a constant characteristic of their 
parent’s behaviour towards them. 

Children in the Philippines also tend to see their families as generally listening to what they have to 
say, and helping them, although a vast minority of children view this as very true for them. In total, a 
little more than half (55.8%) of children report it as fairly true that their families generally try to help 
them, while a little over one in ten (15.3%) say that this is a bit true. Fewer children (13.5%) report 
that this is very true for them. 

Fewer children (45.1%) report that their families always listen to what they have to say, while a little 
more than one in four (27.8%) of children report that this is a bit true for them. These data suggest 
that while families are perceived by children to generally be supportive of them in trying to achieve 
their goals, or simply get through life, fewer children feel that they are really listened to what they 
have to say. This latter fi nding may refl ect a broader cultural norm that respects the wellbeing and 
rights of children but sees children as family members who should “be seen and not heard”. It may 
also refl ect norms in other countries in the region that place a great deal of value on children but 
limit the voice or agency that they have.82   
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On the whole, the vast majority – a little under three quarters - of children in the Philippines report 
that they feel safe at home, with more than on in two (52.5%) reporting that this is fairly true for 
them, while another one in fi ve (20.7%) report that this is very true for them. While the reasons for 
children not feeling safe within their homes is not explored, it is not insignifi cant that a little under 
one in fi ve children report that they do not feel safe in the home, with 11.9 percent reporting that the 
statement ‘I feel safe at home’ is a bit true for them, while 5.5 percent report that it is not at all true 
for them. 

These are important fi ndings in creating an initial picture of the home environment in which children 
are using, and learning how to use, the Internet and technology, and some of the home infl uences 
that may impact on that use and their digital skills. Children who feel that they are listened to at 
home, and who perceive their family as supportive and generally helpful towards them, are more 
likely to engage positively with their family about what they are doing online, and talk about what 
it is that they encounter online. They are also more likely to believe that their parents or caregivers 
want the best for them, which is likely to extend to their online experiences. 
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Parental mediation

In Summary:

• Research shows that parents mediation of their children’s interaction with digital 
technology may be enabling, or restrictive. Each approach impacts on children’s 
development of appropriate knowledge and skills required to both stay safe, and 
make the most of the opportunities, differently. 

• On the whole, children in the Philippines feel that their parents or caregivers practice 
more restrictive mediation with them than enabling, preferring to try and restrict and 
monitor their child’s internet use than speaking to them about what they do online, 
spending time with them online, or teaching them appropriate skills. 

• However, parents tended not to engage consistently with the children in any form, 
either enabling or restricting, their internet use, perhaps infl uenced in part by the 
perceived lack of digital skills of the parents or caregivers themselves.

• This also leads to more children never being proactive in asking for assistance with 
the internet or technology from their parents, or approaching them to talk about their 
experiences online, or what they are encountering, than those children who reported 
doing this some of the time, or often, combined. 

Parental mediation refers to the nature and extent of parental or caregiver involvement and 
engagement in their children’s online lives. Parents or caregivers can offer enabling mediation – 
mediation that enables and supports children’s online activities; restrictive mediation – mediation 
that seeks to protect children through restricting and controlling their tech use and online activities; 
and technical mediation – mediation that relies largely on the use of technology, such as parental 
controls and monitoring software to keep their children safe online.83   Comparative research drawing 
on multi-country Global Kids Online data shows that enabling mediation – where parents engage 
with their children about what they are doing online, and supports their online activities – can help 
children to develop resilience while also reducing confl ict between the parents or caregivers and 
their children about what their children are doing online. Enabling mediation also generally helps 
children to engage in a wider range of digital opportunities and activities, while slightly reducing 
their exposure to risk.84  

How parents and caregivers in the Philippines engage  - through communicating and actively 
supporting or restricting their children’s use and activities online – with their children relating 

83 This categorization draws on an initial categorization of active and passive parental mediation, developed by Livingstone 
and Helsper (2008). See Livingstone, Sonia and Helsper, Ellen (2008) Parental mediation and children’s Internet use. Journal 
of broadcasting & electronic media, 52 (4). pp. 581-599. ISSN 0883-8151. 

84 UNICEF Offi ce of Research, Growing up in a connected world, UNICEF Offi ce of Research – Innocenti, Florence, 2019.
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specifi cally to their online activities is thus important in understanding how children fully reap the 
benefi ts and opportunities that exist for them online, and how best to support families in promoting 
the safety and wellbeing of their children online. Enabling mediation was measured through a set 
of 17 items, where children were asked to respond how often their parents or caregivers engaged in 
specifi c behaviours or actions relating to what they did online (see table below).

Generally, children in the Philippines tend to receive little or no enabling mediation by their 
parents, at least on a consistent basis. More children reported that their parents or caregivers never 
encouraged them to explore or learn things on the Internet than those whose parents hardly ever, 
sometimes, or ever, encouraged them. Children reported a similar trend when asked whether their 
parents or caregivers sits with them, or stays nearby, when they use the Internet; engages in shared 
activities with them when online; talks to them about what to do if they encounter anything online 
that bothers or upsets them; or helps them when they fi nd something diffi cult to do online. Similarly, 
more children than not reported that their parents or caregivers never explain why some websites 
are appropriate or inappropriate online; help them when something bothers them on the Internet; or 
talks to them about the commercial activities that they might be exposed to online. It was only when 
it comes to parents or caregivers talking to their child about what they do online that more children 
reported that their parents or caregivers did this some of the time, that a slightly higher level of 
enabling engagement or mediation is evident. 

Figure 84. Enabling mediation by parent(s) or caregiver(s) (%)(n=1769)
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The above does not suggest that there is no enabling mediation at all those is undertaken by 
parents or caregivers in the Philippines. While more children consistently reported that their parents 
or caregivers never engaged in these enabling behaviours, that those that sometimes, often, or 
very often did, when understood as parents who had sometimes, often or very often had these 
conversations, or offered these different forms of support and engagement with their children than 
those who had never, or rarely, the difference is less marked, with parents or caregivers at least 
sometimes having these conversations with their children about these aspects of being online, and 
their experiences. A little more than one third of children report that their parents or caregivers 
sometimes, often or very often speaks to them about why some websites are inappropriate (35.5%), 
talks to them about what to do if something happens online that bothers them (32.7%),helps them 
when something happens on the Internet that bothers them (34.6%) or encourages them to explore 
things on the Internet (36.9%). Two out of fi ve children report that their parent or caregiver talks 
to them about what they do on the Internet, while, importantly, almost half of children report that 
their parents or caregivers speak to them about ways to use the Internet safely (41.2% and 41.2% 
respectively) (see fi gure 85). 
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Parents and caregivers tended to have a slightly more positive view on the support and 
mediation that they provided to their children, than that reported by the children themselves.  

A little more than one half reported that they talked to their child about what to do if 
something online upset them, while almost half of parents interviewed reported that they 
speak to their child about how to use the internet safely.  Slightly fewer – 45.9% - speak to 
their child about inappropriate websites, while 43.2 percent and help them when something 
has upset them online.  
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While the above fi ndings paint a picture of little consistent engagement by parents or caregivers with 
their children about their online activities in any form, the reasons for this very limited engagement 
are unclear. One factor may be the lack of familiarity with technology and the digital space by parents 
or caregivers themselves. Parents may feel that the fact that their child or children may know more 
about technology and the Internet than they do negates any legitimacy that they may have in offering 
some form of enabling mediation for their child. This itself may be infl uenced by several factors, 
perceived or actual: the actual skills that the parents or caregivers possess; the digital literacy of the 
parent or caregiver as perceived by the child; and the confi dence, quality or consistency of broader 
communication and engagement with children by their parents or caregivers. 

While some of these factors, particularly the digital skills of the parents or caregivers of the children 
included in this study, are discussed elsewhere in this report, it is important to note here that limited 
digital skills or digital literacy amongst parents and caregivers should not limit the wider engagement 
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and communication between parent and child around what is acceptable, what might be expected 
online, and how to seek assistance or help when needed. Similarly, positive communications and 
parental support arguably creates an environment where a child might feel more comfortable 
speaking to their parents or caregivers when something bothers them either online or off, and so 
parental support and active mediation is not entirely dependent on the digital skills of the parents, 
caregivers or other trusted adults surrounding the child. 

Even when parents or caregivers do promote and offer a more enabling environment, one factor in 
the impact that this could have on the opportunities that children safe and the quality of their online 
experiences may also be contingent on the degree to which children utilise the supportive enabling 
environment offered by their parents. Given that more children in the Philippines report their parents 
or caregivers do not actively or consistently offer an enabling mediation strategy or environment for 
their online activities, it is perhaps not unexpected that more children report that they have never 
been proactive or initiated conversations relating to their online experiences or things that bother 
them online (27,9% and 35% respectively), or seeking assistance on how to behave or act online 
(33.7%), than those who report that they have hardly ever, sometimes, often or very often sought 
such assistance (see table below). Two out of ten (40.6%) of children report that they have never 
sought their parents or caregivers assistance with a situation online that they felt they could not 
handle by themselves, while one in fi ve (21.1%) of children reported that they had sometimes asked 
their parents or caregivers for advice relating to something they could not handle online. This data 
also suggests that while, on the whole, children are not proactive in seeking assistance from their 
parents or caregivers, they will on occasion do this, depending on the specifi c situation, although 
this is not common. 
 
Figure 86. Children’s use of active mediation by parent(s) or caregiver(s) (n=1769)
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In addition to enabling parental mediation, children were asked about the more restrictive parenting 
practices that parents and caregivers often adopt in relation to their children’s use of technology and 
the Internet.85 Restrictive mediation of social media and Internet use usually occurs primarily 
in relation to the length of time that children are allowed online, and the nature of the content 
allowed.86 Of note is that signifi cantly more children reported that they were allowed to engage in 
certain online activities at any time and without any supervision, than reported that there were any 
restrictions placed on these activities by parents, either through complete bans on the activities or 
through parental supervision.

The majority of children reported that they were allowed to use the Internet at any time, with no 
supervision or restriction, for homework or schoolwork purposes. While this indicates a positive 
space that children are allowed to utilise the learning benefi ts of the Internet, it should also be noted 
that it is not uncommon in other countries for parents or caregivers to report that they often think that 
their children are doing homework online, only to learn that they are also using the Internet or their 
devices to chat with friends or to play games.87 Also positively, almost one in two (47.2%) children 
reported that they are allowed to watch or read the news online at any time, while more than two out 
of fi ve (43.6%) children could watch video clips on platforms such as YouTube, , or visit social media 
sites at any time. Only slightly fewer (39.9%) can post photos or videos online to share with others, 
at any time with no reported restrictions. The most restricted activities reported by children include 
spending time in a virtual world, such as Habbo, or Minecraft, with almost one quarter of children 
reporting that they are not allowed to do this at all, while one in fi ve (21%) reported that they are not 
allowed to use instant messaging, or visit a chatroom.

85 See for example Daneels, R., & Vanwynsberghe, H. (2017). Mediating social media use: Connecting parents’ mediation 
strategies and social media literacy. Cyberpsychology: Journal of Psychosocial Research on Cyberspace, 11(3), Article 5. 
https://doi.org/10.5817/CP2017-3-5 

86 Sarah M. Coyne, Jenny Radesky, Kevin M. Collier, Douglas A. Gentile, Jennifer Ruh, Linder, Amy I. Nathanson, Eric E. 
Rasmussen, Stephanie M. Reich and Jean Rogers, Pediatrics 2017;140;S112, DOI: 10.1542/peds.2016-1758N

87 UNICEF Pacifi c, 2020
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Figure 87. Restrictive mediation by parent(s) or caregiver(s) (%) (n=1687)

Percentage

0 10 20 30 40 50 60

Put (or post) photos, videos or music online to share with 
others (including social networking or instant messaging)

Spend time in a virtual world (e.g., Habbo, Club 
Penguin,Minecraft [add examples as needed])

Use the internet for school work

Read/watch news online

Use instant messaging

Visit a chat room

Play games with other people online

Watch video clips (e.g., on YouTube)

Visit a social networking site 
(e.g., Facebook, [insert localterms])

Download music or fi lms

Use a web or phone camera (e.g., for Skype or video chat)

4.0
11.7

27.2
39.9

4.5
23.4

20.6
32.0

2.0
5.1

24.5
55.2

3.3
9.7

23.2
47.2

4.4
21.1

27.0
28.4

5.6
21.0

27.5
28.3

2.9
13.1

31.4
38.9

3.4
6.5

33.9
43.6

3.0
8.3

31.1
43.6

2.8
16.5

32.5
32.5

5.8
18.7

33.9
24.5

   Prefer not to say           I am not allowed to do this           Permission/supervision         I am allowed to do this anytime



131Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

KEY FINDINGS

Parents tended to report being the most restrictive in relation to the playing of games, and 
visiting chatrooms, with more parents 17.4%) reporting their child was never allowed to 
visit a chatroom, than any other activity.  Parents also tended to be restrictive of the use of 
webcams by their children, with 12.7 percent never allowing their child to use a webcam, and 
38.2 percent only with supervision or permission. 

Percentage
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Following on for these largely unrestrictive parental mediation strategies, the vast majority of children 
in the Philippines reported that their parents or caregivers never utilised technological mediation 
strategies, such as installing fi lters, setting boundaries or installing monitoring software, although 
there was a greater degree of variation in these approaches used by parents than in others explored 
to this point. While software, blocking and monitoring controls tend to be largely ineffective, or of 
limited effect for older children, there is some literature that points to some success in protecting 
young children from some adverse or potentially harmful content online.88 

A little more than one in three children (35%) reported that their parents or caregivers set boundaries 
or rules about how long, or when, they were allowed to go online for; while a quarter (25.8%) of 
children reported that they had a service or contract that limited the length of time that they could 
spend online, either in total or in any period. Just 17.2% percent of children reported that their 
parents had installed software that limits the people that they can be in touch with through either 
voice calls, text-based services, or online (see fi gure 88). 

88 For example, Duerage and Livingstone, drawing on multi-country data from the EU-Kids Online study, show that technical 
mediation such as using fi ltering software results in no reduction in online risks encountered by children. 

 See Duerager, Andrea and Livingstone, Sonia (2012) How can parents support children’s internet safety? EU Kids Online, 
London, UK. http://eprints.lse.ac.uk/42872/

Children victims of online sexual violence play inside children’s center in Cebu City, Philippines. 
©UNICEF Philippines/2016/J Maitem
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Figure 88.  Technical mediation of children’s online activities by parents (n=1584)
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While almost no children in the Philippines reported that their parents often or very often monitored 
any of these, more children were likely to report that parents or caregivers sometimes monitored 
these different aspects of children’s online activities. For example, almost one quarter of children 
reported equally that their parents or caregivers sometimes, never or hardly ever checked their 
profi le on their social media sites. This was the most common form of monitoring that parents or 
caregivers were reported by children to undertake, with well less than one in fi ve children reporting 
that their parents sometimes checked which websites they visited, or the apps they download (16.7% 
and 16.2% respectively). 

Figure 89. Monitoring of children’s online activities (n=1596)
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Parents reported monitoring or checking up on their child’s online activities at a markedly high 
rate than that reported by children, particularly for girls.  It is of note that unlike other forms 
of mediation, where there was no signifi cant difference between boys and girls, parental 
monitoring is much higher for girls than boys.  The most noticeable difference was in the 
monitoring of friends or contacts that children add to their networks, with two in fi ve parents 
of girls, compared to a little over one quarter of parents of boys, reporting they monitored 
this activity.  This was followed by those parents who checked the browsing history of girls 
(34.4%) compared to those who checked the browsing history.

 

The fi ndings above suggest that while there is some form of parent or caregivers engagement and 
involvement in children’s lives and activities online, there are likely to be large gaps in the support, 
empowerment and guidance from the responsible adults immediately surrounding children. While 
parents and caregivers are the most immediate agents and sphere of infl uence surrounding children, 
particularly at a younger age, as children spend increasing time at school as they grow older, so the 
school environment, and particularly teachers start to play an increasing role in offering guidance 
and support to children, in both their online and offl ine lives. 
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School and Peer mediation

In Summary:

• School, through both engagement by teachers and the formal curriculum, can play an 
important role in mediating children’s use of technology and the internet. However, 
few children reported that their teachers often or very often assisted them with 
something they found diffi cult to do online (5.5% and 1.6% respectively), or explained 
why some websites were good or bad (11.8% and 2.7% respectively). Slightly more 
children reported that their teachers suggested ways to behave towards others online 
either often or very often (16.5% and 3.4% respectively), or spoke to them in general 
terms about what they could do if something happened online that bothered them.

• This refl ects a generally passive engagement, where it happens, from teachers and 
schools in supporting children’s internet use.

• There was greater engagement and support from peers, with approximately three 
in ten reporting their peers sometimes suggested ways to use the internet safely 
(30.3%), or encouraged them to explore and learn things on the internet (27.5%), 
while one quarter reported their friends helped them when they found something 
diffi cult to do online. A little more than one in ten children reported their friends 
helped them to use the internet safely and to explore the internet (11.2% and 14% 
respectively).

• This suggests that even though active engagement with peers about what happens 
online is not consistently common, children speak to their friends more about things 
that bother them online, and how to do things online, as well as general online 
behaviour, than either their teachers or their parents or caregivers, or their teachers. 

The school can infl uence children’s use of technology and the online space is various ways, both 
formal and informal. Formally, digital literacy, including aspects of online safety, can be taught through 
structured curriculum, delivered through various subjects or modalities. Formal opportunities can also 
be offered through after-school or extra-curricula activities. Informally, teachers and educators can 
offer guidance in how technology is used in the classroom or can also offer support and counselling 
for children who may wish to simply talk to a trusted adult about what they are encountering online. 

It has been noted elsewhere in this report that ICT was not yet well integrated into the schooling 
system within the Philippines, at least at the time of data collection for this study. This practically 
may limit how digital literacy, and online safety, is integrated into the formal curriculum, at least 
until schools have ready access to technology within the classroom or through ICT laboratories. It 
is perhaps thus to be expected that very few children in the Philippines report that their teachers 
speak to them about different aspects of the Internet or offer practical guidance or support. Less than 
one in ten children reported that their teachers often, or very often, suggest ways to use the Internet 
safely, encouraged them to explore or learn thigs on the Internet, make rules about what can be done 
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online at school, help them when they fi nd it diffi cult to do something online, or even talk to them 
about what they do online. Just over one in ten (11.8%) children report that their teachers speak to 
them about good and bad websites, while fewer than one in fi ve (16.5%) report that their teachers 
often speak to them about ways to behave online (see fi gure 90). Signifi cantly more children report 
that their teachers sometimes speak to them about these different aspects of being online, although 
even then between one in fi ve and one quarter of children report this input form their teachers, 
depending on the nature of the guidance. There is no signifi cant different in the number of boys, 
and the number of girls, who report teacher or school-based mediation, while age. Similarly, despite 
the age of the child (and by association the grade they are in) being associated with different online 
activities, and the length of time they spend online, age is not a statistically signifi cant factor when 
considering teacher or school mediation of online activities. 

 

Youth between the age of 12-17 attend “Child Talk” workshop about cyber bullying, online sexual exploitation and responsible 
use of social media by the UNICEF supported NGO Ateneo Human Rights Center’s (AHRC) in Calauan Municipality in Laguna 
Province. Philippines. ©UNICEF Philippines/2016/SNoorani
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Figure 90. Teacher mediation of online activities (n=1617)
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Generally, children often turn to peers and friends to talk to about their experiences online, and 
peers offer an important sphere of infl uence on individual children, both positive and negative. It is 
thus interesting to note that only a very small fraction of children in the Philippines report that their 
peers very often suggest ways to use the Internet safely, encourage them to explore the Internet, 
help them when they fi nd something diffi cult to do online, talk about what websites are good or bad, 
or suggest ways to behave towards others online. In total less than two percent of children report 
that their peers have very often provided any such suggestions or discussions, while just 2.3 percent 
report that their friends have very often encouraged them to explore and learn new things online. 

More children report that their peers often speak to them about these things, with up to 14 percent 
reporting their friends often spoke to them about exploring new things online, and one in ten 
suggesting ways to stay safe online and to behave towards other people online (11.2% and 10.3% 
respectively). In general, then, children in the Philippines report that roughly the same proportion 
of their peers tend to talk to them about different aspects of being online, as their educators and 
teachers, suggesting that one group does not necessarily dominate over the other in terms of 
mediating children’s online activities.
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Figure 91. Peer mediation of online activities (n=1673)
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More children in the Philippines reported that they sometimes, often or very often assisted their own 
friends stay online, than those who reported that they never or hardly ever provided such advice 
to support. In total, a little over one in fi ve (21.5%) of children reported that they sometimes spoke 
to their friends about ways to stay safe online, while 16.5 percent often spoke to their friends about 
staying safe, and fewer than one in twenty (4.7%) very often spoke to their friends about staying 
safe. 

In totally, one in three children reported that they never helped their friends stay safe online, while a 
little more than one in three (13.4%) reported that they hardly ever did. 

The degree to which children seek assistance from their friends about both their online experiences, 
and those that happen offl ine, may to a large degree be infl uenced by how they perceive their 
friends generally, and how supportive they are. Generally, children in the Philippines are somewhat 
ambivalent about their friends as sources of support, with a little under two in fi ve (38.3%) reporting 
that it is only fairly true for them that their friends really try to help them, and less than one in ten 
(8.4%) reporting it is very true for them. Similarly, a little over one third (35.5%) of children report 
that it is fairly true that they can count on their friends when things go wrong, with just 6.2 percent 
reporting this is very true. 

Figure 92. Peer mediation: percentage of respondents who have helped THEIR friends stay safe online (n=1673)
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Figure 93. How children perceive their friends

One third (33.6%) of children in the Philippines report that it is fairly true for them that they can talk 
to their friends about their problems, while three in ten report it is fairly true. However, a little fewer 
report that it is not true for them that they can talk to their friends about their problems. 

These fi ndings, together with the fi nding discussed earlier that children are almost as likely to speak 
to their caregivers and parents about negative things that happen to them online, suggest that while 
friends and peers do offer important networks of support and strength for children in the Philippines, 
these are just one of the networks and communities around children who provide support and care for 
them, with arguably less difference between peers and families as might be seen elsewhere, where 
peers and friends are substantially more likely to provide these layers of support and assistance. 
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Conclusions and Recommendations

The Philippines Kids Online study provides a comprehensive overview of children’s access to digital 
technology and the Internet, and their use of, and experiences on, social media and the Internet. 
While the Philippines, as a nation, may be amongst the most connected countries, there are still 
clear gaps and disparities in how children benefi t from the opportunities that being online offers. 
This must be contextualized and understood within the broader economic and social conditions, and 
in many cases, disparities in access not only to digital technology and the Internet, but other child-
focused services.  

While access to some form of digital technology by children in itself is relatively widespread, that 
almost half of children do not feel safe, is in and off itself important in determining how best to 
support children in making the most of the opportunities that exist for them online at different 
ages, in promoting and supporting the development of appropriate skills and capacities, and to 
the development of appropriate strategies to enhance safety, and the confi dence of children in the 
Philippines to keep themselves safe online.

The following section provides a series of recommendations that draw on the data presented above, 
for policy, and for interventions and practice. These are broadly categorized into recommendations 
relating to the development and implementation of policy and regulation, and those relating to 
programmes and interventions. Within each of these, the broad themes of access and use of the 
Internet, digital skills and capacities, and a safer online experience, are considered. 

A note on resilience

Intervention and programmatic recommendations should be framed within a broader goal 
of building and enhancing children’s resilience, both online and off. Resilience refers to the 
factors, characteristics and traits that allow a child to successfully navigate and manage, and 
bounce back from, adverse and negative experiences online. However, an important caveat 
is required here: while much of the current discourse focuses, correctly on ways to build 
children’s digital resilience, this does implicitly imply that the onus is on children, and the 
inherent or nurtured traits within the child, to stay safe and respond positively to negative 
online experiences, rather than equally focusing on the roles and responsibilities of the 
ecosystems (both digital and offl ine) surrounding the child, in ensuring or contributing to 
the well-being and safety of the child. This would include the role of industry  - specifi cally 
the technology companies, service providers and platform developers – and the broader 
legal and economic macro-level actors, and those responsible for providing quality psycho-
social and protection services to children; education and safe school environments, and 
investigative, forensic, law-enforcement and judicial services.



144 Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

CONCLUSIONS AND RECOMMENDATIONS

At a policy level

Recommendation 1: Formulate a National Information and Communications Technology (ICT) policy 
for education, and a related development framework to serve as guideposts and policy benchmarks 
for implementing agencies.

The study illustrates generally low levels of digital skills of children, parents, and teachers; low 
appreciation of the opportunities presented by the digital platform for digital creativity, participation, 
and agency; disparate access and connectivity; and lack of a clear accountability and development 
framework that work toward not only protecting children but also ensuring that children, their 
parents, families, teachers, and communities are able to optimize the great benefi ts of  Internet use.  
A coherent national ICT policy and development framework that concurrently promotes and invests 
in the opportunities and benefi ts that can be realised by children online, and provides a framework 
for keeping children safe online, would provide a solid foundation for government, industry and 
civil society to start to address the current gaps relating to children’s online capacities. Such a policy 
should include the involvement of at least, the Department of Education, the Commission on Higher 
Education, the Departments of Social Work and Development, Science and Technology, Information 
and Communications Technology, the Council for the Welfare of Children, and the National Privacy 
Commission

Recommendation 2: Increase access to technology in schools and educational environments. That 
children have widespread access to the Internet via mobile phones is itself a positive position. 
The study fi ndings suggest that children are largely left to develop their digital skills and literacy 
themselves, with little guidance from adults around them, whether within the school or the home 
environment. There is little to no formal education or training for children on either the technical 
digital skills, or appropriate online behaviour. 

With no formal and universal access to technology within schools, outside of presentation devices 
in the classroom and computer labs there is little opportunity for educators to fully integrate and 
embed digital literacy and online safety into the everyday curriculum. While online access in the 
developing world has tended to leapfrog over desktop and laptop computers straight to mobile 
devices, this does make the development of increasingly important more advances STEM skills 
and topics such as coding, more diffi cult to access; the provision of more comprehensive access 
within schools, effectively managed, will enhance the realisation of the educational and knowledge-
seeking opportunities that being online offers. Explicit policies that take into account the need to 
improve access to technology, and related skills (both technical and behavioural) within educational 
environments, will greatly enhance the both the opportunities that children in the Philippines can 
access, and the quality of their experience through interaction with technology and the digital world. 

Recommendation 3: Related to this, policies are required to promote the positive opportunities 
that children benefit from online, and that enhance the skills required to take advantage of these 
opportunities. These should promote the creative and content generation opportunities that exist, 
thus ensuring the children are able to generate appropriate and positive content as much as consume 
existing content that may exist online. 
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Few children report any signifi cant involvement in community or civic opportunities that exist online. 
This may be a combination of the lack of such opportunities and activities existing online, and simply 
a lack of engagement of children in these activities and opportunities where they do exist. Policies 
should, wherever possible promote the use of the Internet and digital space as a Such policies 
should, in addition, promote the involvement of children in civic and community activities online.

Recommendation 4: Enforce the regulation and accountability of Pisonet cafés to ensure they are 
“child-friendly” establishments. While Internet cafés are not unique to the Philippines, the Pisonet 
café has assumed a particularly important place in young people’s digital environment within the 
Philippines. Given that these are the second most frequently place of Internet access for children, 
they occupy an important position with an almost unique opportunity to both contribute to the 
enhancement of young people’s digital skills and ensuing their online safety and well-being. Steps 
should be taken to maintain barangay tanod’s visibility in Internet cafes/Pisonet and enjoin the 
Sangguniang Kabataan to provide peer support and promote safe Internet use. The study shows 
that children are concentrating their time and money in accessing the Internet through these 
affordable establishments and the local business communities have an obligation to promote and 
protect the well-being of children. As a popular access point where children do spend substantial 
time online, Pisonet cafés could also serve as an entry point to referral pathways to psycho-social 
support services for children.

Recommendation 5: Existing economic and social policies and strategies should be leveraged to 
promote online safety amongst the most vulnerable and marginalized of the population. Data 
from both this study and others emanating from the region illustrate the relationship between 
economically stressed and marginalized households, and potentially disproportionate risks. This is 
particularly true for risks attached to OCSE using Livestreaming. It is one possible explanation for 
the high level of involvement in family members in reported negative online sexual experiences of 
children discussed above. The integration of online safety messaging and resources into economic 
and social welfare strategies offer two concurrent benefi ts: they by design reach those within the 
population that are often the most stressed economically, and often those within rural and hard-
to-reach communities; they also explicitly and implicitly acknowledge the relationship between 
economic and social risk and vulnerability and utilise this acknowledgement to better target those 
most at-risk for OCSEA. Initiatives such as conditional cash transfer programmes such as the 4Ps, or 
existing parenting programmes, thus offer important mechanisms to enhance the reach and better 
target online safety messaging and interventions.   

Recommendation 6: Integrate various age-appropriate aspects of digital literacy and online safety 
into the formal school curriculum, commencing at the school-entry level. Digital citizenship, or 
digital literacy, together with any aspects of online safety, are not formally integrated into any school 
curriculums or syllabus. The school is the one environment in which children spend perhaps the most 
signifi cant amount of time during their waking hours; more so in the Philippines than many other 
countries, given the high rates of school attendance at a pre-and primary level. Schools thus offer a 
particularly valuable opportunity to promote digital citizenship and positive use of digital technology. 
The DepEd should develop modules for the K to12 curriculum to include digital citizenship and safe 
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Internet use among students, starting as early as kindergarten. This should include age-appropriate 
aspects of lifeskills and sexual and reproductive health as they relate to the offl ine and the online 
environment. 

Recommendation 7: Following the above, digital citizenship (including online safety) should be 
integrated into both college curriculum and teacher-training curriculum (both formal and in-service). 
The study, framed within the broader literature, refl ects relatively low levels of digital literacy amongst 
educators. This limitation has been recognized by government. Teacher training curriculum should 
incorporate both digital technology and the psycho-social aspects of online safety, and conversely, 
identifying risks and indicators of potential harms resulting from negative online experiences, 
amongst children. 

For higher education, include topics in syllabus design—especially in Science, Technology & Society 
and in the College General Education curriculum—on the positive and potential risks of the Internet. 
These should draw on recent evidence, both global and regional, that presents both opportunities 
and potential harms. 

Recommendation 8: Invest in ongoing data collection, sharing and evidence-generating initiatives 
and networks, to inform both policy and intervention strategies. Sustainable collaboration and 
partnership of different stakeholders are critical to ongoing research and evidence-generation 
and should be utilised to promote ongoing data collection and analysis at a national and sub-
national level. One option is to establish a Philippine Kids Online Network (PKOLNet) that involves 
academic institutions, NGOs, youth organizations and the government to ensure and monitor the 
implementation of PKOLS recommendations based on the results of this study, and to promote 
ongoing research efforts.

Recommendation 9: Engage with ISPs, platform developers and industry more broadly to provide 
age appropriate mechanisms to protect children, particularly in public access points such as Pisonet 
cafés, from browser pop-ups and sexual content.  For example, security software companies may 
target middle and upper- class homes for their “Safe Family” and “Safe Home” platforms that have 
most of the necessary parental mediation and technical restrictions needed to keep young children 
(and homes) safe. A signifi cant sector of the Philippines will not be able to afford to purchase these 
systems, so government should engage with industry to freely install their products in Pisonet 
shops to block pop-ups, regulate prolonged child use of the Internet, limit access to certain adult 
sites, prevent identity theft, and complement other software features that are already available in 
their products. 

Related to this, ISPs and Telcos must be proactive in the take-down of sites or online materials that 
violate statutes and laws against OCSEA. It must be noted, however, that while evidence supports 
the effi cacy of monitoring and fi ltering software for young children, up to age nine (context and 
environment dependent), there is little evidence that these tools are effective in protecting older 
children from unwanted content.  However, industry should also ensure that platforms and sites have 
easily accessible reporting mechanisms for children to report all unwanted content, including sexual 
content, hate speech, cyberbullying, misinformation and other negative content or experiences that 
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children might encounter online.  Included in industry licensing conditions should be effi cient and 
prompt response to take-down orders and all reports received from children online.  

At a programmatic and intervention level

Data presented throughout this study show varying degrees of Internet risks to children in different 
communities. Intervention strategies should be evidence-based, provide a combination of both 
universal and targeted approaches, the latter of which should be tailored to address the specifi c 
conditions of children experiencing higher Internet risks that are more likely to lead to actual harmful 
outcomes for such children.

Recommendation 10: Integrate basic digital literacy (including online safety) into existing and 
universal parenting programmes and interventions. Findings from the study indicate that parents 
and caregivers offer limited support or guidance to children on matters relating to their use of digital 
technology and the Internet. While it is noted that this may be in part a product of limited digital 
literacy amongst the parents and caregivers (although this may not necessarily be the case), even 
those parents and caregivers lacking advanced technical knowledge of devices or the internet can 
benefi t from guidance on how best to promote the safe use of technology, as well as guidance 
on what is appropriate use – and length of use – of devices at various ages of a child and teens 
development. Similarly, the importance of skills such as open communication, confl ict resolution 
and problem-solving that parents can benefi t from in interacting with children offl ine, translate into 
positive values and skills for children online. At a universal level, such support to parents could 
be offered through health facilities offering pre- and peri-natal services, to prospective and new 
mothers, as one example. 

Recommendation 11: Identify high-risk communities and populations for targeted caregivers and 
parent’s digital literacy training. These sites should be identifi ed on the basis of objective economic 
and social criteria for (including rates of offl ine and online violence, and economic and social 
households stressors) and offer targeted parenting interventions focusing on digital literacy and 
online safety supported by government and civil society partnerships. 

Recommendation 12: Build the capacity of educators at the school level, and within schools, to 
identify the signs of online abuse and exploitation, cyber-bullying and other forms of negative 
online experiences that may impact adversely on children. This should be focused on behavioural 
and emotional symptoms as much as on the technology itself. However, it is clear from the study 
fi ndings as well as the broader literature base that a coherent strategy to enhance the digital skills 
of educators is required.
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Specifi cally, schools should be more directly involved in:

 teaching online social skills,

collaborative and immersive learning using a blended approach,

promoting creativity and innovation, and fi nally, 

developing positive self-identity and sense of self.

It is important to note that while it is important to enhance the knowledge and digital technology 
skills and expertise of teachers, the investment in building the capacity of teachers to identify children 
who may be either at-risk to or experiencing negative online behaviour, and to create a supporting 
environment, is not dependent on advances technical skills or knowledge. The lack of this expertise 
should not stand in the way of investing in the social and behavioural support that educators can 
provide.

Recommendation 13: Invest in evidence-based Peer and Bystander Support programming. Changing 
peer or bystander support behaviour has been shown to be effective in moderating and mitigating 
certain negative online behaviours, including cyberbullying and dissemination of self-generated 
images.89 The importance of peers and friends in providing a sounding board for experiences, and 
to a lesser degree simply an ear when children experience negative behaviour online, is highlighted 
in the study, with peers and friends being the most frequently consulted when children encounter 
things that upset or bother them online. Peers can play an active role and supportive role in changing 
behaviours, in encouraging help-seeking behaviour, and in positively effective bystander behaviour. 
Such interventions are most effective when implemented within the school environment. 

One mechanism to deliver peer interventions could be through School Child Protection Committees. 
Such an approach could meld interventions that target both educators and peers to provide support 
to children at-risk within the school, or simply to provide support to peers on decision-making, 
impulse control and managing adverse online experiences. There is already some evidence 
regarding the effi cacy of such approaches, such as the Safe Schools for Teens intervention, which 
has shown positive results in addressing child sexual abuse, within the Philippines, although it 
has not been tested for online child sexual abuse or other online experiences. Such an approach 
merges support for peers and integrates targeted modules into school Health and Values Education 
subjects of the school curriculum, thus providing both curriculum-based interventions and peer-
support interventions.90 

89 Salmivalli, Christina. (2014). Participant Roles in Bullying: How Can Peer Bystanders Be Utilised in Interventions? Theory 
Into Practice. 53. 286-292. 10.1080/00405841.2014.947222.

90 Bernadette J. Madrid, Gilda D. Lopez, Leonila F. Dans, Deborah A. Fry, Francis Grace H. Duka-Pante, Alberto T. Muyot. Safe 
schools for teens: preventing sexual abuse of urban poor teens, proof-of-concept study - Improving teachers' and students’ 
knowledge, skills and attitudes, Helyion, Volume 6, ISSUE 6, e04080, June 01, 2020
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Recommendation 14: Establish and promote a single CSAM Hotline, together with a Helpline, that 
is promoted through schools, civil society organizations working with children, and faith-based 
organizations. There are currently several online safety initiatives within the Philippines, working 
towards keeping children safe online. One example is the recently established #SaferKidsPH91 

which amongst other services, works with different organizations where cases of online child sexual 
exploitation and abuse can be reported. However, the success of any CSAM reporting portal, or a 
child support line such as those offered by Childlines, depends largely on the reach and awareness 
of the services offered, and the ability of the child to access such services when family members may 
be complicit in the abuse, as is indicated is often the case in this study. Schools and child and youth 
organizations offer one alternative means of facilitating access to these services when a child might 
be constrained from reporting within the household.92 

A Helpline, such as those offered by Childline, is important in that it offers a range of psycho-social 
services to children who might be victims of sexual abuse or exploitation, or who are being cyber-
bullied, or experiencing any other forms of negative online or offl ine challenges, but should be 
seen as distinct from Hotlines. As there are already several agencies and partnerships providing 
different forms of services, or referrals to services, in the Philippines, such as the #SaferKidsPH, it 
is recommended that awareness and promotion of these services be further disseminated through 
schools, faith-based organizations and community-based groups. 

Further, partnerships can be established with local platform and games developers and social media 
providers to embed reporting facilities into the platforms and services that they develop and target 
towards children, to aid reporting by children when they encounter abuse, CSAM or unwanted sexual 
contact online. 

Recommendation 15: Design a learning programme for out-of-school youth to encourage access to 
digital technology and enhance digital skills.  While most younger children in the Philippines have 
access to and attend primary school, out-of-school youth (OSY) constitute a larger proportion of the 
child population amongst older children.  As such, they have little access to formal ICT and digital 
literacy programming.  For OSYs the Alternative Learning System of the Department of Education 
should collaborate with the ICT industry in funding and running a learning program similar to the 
proposed basic education curriculum revision. 

Finally, and arguably most important, it is critical throughout all design and implementation of all the 
above recommendations that children are provided a voice throughout the process affecting them, 
and determining the most appropriate and desirable pathways to improve their online experiences, 
opportunities and futures, online and off. Children’s own voices, refl ected through meaningful 
participation should guide every effort, and should be refl ected through every stage of decision-
making and implementation, as well as through assessment and evaluation of interventions and 
strategies to ensure their safety and well-being. 

91 #SaferKidsPH is a new partnership between the Federal Government of Australia, UNICEF, Save the Children Philippines 
and The Asia Foundation. https://www.saferkidsph.org/ 

92 Note that in October 2020, at the time of fi nalisation of this report, an MoU between ECPAT and INHOPE was agreed to 
provide a CSAM reporting Hotline in the Philippines. 
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Appendix Two: The Philippines Policy Context

Review of Related Literature

This review of related literature aims to elucidate the strengths, weaknesses, opportunities, and 
threats that the most inventive platform from recent history has brought. This section encompasses 
specifi c examples of (1) emerging advantages for children, adolescents and parents across varied 
disciplines and fi elds of interest; (2) disadvantages and risks from transnational criminal activity, 
which has become immediately prevalent in the country of concern: the Philippines; (3) opportunities 
that incorporate the aforesaid advantages and disadvantages of the Internet as a tool; and (4) 
concluding remarks on potential paths for the utilization of the Internet.

Benefits and Opportunities of Online Use Available to Children

The immense benefi ts of the Internet have technologically and developmentally advanced 
countries all over the world, especially for children. These benefi ts range from upward metric 
trends in education, health outcomes, and social practices for young children in even unfavorable 
environments. Livingstone and Helsper (2010) outlined six distinct opportunities gained online in 
the areas of learning, communication, participation, creativity, expression, and entertainment. In 
education, the Internet can support quantitative reasoning, strategic thinking, and cooperation 
among children (van den Heuvel-Panhuizen, Kolovou, & Robitzsch, 2013) and even literacy (Marsh, 
2011), which are critical mental skills to hone in bridging cognitive development gaps. After all, 
these skills are necessary for the youth in developing countries to catch up with their counterparts in 
developed nations or even developed areas within the same nation with the Internet as an equalizing 
platform. Through a descriptive analysis, it was found that Malaysian children, ages 9 to 16, were able 
engage information searching, communication and entertainment activities, but this heavily relied 
on available Internet technologies and speed (Omara, Dauda, Hassana, Bolonga, & Teimmouria, 
2014). The limitations notwithstanding, these benefi ts improved participation or fostered teamwork 
for creative expression among children. 

Seminal studies on the Internet use in education in the Philippines were directed towards the 
appriopriateness of new media and technology for teaching, learning and doing research (Eugenio 
2001, Buenaventura 2001, Veloso 2003). These fi ndings confi rmed the accepted notion that Internet 
serves well in maximizing quality delivery of lessons and contents in educational settings for the 
benefi ts of students (Hoffman, Nova at Venkatesh, 2004; Ong 2014; Espiritu & Budhrani 2014). 
Thus, from late 90s to 2000s many schools and universities offered courses that were aligned 
with Information and Communication Technology. This phenomenal growth and popularity of the 
Internet in academic environment in the Philippines was a direct response to the growing needs 
of industries and companies which are heavily dependent on ICT (Tung 1998, Silva 1999, Miller 
2000, Bantug 2000, Chu 2002, Kanindot 2002, Reynoso 2002). In a related study (Nuncio 2010) 
wherein around 360 college student-respondents were purposively selected for the survey and 20 
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respondents for the FGD, the following results were gathered: slightly more female students are 
using the Internet compared with male students, 51% and 48% respectively; the Internet is mainly 
use for email, surfi ng information and research, chatting, online games, social media, blogging, 
online shopping, searching for job and travel. A key research project dubbed as e-learning outreach 
program was carried out by a team of DLSU researchers in public elementary schools in Makati and 
Cabuyao City. This pilot-study provided opportunities to students to use computers, laptops and the 
Internet to test their ICT awareness, utilization and profi ciency for a period of 2-3 months (Nuncio, 
Arcinas, Lucas, Alontaga, Neri, Carpena, 2014). The study yielded the following conclusion: that 
indigent students if given opportunties through training on how to use hardware, applications and 
softwares and the Internet and to let them use it in a semi-structured environment will can become 
ICT-literate and their digital skills enhanced through time. This project was conducted to address the 
lack of ICT infrastructure and ICT curriculum in public basic education system in the Philippines. The 
e-learning outreach program necessitates a multi-stakeholder approach to provide/donate space, 
coordination and devices that will be used to house an e-learning nook in public schools. However, 
as this provides greater opportunities to young students, parental, academic, and social safeguards 
must be in place to protect children from online abuse. 

Problems and Issues in the Education Sector

To note, current problems in the education sector like insuffi cient facilities and school buildings, 
inadequate government funding (Durban and Catalan 2012) education and labor mismatch (Orillaza 
2014) among others remain as biggest obstacles in realizing ICT4E goals. A big chunk of the resources 
of the government have been continuously utilised to fi x these perennial problems and that large 
amount of budget allocation and industry investments have poured in to address these concerns. 
Along these major problems faced by the education sector, some issues related to the current state 
of ICT4E in the Philippines may shed light: 

a. There has been no systematic and comprehensive training for teachers due to lack of or 
insuffi cient government funding, lack of or unclear policy guidelines on ICT4E and lack of or 
semi-prioritized long-term vision for an ICT-based education in the Philippines.

b. There are no clear provisions for an ICT-based education in the new Kto12 curriculum.

c.. There is a perceived gap between teachers in the public schools and private schools in terms 
of ICT4E awareness, readiness, and practice. 

The Department of Education during the time of the Arroyo Administration made some attempts 
to jumpstart an ICT-based education in the Philippines. The strategic plan was dubbed Five-Year 
Information and Communication Technology for Education (DepED ICT4E Strategic Plan) which was 
envisioned to start by 2008. That vital document contains the following vision for an ICT4E in the 
Philippines:
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“Our Vision for ICT in Education

Following the overall vision of the Department of Education (DepED), our 
vision is “21st Century Education for All Filipinos, Anytime, Anywhere. 
This means an ICT-enabled education system that transforms students into 
dynamic life-long learners and values-centred, productive and responsible 
citizens. ICT plays a major role in creating a new and improved model of 
teaching and learning where education happens anytime, anywhere. To 
achieve this vision, we will continue to use ICT to:

• revitalize our schools to make them into dynamic, collaborative, and 
innovative learning institutions where students can become more 
motivated, inquisitive and creative learners.

• link up our students with the vast networked world of knowledge 
and information to enable them to acquire a broad knowledge base 
and a global outlook and provide them with the resources for the 
development of a creative mind;

• develop in our students’ skills and capabilities to seek critically and 
intelligently, absorb, analyse, manage and present information;

• create new knowledge and products; and

• develop in our students’ habits of self-learning to nurture the attitude 
and capability for lifelong learning.” (DepED ICT4E Strategic Plan, 
2008). 

However, the plans had been shelved during the Aquino administration and that the Commission 
on Information and Communication Technology (CICT) was dissolved in 2011 and hence thereafter 
its functions and operations were subsumed under the Department of Science and Technology 
(Tuazon 2011). When President Duterte assumes presidency in 2016, he created through Congress 
the Department of Information and Communication Technology. 

Other Benefits and Opportunities

Even better, the Internet also offers benefi ts that go beyond intellectual capacity, fostering safe 
health practices and social connectedness (Strasburger, Jordan, & Donnerstein, 2010). For children 
exposed to harmful real-life situations, the Internet can be a crucial tool to escape from damaging 
circumstances and heal from trauma. For example, in a case study of Soul Buddyz in South Africa, 
the Internet was a means to provide marginalized children a safe haven from tobacco, alcohol, 
violence, and bullying. (Goldstein & Usdin, 2016). In terms of public health, the Internet has provided 
a platform to revolutionize health service delivery. For example, communication and awareness for 
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infl uenza vaccines were found to be infl uenced by Internet use (Gentile et al, 2015). Additionally, 
the Internet has become a tool to expand psychotherapy for mental illnesses among adolescents 
and children (Gnanavel, 2016). A systematic review by Calear & Christensen (2010) demonstrated a 
remission of anxiety and depression symptoms in 30-78% of children and adolescents. Other mental 
disorders can also be improved upon with online psychotherapy (Richardson et al, 2010). 

Risks and Issues of Online Abuses against Children

However, the Internet has a dark side to it. The more children use the Internet, the higher the 
opportunity cost and probability of risk exposure (Mascheroni & Ólafsson, 2014). Aside from online 
bullying, obscenity, and promotion of dangerous behaviors and offensive ideas (Broughton, 2011), 
children can become victims of sexual exploitation. The proliferation of child pornography offenses 
in the last decade were traced from numerous newsgroups and peer-to-peer networks (Westlake and 
Bouchard, 2016; Wolaka, Liberatore, & Levine, 2014). Multiple studies have delved into the traits of 
likely offenders and their motivations. Temporini (2012) identifi ed heterogeneous motivations and 
degrees of harm, i.e. addiction, among offenders. It was found that more serious offenders were 
often extraverted in nature (Seigfried-Spellar, 2014), more likely to take offensive action against 
children (Owens, Eakin, Hoffer, Muirhead, & Shelton, 2016), and -- by racial and gender profi le -- 
predominantly male Caucasians (Shelton, Eaking, Hoffer, Muirhead, & Owens, 2016). At the essence, 
sex offenders will have a distorted set of core beliefs about themselves, others, and the world around 
them (Bartels & Merdian, 2016), frequently because of overexposure to pornography. In fact, in a 
Norwegian case study, there was a high correlation between pornography consumption and sex 
crimes (Bhuller, Havnes, Leuven, & Mogstad, 2011).

However, is it possible that some victims are predisposed to be likelier targets? In case studies 
on Poland and Czech Republic, Tomczyk and Kopecky (2016) found that digital dissemination of 
sensitive data determined risky behavior, e.g. blackmail (Kopecky, 2017), online and offl ine among 
youth, prodding the need to educate schoolchildren and adolescents on the dangers of dispersing 
personal information (Görzig, 2016). This is because parental and teacher control are ineffective 
in monitoring unsafe Internet use among children (Valcke, De Wever, Van Keer, & Schellens, 2011). 
However, the propensity to be targeted increases if the child has a learning disability, as in the case 
study of the United Kingdom (Franklin & Smeaton, 2016), if the child is female (McClain & Garrity, 
2011), if the child is illiterate (Sargent, 2013), if the child has experienced abuse, fostering Internet 
addiction, as in the case study of Taiwan (Hsieh, Shen, Wei, Feng, Huang, & Hwa, 2016), and if the 
child is a runaway (Edinburgh, Pape-Blabolil, Harpin, & Saewyc, 2015).

In a qualitative review of news in the Philippines, much of the established criteria from historical 
cases was clear in national incidences. However, it is often facilitated with the assistance of a local 
Filipino profi le that runs counter to conventional belief. For example, Mayol (2017) chronicled the fall 
of the savage girl, a 23-year old Filipina who recruited children into a child traffi cking ring with her 
Caucasian male partner. The case cited horrifi c evidence from the murder of a 12-year old girl to the 
sexual harassment and torture of an almost 2-year old baby girl. The latter was fi lmed and distributed 
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for profi t in the rings of paying child sex offenders. Mayol (2016) previously wrote on another case of 
counterintuitive cases of child traffi ckers: their own mother. In this article, a 22-year old mother had 
sold photos of her nude daughters to at least 70 foreign clients and even defended her actions by 
saying that she did not know that it was wrong (Mayol, 2017). Since even a mother could publish and 
profi t from the provocative photos of her own nude children, imagine a family-run traffi cking ring. 
In a case written by Torres-Tupas (2016), a family “business” in Taguig was shut down by the NBI 
after it was revealed that a child porn website was traced to the Philippines. The police rescued “two 
boys aged 5 and 11 and a two-year-old girl” and uncovered a plethora of logbooks, pornographic 
materials, and drugs (Torres-Tupas, 2016). These are recent examples of local child exploitation that 
prodded further legal crackdown on the immoral practice. In January, Ramos (2017) wrote of the 
government’s effort to block or shut down websites known to harbor footage, media or redirecting 
links to child pornography sources.

Nonetheless, there are opportunities to enhance the benefi ts and abate the risks. Dastbaz and Halpin 
(2014) explored the use of ICT as a protection tool for children on the Internet and cite challenges to 
be addressed: awareness of the issues, legal framework for extraterritorial and cross-border crime, 
global cooperation, and technical obstacles. This has been especially challenging for states with very 
different sets of Internet regulations and social norms. Fortunately, there is a plentiful amount of legal 
literature providing insights, and possible resolutions. Routolo (2016) calls for more imaginative 
techniques in public international law, instead of the more drastic fundamental transformation. 
Svantesson (2014) discusses the expectation of global Internet intermediaries to comply with all 
laws around the world and what that may entail. Contextualizing the Internet debate in the South 
Korean experience, Lyu (2012) delves into the issue of balancing the supranational authority of the 
Internet with local social norms, concluding that there is no easy answer to reconcile the two. 

The Internet also has the opportunity for self-regulation with the inception of Internet fi lters, which 
mitigate and detect abuse (Chou, Sinha & Zhao, 2010). Self-regulation on the Internet may be able to 
fi ll in the gaps in parental fi lters. Ozgür (2016) found that parents adopted a looser Internet parental 
style as children progress in age and grade level, moving from an authoritative style to a more 
laissez-faire approach. The transition however may leave children vulnerable, thus complementary 
fi lters may be necessary to ensure Internet use remains benefi cial to children and their development. 
The Internet and its inherent legal obstacles has made it obvious that researchers and policymakers 
must fi nd solutions that are as novel as the challenges are. In case studies of Australia, Canada, 
New Zealand, South Africa and the United Kingdom, legislative and prosecution-based approaches 
were found to be inadequate (Hillman, Hooper, & Choo, 2014), leading researchers to delve to 
the grassroots level. On a microsystem level, child sexual abuse can be prevented through risk-
management strategies and training community members on proper care and interaction with 
youth. (Wurtele, 2012). A case study worth examining is the implementation of a Missing Child Alert 
program by Plan International, which provides support in intercepting child traffi cking in Southeast 
Asia (Dastbaz & Halpin, 2014). The use of operations research and analytics cites a strong opportunity 
for intercepting human traffi cking (Konrad et al, 2017).



157Philippines Kids Online
The Online Experiences of Children in the Philippines: Opportunities, Risks and Barriers

APPENDICES

Furthermore, sexual exploitation and sex traffi cking of children are considered global health 
problems with adverse consequences. Greenbaum (2014) discussed the epidemiology of child 
exploitation and medical means to identify, diagnose, and treat victims. Nurses are in a unique 
position to intervene and advocate for victims (McClain & Garrity, 2011) while health professionals 
can provide the resources needed for parents to primarily teach safe online behavior to children 
(Moreno, Egan, Bare, Young, & Cox, 2013). For example, children with additional support or special 
needs who receive discussions catered to risk management strategies and awareness of online 
risks fare better in terms of psychological well-being if misfortunate contact with a predator arises. 
(Bannon, McGlynn, McKenzie, & Quayle, 2015)

Loneliness and perceived isolation are factors that promote addiction, which can be manifested 
through depressive symptoms as an illness that can be addressed with the use of the Internet. 
Thus, to mitigate addiction among offenders and children, an ideal route would be family therapy 
and even psychotherapy, which fosters affection and cognitive behavioral treatment (Zhand, Brook, 
Leukefeld, & Brook, 2016). Parental support and education -- particularly on the mother’s side -- 
through this route decreased Internet addiction among youth (Ozgür, 2016) and enhanced positive 
behaviors in a case study of China (Yang, Lu, Wang, & Zhao, 2014), shifting the perceived social 
satisfaction need from online to offl ine (Shen, Liu, & Wang, 2013). Parents need to be more aware of 
the nature of social media sites (O’Keeffe, Clarke-Pearson, & Council on Communications and Media, 
2011) since parental mediation can lead to lower risk and harm with higher online activities among 
children (Duerager & Livingstone, 2012). In a case study in Spain, this also helped parents determine 
their attitudes and control styles to better suit and adapt to the needs of the child (Álvarez, Torres, 
Rodríguez, Padilla, & Rodrigo, 2013), which would be especially effective for youth that would self-
identify as extremely lonely (Thomas, Azmitia, & Whittaker, 2016) since it is a precursor to addiction.

With the Internet’s promise for promoting education, literacy, and development in the world, 
beginning with children, the Internet also holds the greatest threat to the same age group. The Internet 
can provide the means for global connections and provides an immense trove of opportunities 
for intercepting online crime, promoting education, effi ciently delivering needed health services to 
children and adolescents, and even improve parenting styles. Truly, the Internet has proven to be a 
boon and the epitome of technology’s mission: improving lives for generations to come, especially 
among children; however, the Internet, as a platform, has abuses that we cannot ignore. It can 
augment the depravities of users, especially sex offenders, dangerous pornography consumers, 
and human traffi ckers. It is imperative that we assess the risk among children in high-risk situations 
to protect them from predators and provide the framework that will lead to the interception, arrest, 
and prosecution of offenders. This begins with raising awareness and education among parents, 
communities and children, providing therapy and counseling to potential and current victims, and 
mitigating the impulses of traffi ckers and exploiters through rehabilitation. 
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Review on Policies, Programs and Problems 

This part of the review has scrutinized existing materials provided by UNICEF regarding the available 
materials and literatures related to the following: a. Protection of Children from Online Abuse and 
Exploitation: Capacity Gap Analysis of Stakeholders93 (2015); b. Online Child Protection Systematic 
Literature Review94 (n.d.); c. A Systematic Literature Review of the Drivers of Violence Affecting 
Children: The Philippines95  (2016).96  

Noteworthy to highlight in all reports are the growing problems and issues regarding online abuse 
against children and the common global concern to address if not mitigate those problems. In 
the Philippines, there is an imbalanced prioritization as regards the evolving nature and effects 
of ICT in all aspects of human life. The governement and industry are more focused on building 
ICT infrastructures to accommodate the aggressive markets and demands of BPOs. Major 
telecommunication companies are also fast-tracking innovative solutions to make the Internet and 
digital communication a strong feature of people connection and economic development. However, 
problems arise and specifi cally these issues among others are related to children’s online safety, 
protection and risks while they experience and connect themselves with the Internet. The European 
Commission took note of this reality: “the opportunities for human interaction offered by online 
forums, peer-to-peer exchanges, social media, and anonymous networks are too often exploited by 
people who want to harm our children” (PoC 2016, p. 10). Here are common forms and features of 
online abuses: 

• Web-cam sex tourism, commercial exploitation of children (OCP, p. 14; VAC, p. 2)

• Child pornography (PoC, p. 11)

• Cyberbullying (OCP, p. 16; VAC, p. 3) 

• Exposure to sexually explicit content (OCP, p. 19)

• Cybertraffi cking for sexual purposes (ASL, p. 27)

• Online grooming, cyber-enticement & solicitations (OCP, p. 22)

• Sexual activities and risk-taking behaviors (OCP, p. 24)

• ICT-facilitated offl ine sexual abuses (OCP, p. 24)

93 Henceforth to be abbreviated as PoC 2015.
94 To be abbreviated as OCP (n.d.).
95 To be abbreviated as VAC 2016. 
96 These reports have greatly informed the refi nements of instruments and questionnaires in adopting and adapting the Global 

Online Kids Toolkit. Please refer to the Summary of Revisions item 4 for the complete sets of revisions and refi nements 
made in the Global Kids Online questionnaire. 
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These cases of online abuses against children resulted to call for immediate actions in a global scale 
in protecting children and in empowering societies to combat these problems and issues. Together 
with the European Commission, UK, UNICEF, WePROTECT and the Global Alliance Against Child 
Sexual Exploitation a new set of strategic directions and actions are prioritized (CoP 2016, p. 10):

- Remove child sexual abuse imagery from the Internet worldwide;

- To identify and protect victims;

- Strenthen co-operation between law enforcement agencies to track down perpetrators; and

- Build global capacity to tackle online child sexual exploitation. 

What are aggravating factors and drivers of these new form of online abuses and harm against our 
children? 

1. Poverty is the number underlying factor (PoC, p. 11; OCP, p. 34) and family expectations 
leading “particularly through condoning…commercial sexual exploitation and traffi cking” 
(VAC, p. 3) and to some extent the relatives (father or uncle etc.) of the child when enticed by 
money by pedophiles “would have sexual encounter” with the child (PoC, p. 28).

2. Risk-taking behaviors of children while online like talking to strangers (OCP, p. 31), lack of 
privacy settings in their social media use (p. 32), online friendship to eyeballing/meeting-up 
(p. 32) and the rising youth’s consumerism (PoC, p. 11) and materialism. 

3. The increasing lure of sex tourism in the country that caters to foreigners usually Western 
men (OCP, p. 31, 35) wherein children are victimized using web-cam to record their sensitive 
body parts and to record sexual acts without their consent (OCP, p. 27-28) and made-to-
order brides. Related to this is the proliferation of video sex scandals by “online posting of 
compromising photographs and videos of women, children and men with or without their 
consent” (OCP, p. 45). 

4. Capacity-building, enforcement & prosecution of cases, awareness programs and 
coordination involving LGUs, social workers, health & legal personnel, community, school 
and parents are lacking if not weak to comprehensively address these problems and issues 
(PoC, pp. 40-68; OCP pp. 33-34).

5. Indecisive response of the national government to commit itself to global guidelines and 
protocols especially the four key policy targets outlined by the Global Alliance Against Child 
Sexual Abuse Online (PoC, p. 10). This is coupled with no updated reports regarding cases of 
online abuses against children by the Inter-Agency Council Against Child Pornography (OCP, 
p. 56). Courts even have no comprehensive list of sexual offenders in the country (p. 51). 
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6. The lack of proactive initiatives from major telecommunication companies and ISPs to 
monitor, self-regulate and take legal actions motu proprio against proliferation of online 
pornographic materials involving children (OCP, p. 78-80). 

7. The lack of or insuffi cient curricular enhancements, training of teachers and awareness of 
several schools and universities regarding online safety and risks for children. 

Based on the fi ndings and conclusions of the study commissioned by UNICEF (PoC 2015, p. 32), an 
ideal situation for child protection from online abuse and exploitation would require the following:

1. Committed barangay offi cials who monitor their communities and actively advocate for and 
educate on the protection of children in both physical and cyber settings;

2. Properly trained law enforcers, who are proactive and committed to investigating all crimes 
involving children with or without the help of foreign enforcement agencies;

3. Social workers trained in rescue operations and victims after care, who can help disseminate 
safety information and provide parents the tools with which to protect their children;

4. Prosecutors who the laws and are adept at prosecuting crimes committed against children;

5. A judiciary that ensures cases do not languish in court; and

6. National and local governments that work with civil society and business organizations to 
educate the community (because online child abuse is community-based), train the different 
government units involved in online child protection, provide the necessary material 
resources, and draft and implement codeds for online protection of children. 

What is also important to include in this list is the role of schools and universities to make strategic 
and specifi c information campaigns, curricular interventions and training of teachers and personnel 
regarding online safety and risks of children and protection of children against online abuses.
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Appendix Three:  Detailed Methodology

The project employed a mixed methodology combining quantitative and qualitative approaches. 
For the quantitative component, household-based surveys were conducted to obtain information 
on Children in the Philippines aged 9-17 years old who are using the Internet, and on their parents’ 
experiences and practices in mediating and guiding them toward a safer use of the Internet. 
The project utilised adapted research questionnaires for children and parents (carers) that were 
contextualized to the local setting. The surveys were either self-administered or interviewer-assisted 
using a custom-built survey app running on Android tablets. 

To validate the data and to provide an in-depth analysis, a complementary qualitative method using 
focus group discussions (FGD) is utilised. The technique used for children involves a workshop 
approach through which child-participants can be creative during open discussion and sharing of 
their offl ine and online experiences. 

The Survey

The PH Kids Online fi ndings are based on face-to-face interviews with 9-17 years old children and 
their carers conducted at home using the toolkit that was administered with the aid of a specially 
written Android mobile application.

Design Features  

A representative sample of 2,250 children aged 9-17 years old who are Internet users and one of 
their parents or carers more familiar with the child’s Internet use was selected following a multi-
stage sampling design. 

First stage: Selection of 25 provinces and cities/municipality in the National Capital Region (i.e., 
cluster of barangays) using probability proportional to size sampling with replacement. The 
estimated number of children aged 9-17 years old with access to broadband Internet was used as 
a measure of size. The provinces in the Autonomous Region of Muslim Mindanao were excluded 
because of safety and security reasons.

Second stage: Selection of 9 barangays (i.e., cluster of households) allocated proportionately 
according to rural/urban category. The barangays were obtained using probability proportional 
to the estimated number of children aged 9-17 years old. 

Third stage: Generation of sampling frame/list of children aged 9-17 years old who have used 
the Internet at least once in the last 12 months, and are residents of the barangay or have been 
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residing in the barangay in the last 6 months, and selection of 10 children allocated proportionately 
according to gender (boy or girl) and age group (9-11, 12-14 and 15-17). The frames were obtained 
from their barangay offi ces or were constructed during fi eld operation with their assistance. The 
sampled children were obtained using systematic sampling. 

Survey Administration

The PKO team spearheaded the conduct of the survey. Social preparation and fi eldwork started in 
May 2017 and was completed after seven months. It was during social preparation that residences of 
the child respondents were visited, that parents/carers and children received their letters of consent 
and assent, respectively, and that respondents signifi ed their willingness or not to participate in the 
survey. Fieldwork then commences once social preparation was completed.

Survey teams were formed for each province which was composed of a fi eld coordinator and local 
enumerators. These teams worked independently while conducting the social preparation and 
fi eldwork. Fieldwork was closely coordinated with local government units of the barangays. Some 
were even conducted together with barangay offi cials.

A total of 28 fi eld coordinators were contracted for local area coordination and pre-survey work/
social preparation which included recruiting local enumerators within the area who will serve as 
interviewers. A total of 130 interviewers were recruited based on age, educational background, and 
research experience with children. 

Questionnaire

The toolkit had been translated to Filipino to ensure that respondents would not have language 
diffi culties. Child and parent/carer respondents had the option to choose the language of the toolkit 
that they would be answering. 

The Data and its Analysis

The Dataset. 
The full dataset (SPSS raw fi le with data dictionary) is available from the PKO team and UNICEF, and 
is being deposited in the UK Data Archive. 

Use of sampling weights 

Sampling weights were applied to the data to improve the precision of the estimates. These are the 
(1) base weight, (2) non-response adjustment, and (3) post-stratifi cation adjustment. 
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Since a multi-stage sampling design was employed, the base weight was obtained by multiplying 
the inverse of the selection probabilities at each stage. To address unit non-response, an adjustment 
factor was computed. This adjustment factor was obtained by dividing the desired number of 
respondents from each province sampled by the actual number of completed surveys. Furthermore, 
weights were calibrated based on the projected number of children with access to the Internet in 2017 
by region and age-sex using a 16 (region) x 6 (sex and age group) = 96 cell calibration adjustments. 
This was done to make the weights conform to the population structure. The post-stratifi cation 
adjustment factor was computed by dividing the raking ratio solution by the sum of the adjusted 
base weights in each region by age-sex group. The product of these three was the fi nal weight given 
to the respondent. 

Data analysis 

Data collected were presented in tables reporting means and percentages that are appropriately 
weighted. Standard breaks for these tables include gender (male, female), age group (9-11, 12-14, 
15-17), and socio-economic status (low, medium, high). For statistical signifi cance testing, weights 
were not applied in the construction of 95% confi dence intervals to avoid biased standard errors. 
Use of the Out-of-the-Ordinary (OOTO) Miner

The analysis of the data collected and processed for the PKO project benefi ted from the use of the 
Out-Of-The-Ordinary (OOTO) Miner developed at the TE3D House of De La Salle University. Given a 
set of survey responses from group A, and another set of responses from group B, the OOTO Miner 
tests whether there is a statistically signifi cant difference in the way group A and group B answer for a 
given variable (question/item). It extracts those individual cases for which the respective proportions 
of answers are "out-of-the ordinary". OOTO Miner works as follows:

a. we fi rst encode all the variables/attributes and label them accordingly, plus all the possible 
values/responses per variable, and for each set of responses, we categorize the answers into 
classes. For example, class “a”: never and hardly ever; class “b”: at least once a year, at least 
once a month, at least once a day; class “x”: prefer not to say. 

b. the miner then prepares the dataset for the chi test to verify the fi t between two or more 
groups in terms of two or more categories of answers. 

c. to prepare the data for the chi test, the user chooses which variables are to be used that 
would separate the data into two sets, Set A and Set B. For example - Set A is all those who 
answered "yes" to the question, "Do you fi nd yourself unhappy, sad or tearful", and Set B is 
all those who answered “no”. 

d. The chi test miner runs over all the variables, and extracts the (subset of ) variables that are 
signifi cant at a designated level of confi dence (e.g. 99%). 
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e. pairs of datasets are enqueued, and separate chi test runs are done in sequence, one after 
another. 

f. the miner performs two other specifi c tests: 1) a z-test to determine the variables for which the 
proportion of responses of a given sample signifi cantly differs from that of the population; 
and 2) a z-test to determine whether two samples differ in the proportions of their responses 
for a given variable.

g. all extracted OOTO variables per run are listed in a comma separated variable (CSV) fi le, 
which can then be further manipulated using any spreadsheet software, such as MS Excel.
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