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This report considers both positive and negative effects that virtual environments 

could have on children; the drivers of and predictions for the growth of the metaverse; 

and the regulatory and policy challenges posed by the metaverse. The report also 

includes recommendations for government and private sector stakeholders on actions 

to take to protect children and mitigate the potential harms of the metaverse on them. 

Key points for consideration for all stakeholders are listed below. 

• While the mature metaverse does not yet exist – and some question whether it 

ever will – today’s virtual environments such as Roblox, Minecraft and Fortnite are 

considered to be early instances of where the metaverse is headed. The increasing 

popularity of social online gaming is a key driver for children to spend time in 

virtual environments. 

• Underpinning technologies on which virtual environments are built are maturing 

and becoming more mainstream. These include better and cheaper virtual 

reality (VR) and augmented reality (AR) devices (known together as extended 

reality or XR); advances in artificial intelligence (AI) to render virtual worlds and 

chatbots; and digital currencies and non-fungible tokens (NFTs) that enable virtual 

economies.

• The metaverse and XR technologies offer many potential benefits for children, 

such as in the areas of education and health. Children could learn in a more 

immersive and engaging way by travelling virtually to remote locations or reliving 

a historical event. Mental health support, such as reducing anxiety and treating 

depression, could be provided using VR that helps children learn how to manage 

their symptoms in a safe, simulated environment.

• At the same time, the potential risks to children are significant. These include safety 

concerns such as exposure to graphic sexual content, bullying, sexual harassment 

and abuse, which in immersive virtual environments can feel more ‘real’ than 

on current platforms. Further, vast amounts of data, including about non-verbal 

behaviour (e.g. gestures, facial expressions, eye movement and heart rate) could 

Synopsis
The metaverse is a proposed extension of reality in which people may be 
able to do much of what they do in the real world through an integrated 
network of three-dimensional (3D) virtual worlds or environments. 
Activities could include socializing (such as attending concerts), playing 
(through video games and world building) and working (for example, 
workplace readiness training) by way of digital avatars. This developing 
space has relevance for children as well as adults. 
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be collected in virtual environments and through XR technologies – potentially 

allowing a handful of large tech companies to facilitate hyperpersonalized profiling, 

advertising and increased surveillance, impacting children’s privacy, security and 

other rights and freedoms. 

• Many existing regulations already cover the opportunities and risks that come 

with the unfolding metaverse, virtual environments and XR technologies – even 

if their application remains to be tested in new contexts. In some instances, 

however, the coverage is partial and they may need to be expanded; in other 

cases, new regulations may be needed to address novel challenges. These are 

explored in the report.

• Given the growing interest in, and rapid advancement of, metaverse-related 

technologies, it is crucial that policies and regulations keep pace not only to realize 

potential benefits, but also so that potential harms and unintended consequences 

for children are anticipated well in advance and mitigated in regulations and 

technology design and implementation. Recommendations towards this, such as 

governments needing to assess to what extent current legislation provides cover 

for children, are provided in the report.

Tens of millions of children and young people are already active in virtual 

environments and game spaces. While it remains to be seen whether the metaverse 

is the future or just hype, or how exactly virtual environments will evolve, their 

potentially profound impact on children and youth means it is essential to engage with 

these technologies today.

Read the article What 
happens to children 
when the physical and 
virtual worlds merge? 
10 things you need to 
know... 

https://www.unicef.org/globalinsight/stories/metaverse-and-children
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Activities could include play, socialization, learning, financial transactions and work. 

The metaverse could be a parallel digital realm that mirrors and extends beyond 

the physical world, representing a unique convergence of new technologies, virtual 

marketplaces, social networks, gaming and professional workspaces. 

Elements of the metaverse are available today – often referred to as ‘metaverse 

spaces’ – in non-immersive forms that are unconnected to one another, such as the 

play environments of Roblox, Minecraft and Fortnite where children create 3D worlds 

or meet in the thousands for music concerts. Stand-alone virtual worlds, from the 

early days of Second Life in 2003 and Club Penguin, which was designed for children 

and had an active user base as early as 2007, are on the rise. As described in the 

chapter in this report on drivers and predictions for the growth of the metaverse and 

XR, some technology companies are investing significantly in creating or expanding 

their metaverse-like spaces and governments are providing financial support to their 

domestic virtual environment industry. A few governments are working on setting up 

a presence in virtual worlds to better reach their citizens.

If the metaverse is fully realized and used as its proponents hope, it could potentially 

have profound impacts on children and youth who are already the most active 

age cohort online. In a US survey, Generation Z respondents (those born between 

1997 and 2012) expect to spend 4.7 hours per day in metaverse spaces by 2027.1 

As this report shows, the metaverse and XR technologies raise key opportunities 

and concerns for children depending on how they are designed and developed. 

They could usher in new opportunities in areas such as social interaction, identity 

development and the provision of education and health care. Or they could move 

us towards “an era of constant reality capture”2 – including data collection on body 

movements, facial expressions and eye tracking – to profile, surveil and influence 

child users as never before. They could lead to innovations in how to achieve safety 

in complex virtual worlds or exacerbate the limitations of current approaches 

to content moderation and online safety for children in the digital environment. 

Immersive virtual spaces could allow for new forms of participation and freedom 

Why focus on the metaverse 
and XR?

The metaverse is not an easy concept to grasp; there is no agreed upon 
definition of what it is or what it may become. The metaverse does not yet 
fully exist, and some believe that it may never mature as predicted. However, 
the broad consensus is that if it does mature, the metaverse will be an 
integrated network of 3D virtual environments or worlds in which people will 
be able to do much of what they do in real life. 

The metaverse 

could be a great 

leveller for digital 

opportunity, or 

it could further 

worsen today’s 

digital inequity

1. 
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of expression for children, or undermine their freedom of thought and privacy, or 

perhaps both. The metaverse could be a great leveller for digital opportunity, or it 

could further worsen today’s digital inequity.3

It is important to note that the metaverse is not XR; XR technologies simply offer 

users a way to experience virtual environments. The metaverse ecosystem will 

include many elements, from content, applications, hosting platforms, hardware 

infrastructure, and devices, to systems for payments and monetization, identity and 

authentication, security and governance. While XR is just one aspect of the metaverse 

ecosystem, we have chosen to explore it alongside the metaverse because it is 

an existing set of technologies that offers cues as to what may lie ahead in future 

metaverse applications, especially given its immersive qualities. XR technologies 

have received attention as a potential developmental tool for children,4 and have 

been the subject of research to gauge the opportunities and risks they present. As the 

metaverse is still developing, we can’t yet say with certainty what impact it will have 

on children. However, we can draw some lessons from our knowledge of the impact 

that current technologies, and online and gaming platforms, have on children’s well-

being. We can also learn from approaches used so far to mitigate the negative impact 

of these technologies. This report is thus grounded in the present as well as forward 

looking, and draws on existing research, technological advancements and policies to 

inform our thinking about the future. 

Scope and target audience of the report 

The report aims to answer the following questions:

• What makes up the metaverse ecosystem?

• What are the drivers and predictions around the growth of the metaverse and XR?

• What are the potential positive and negative impacts of the metaverse and  

XR on children?

• What are the regulatory and policy perspectives on the metaverse and XR?

The report is primarily aimed at two audiences: 

• Government policymakers drafting or reviewing legislation, and regulators that 

oversee the legislation, who need to understand this topic and how it relates to 

children. Also government stakeholders who are assessing the potential impacts 

of the metaverse and XR, investing in these sectors or setting up spaces in virtual 

environments. 

• Technology companies providing metaverse-related products and services and 

developing codes of conduct guiding their use.

We conclude the report with policy and practical recommendations for both groups. 

Other stakeholders in the virtual environment, XR and gaming ecosystem, including 

United Nations bodies, civil society organizations and academia, should also find 

the report useful in thinking about how to best empower and protect children in this 

nascent digital space.
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How the report was developed

To develop the report, we reviewed available scholarly and grey literature, analyses 

and predictions that cover the metaverse, XR and children. Given the limited 

information that is available on the metaverse and children’s rights, UNICEF and Diplo 

convened a roundtable in June 2022 with 30 experts to complement the literature 

review. They ranged from civil society (IEEE Standards Association, Information 

Commissioner’s Office, United Kingdom, Joan Ganz Cooney Center, World Economic 

Forum and World Wide Web Foundation), academia (Berkman Klein Center for Internet 

& Society, Harvard University), government (Government of Barbados and eSafety 

Commissioner, Australian Government), and the private sector (Imìsí 3D, Meta, LEGO 

and Roblox). The participants joined the event remotely from across Africa, Europe, 

Latin America and the Caribbean, the Middle East, North America and Oceania. The key 

messages of the roundtable are incorporated in this report.
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Today, however, it is being trumpeted as the opposite: a future place of opportunity 

and prosperity. Even as there is yet no common understanding of the metaverse, one 

widely referenced definition by metaverse analyst Matthew Ball7 gives it the following 

characteristics: 

• it is “an interoperable network of real-time 3D virtual worlds”; 

• it is “persistent” – in other words, it does not end when a user logs out or leaves it; 

• users have a “sense of presence” in the virtual environment; 

• and there is “continuity of data”, such as identity, actions, communications, and 

payments, meaning that when a user comes back into the metaverse, everything 

they did before is still there. 

While the metaverse is under development, and XR is recognized as ideal to its 

full experience, “hundreds of millions are already participating in [non-immersive] 

virtual worlds on a daily basis (and spending tens of billions of hours a month inside 

them) without XR devices.”8 Today there are virtual environments for children; some 

are immersive such as Rec Room,9 some not, such as Minecraft,10 which are not 

connected to each other. Development of such metaverse-like spaces is being driven 

by a convergence of several technologies and digital trends that will make up the 

overall ecosystem.

Some of the key underpinning technologies on which virtual environments are built, 

and on which the metaverse will be built, are briefly explained below.

What makes up the 
metaverse ecosystem?

The term metaverse5 is derived from the 1992 science fiction novel Snow 
Crash,6 which depicts it as a dystopia in which humans, behaving through 
programmable avatars, interact with each other and non-human avatars, in a 
3D virtual space that uses the metaphor of the real world.

2. 

Hologram surgery with MR

Image: iStock

Haptic glove 

Image source: 
Plexus

AR with Pokémon Go 

Image source: Chris Helgren/Reuters 
in Malik, O. (2016). ‘Pokémon Go will 
make you crave augmented reality’, 
The New Yorker

VR headset  
and controllers 

Photo by stem.T4L  
on Unsplash 

https://recroom.com/
https://www.minecraft.net/
https://www.istockphoto.com/photo/innovation-and-medical-technology-concept-surgeons-team-using-hi-tech-modern-virtual-gm1300936565-393105776
http://plexus.im/
https://www.newyorker.com/tech/annals-of-technology/pokemon-go-will-make-you-crave-augmented-reality
https://unsplash.com/photos/AplbmIMHwAE
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Key technologies underpinning virtual environments 

Extended reality (XR) is an umbrella term used to 

describe immersive technologies of VR, AR and 

mixed reality (MR).

Virtual reality11 uses hardware and software to 

create an artificial environment that looks and 

sounds real. VR simulates 3D experiences by 

recreating parallel or fictitious surroundings in 

which the user immerses themself completely, 

often using a VR headset and hand controller 

for navigation and haptic feedback. The user’s 

perception is that they are detached from the 

physical world. Oculus Quest and PlayStation VR 

are examples of popular headsets used  

by children. 

Augmented reality12 overlays our view of the 

actual world with digitally generated real-time 

sound and vision. The user usually views the 

combined actual and digital content through a 

handheld device or smart glasses. AR became 

mainstream in 2016 with the rise of the Pokémon 

Go game,13 which involved players using their 

devices to locate virtual characters overlayed onto 

real-world surroundings. Aside from gaming, 

AR can be used in many other contexts, from 

shopping where you can visualize a product in 

your house before buying it,14 to education where 

students and teachers can overlay information, 

visuals, and other content onto the real world, 

such as overlaying past events onto historical 

buildings.15 

Mixed reality16 combines elements of both VR and 

AR. In mixed reality settings, digital content blends 

into the physical environment: virtual objects or 

characters behave as if they are real, interacting 

with light, sound and space. Physical objects that 

you hold, for example, can also appear in the 

virtual environment. MR devices are envisioned 

as tools that will provide value to various sectors, 

including manufacturing, education and health. 

The first so-called hologram operation was 

performed17 using Microsoft HoloLens 2. It allowed 

surgeons to have visual representations of relevant 

information during the surgery, including real-time 

access to patient data.

Haptic technologies18 stimulate our sense of touch, 

enhancing the user experience by adding tactile 

feedback. Simple haptics are already integrated 

into mobile phones, controllers and wearable 

devices. Haptic suits with multiple sensors provide 

a more immersive experience. 

Artificial intelligence (AI) describes machine-based 

systems that can, given a set of human-defined 

objectives, make predictions, recommendations, 

or decisions that influence real or virtual 

environments.19 AI will play an important role 

in supporting immersive technologies and the 

functioning of the metaverse. For example, it will 

render virtual worlds, drive digital 3D versions of 

chatbots thereby shaping interactions with other 

avatars, and enable real-time translations through 

natural language processing.20   

Blockchain21 technology, a distributed and secure 

ledger of transactions, allows the ownership of 

digital assets – be it digital money or content. 

Blockchain enables cryptocurrencies such as 

Bitcoin or Ether and some digital avatars. It also 

supports non-fungible tokens (NFTs) – digital 

tokens that represent non-fungible assets in 

the real or digital world (such as art, music, 

real estate, or in-game items), as these are 

stored on a blockchain. While it is expected that 

cryptocurrencies and NFTs will play a pivotal role 

in enabling the economic and trade potential of 

the metaverse, it is important to note that virtual 

economies that use neither cryptocurrencies nor 

NFTs have existed for some time. Second Life, for 

example, was one of the first virtual economies, 

where users can still create, sell, and buy goods 

and services using its in-game digital currency, the 

Linden dollar, which is not based on blockchain.

TECHNOLOGIES

https://www.esafety.gov.au/industry/tech-trends-and-challenges/immersive-tech
https://dig.watch/trends/pokemon-go-digital-policy-age-augmented-reality
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Neurotechnology22 enables a direct connection 

of technical components – such as electrodes or 

computers – to the human nervous system. The 

hardware is meant to either record signals from 

the brain, often ‘translating’ them into technical 

control commands, or to manipulate brain activity 

by applying electrical or optical stimuli. In the 

context of VR and the metaverse, neurotechnology 

could in the future allow users to control their 

avatars and communicate with others, through just 

their thoughts. While such applications may not 

be fully developed for some time, companies are 

already working on ‘neural control interfaces’.23 

Beyond the underpinning technologies, additional elements are needed to develop 

the metaverse ecosystem. As Matthew Ball notes, “The Internet as we know it today 

spans nearly every country, 40,000 networks, millions of applications, over a hundred 

million servers, almost 2 billion websites, and tens of billions of devices...Though the 

Internet is resilient, wide-ranging, and powerful, it wasn’t built for live and interactive 

experiences involving a large number of participants.”24 The metaverse ecosystem 

(see Figure 1) will require enablers (from payments and monetization to drive the 

virtual economies to security and privacy to ensure trust), infrastructure and hardware 

(from massive computing power to render 3D worlds to XR devices), platforms (to 

host creators and 3D spaces), and content and experiences (accessible via applications 

and virtual worlds). Each of these layers represents entire industries and sectors, 

indicating the complexity of the ecosystem. It is out of the scope of this report to 

explore each layer, but a key theme is that while there are existing technologies, 

standards or policies surrounding the elements, they collectively do not make up a 

fully realized metaverse. Global collaboration and technological advances will be 

needed for this to happen, and in a way that upholds child rights.

The Metaverse,  
XR and Children

Source: McKinsey & Company (2022). ‘Value creation in the metaverse: The real business of the 
virtual world’

Figure 1: Layers of the metaverse

https://www.newyorker.com/tech/annals-of-technology/pokemon-go-will-make-you-crave-augmented-reality
https://www.mckinsey.com/~/media/mckinsey/business functions/marketing and sales/our insights/value creation in the metaverse/Value-creation-in-the-metaverse.pdf
https://www.mckinsey.com/~/media/mckinsey/business functions/marketing and sales/our insights/value creation in the metaverse/Value-creation-in-the-metaverse.pdf
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While it is uncertain how the metaverse will evolve, Deloitte25 offers three 
potential scenarios that may be useful: “low orbit: the metaverse excels 
at certain things but never becomes a general-purpose platform; double 
star: there is not a single metaverse, but a handful of major players vying 
for a share of a dynamic marketplace; or big bang: an open, interoperable 
metaverse becomes the dominant interface through which we conduct  
most of our daily activities.” Some of drivers that could influence what shape 
the metaverse takes are described below. 

Beyond the maturing of the technologies underpinning the metaverse, including 

innovations in AI, blockchain, wearables and VR, the ongoing increases in computing 

power, cloud infrastructure and connectivity are key enablers of more immersive 

environments. The development of quantum computing could also add much-needed 

computational power26 to the metaverse, VR and MR, translating to more immersive 

and seamless experiences – a main selling point for these technologies. Low-cost 

solutions have also emerged from the tech industry, such as cheaper VR headsets, 

which are expected to make the metaverse more accessible to consumers and 

businesses alike. A recent forecast from The Economist27 predicted that worldwide 

shipments for VR and AR headsets will increase from just under 20 million in 2022 

to 50 million in 2026. While these figures are high, to put them into perspective, 

approximately 1.35 billion smartphones28 were shipped in 2021. While the XR market 

is still in the growth phase, many virtual environments will continue to allow for non-

immersive access from PCs and mobile devices (not using XR devices).29

Another key driver for the metaverse is potential market growth. The disruptive 

power of the metaverse and its related technologies is predicted30 to transform entire 

markets and it has been estimated31 that by 2030, VR and AR technologies could 

contribute a total of $1.5 trillion to global GDP (see Figure 2). There are many business 

opportunities and investments to be made in XR technologies and companies from 

varying sectors. In the first five months of 2022, corporations, venture capital, and 

private equity have already invested more than $120 billion in the metaverse.32 Many 

companies are considering developing their own enterprise metaverse-like spaces to 

support their business operations and clients, by merging immersive technologies 

with AI and business intelligence (examples include NVIDIA Omniverse and Microsoft 

Mesh). For example, Facebook altered their business strategy when they rebranded 

as Meta and formalized the company’s focus on developing the metaverse. Chinese 

While the XR 

market is still in 

the growth phase, 

many virtual 

environments will 

continue to allow 

for non-immersive 

access from PCs 

and mobile devices

What are the drivers and 
predictions for the growth of 
the metaverse and XR?

3. 
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National and regional governments37 have also begun to show interest and formulate 

their own metaverse strategies and activities. For example, in the USA, immersive 

technologies are being seen as an emerging focal area at the Congressional level,38 

where legislation has been proposed39 to help ensure that the country maintains 

a competitive edge in innovative infrastructure and STEM education, as well as 

investments in immersive technology research. Furthermore, the US military is 

planning to build its own metaverse40 and use VR and AR to help aid its military 

training. Other countries, such as South Korea, are investing millions of dollars in the 

metaverse industry to help support public-private partnerships and create new jobs.41 

The European Commission recently officially launched its Virtual and Augmented 

Reality Industrial Coalition,42 bringing together stakeholders from key metaverse 

technologies. The coalition calls for investment in European VR/AR companies, 

the development of common technology standards based on European values, 

awareness-raising of the potential of VR/AR for commercial and societal purposes, 

and an analysis of the potential impacts of VR/AR on society, human rights and the 

environment to shed light on potential risks and identify areas where guidelines for 

proper use of the technology might be needed. Recently, the city of Shanghai released 

its five-year development plan to encourage the application of the metaverse in public 

services and social entertainment, among other areas, and increase research and the 

tech giants33 are also building out their metaverse and XR capabilities. Morgan Stanley 

estimates the metaverse market in China could eventually reach $8 trillion.34 Another 

driver of commercial interest in the metaverse is its potential to enable new forms 

of marketing35 that are highly personalized and placed directly in virtual games and 

experiences. One estimate holds that spending on metaverse advertising is on track to 

total between $144 billion and $206 billion by 2030.36

Source: PwC (2019). ‘Seeing is Believing: How virtual reality and augmented reality are transforming 
business and the economy’ 

Figure 2: VR and AR projected contribution to global GDP
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development of underpinning technologies.43 In 2021, the Government of Barbados 

announced it would be the first country in the world to establish an embassy in the 

metaverse by working with a few existing VR platforms.44 

The popularity of gaming and online social interactions is being seen as a major 

catalyst for the advancement of the metaverse45 and is driving the demand for more 

immersive and virtually connected experiences. Gaming, in particular, has been 

“critical in seeding the metaverse”.46 Limited in-person social interactions resulting 

from the COVID-19 pandemic lockdowns have further spurred consumer interest47 in 

virtual live events and entertainment. While various forecasts anticipate an increase 

in the adoption of XR technologies among consumers, there is a lack of data on 

children’s potential uptake. However, we can look for early indications of children’s 

use of XR based on the popularity of online gaming platforms and the investments 

major companies are making to further develop virtual environments, especially in 

the gaming, entertainment and social media sectors. In 2016, it was predicted48 that 

by 2025 the gaming industry would see the largest uptake in VR and AR technologies, 

followed by the health care, engineering, live events and video entertainment 

industries (see Figure 3).

In 2021, the global video games industry generated approximately $176 billion in 

revenue.49 These earnings are expected to continue to increase at a rapid pace, 

especially in China, the USA, Japan and South Korea, the four largest gaming 

markets.50 Worldwide, there are an estimated 2.7 billion gamers, and children and 

young people are considered a key consumer group. Although gaming statistics 

do not always provide age-segmented information, recent reporting51 shows that 

30 per cent of new gamers are under the age of 25. The popular online platform, 

Roblox, is dominated by young users with 26 million daily active users under the age 

of 13.52 Large children’s gaming companies, such as Roblox, Minecraft and LEGO 

(in partnership with Epic Games), have announced plans to further develop their 

metaverse spaces. Chinese gaming and social giants Tencent and ByteDance have 

also made their metaverse ambitions and major investments known.53

Source: Goldman Sachs (2016). ‘Virtual & Augmented Reality: The Next Big Computing Platform’ 
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https://www.cnbc.com/2021/12/31/shanghai-releases-five-year-plans-for-metaverse-development.html
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Key opportunities 
Learning, playful development and socialization

Today XR-related technologies offer the potential for children to learn in a more 

immersive and engaging way54 by enabling experiences that may not have otherwise 

been possible. This could include travelling virtually to museums or remote locations, 

or reliving historical events virtually. Such educational opportunities will be equally 

possible in the metaverse. They could be especially powerful if the virtual and real 

worlds could be melded “in ways that preserve real teacher-child, caregiver-child, 

and child-child social relationships.”55 Through the use of simulations, VR tools and 

software can provide workplace readiness training56 by offering a space for young 

people to gain real-world skills with the freedom to safely make mistakes and learn 

from them. This is especially useful in cases where employees are expected to 

operate highly technical machinery, work in dangerous settings and follow emergency 

protocols in unexpected situations. 

Many virtual environments allow users to develop and customize avatars, create 

objects and engage in world building. The “open-ended and creative design 

features” stimulate children’s imagination and support play, notes Sonia 

Livingstone, a professor at the London School of Economics and Political Science 

who researches children, media, and the internet.57 Virtual environments also 

facilitate identity development in a playful setting not possible in the real world. 

Virtual environments can facilitate new forms of social interaction, from shared 

entertainment experiences, such as at large-scale virtual concerts, to collaborations 

during game play or creative exercises – done together while being physically 

apart. Virtual events are popular:58 in 2021 singer Ariana Grande drew a record 78 

million players to her concert in Fortnite, with Lil Nas bringing 33 million users to his 

concert in Roblox. These experiences could offer new ways for children to gather 

The trends described above are pointing to a possible societal shift 
that comes with great promise and hope, but also risks and unintended 
consequences. The non-exhaustive list below explores key potential 
opportunities and risks, some of which are known today based on XR-related 
research, and others which are anticipated given the expected role of XR in 
the metaverse experience. In some cases, the potential impacts present both 
opportunities and risks for children. 

What are the potential impacts 
of the metaverse and XR on 
children?
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and communicate, in both large and small groups, also allowing children to exercise 

their right to peaceful assembly and civic participation. 

Health and safety

Virtual environments are being used to offer mental health support in a range of 

contexts, such as immersive therapy to help children with autism spectrum disorder 

(ASD) prepare for public speaking.59 VR tools can provide therapeutic benefits and 

potentially aid patients to reduce anxiety and depression and treat chronic pain.60 AR 

fitness apps61 aim to increase physical exercise by offering tailored activities, personal 

virtual instructors and fun elements such as immersive games.

The metaverse and virtual environments may provide additional mechanisms for 

personal safety, which are unavailable in the real world. For instance, in Meta’s 

‘Horizon Worlds’ users can instantly activate a protective bubble or move to a ‘Safe 

Zone’62 when they are feeling threatened, so that no one can approach, talk to or touch 

their avatars. They can also mute, block and report content or people. Other platforms 

are also introducing a personal boundary safeguard, with a minimum pre-set distance 

between a user’s avatar and their non-friend avatars.

Accessibility and inclusion 

The immersive nature of the metaverse has the potential for it to be accessible 

to users with disabilities.63 For example, to help people with visual impairments, 

colourblind mode is already available in several games, and such users may engage 

in games without viewing the graphics, relying on audio or haptic motion interfaces 

instead. People who use alternative methods of communication can use a soundboard 

to have conversations through a text-to-speech feature and create a unique voice 

for their character or avatar. “If inclusion and accessibility are at the forefront 

of its design, the metaverse could prove to be more usable than current digital 

experiences”, notes Geoff Freed, a digital accessibility expert.64 More broadly, through 

real-time automated interpretation, the metaverse could foster inclusion by allowing 

users who speak different languages to interact.

These experiences 

could offer new 

ways for children 

to gather and 

communicate ... 

allowing children 
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Leveraging XR technologies to tackle real-world challenges for children

UNICEF has been supporting start-ups around the 

world, such as those described below, that use XR 

technologies to provide learning and mental health 

support for children.65

Ideasis,66 from Türkiye, has developed Vivoos VR, 

a tool that supports mental health practitioners in 

the treatment of phobias and anxiety disorders of 

children and young people, while making therapy 

time cost-effective and more accessible. The 

solution offers full control over scenario events, 

realistic visuals, and real-time physiological 

monitoring in order to create immersive 

experiences that provide the desired level of 

exposure, while reducing the potential risks of 

real-life exposure.

Veative,67 from India, creates VR content for 

schools and industry to better learn abstract 

subjects such as science and mathematics through 

interactive activities and experiments. Veative's 

library, some of which is openly licensed, contains 

over 500 modules of learning content.

Imìsí 3D,68 from Nigeria, has developed AutismVR, 

a VR game to help young users and adults simulate 

interactions with children with ASD. The game, 

which uses AI techniques, is designed for non-

autistic young users and adults, notably siblings 

and caregivers, to gain a better understanding of 

the range of behavioural capacities and challenges 

that characterize autistic children and therefore 

help support their needs and development.

Key risks
Safety and security

There are concerns that virtual environments may lead to exposure to harassment, 

including sexual harassment, abuse and exploitation and hate speech.69 After 

researchers from the Center for Countering Digital Hate spent 12 hours in a popular 

VR social platform they found that users, including children, were being exposed to 

abusive behaviour.70 This included minors being exposed to graphic sexual content; 

bullying, sexual harassment and abuse of other users, including minors; and minors 

being groomed to repeat racist slurs and extremist talking points. The aspect of 

immersion could amplify the effects of such incidents. The Australian Government’s 

eSafety Commissioner notes that “by providing hyperrealistic experiences – where 

EX AMPLES

Source: Mohini Ufeli for Imìsí 3D, in UNICEF (2021). ‘Imìsí3D: Case study’, Office of Global Insight and Policy, New York. 

https://www.unicef.org/globalinsight/media/2176/file
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virtual sensations feel real – immersive technologies could increase the impact of 

negative interactions [such as cyberbullying, grooming children for online sexual 

abuse, and image-based abuse], and lead to a rise in online assaults and abuse.”71 

Women who experienced virtual sexual harassment said they believed and felt the 

assault to be ‘real’.72 Such reports have prompted platforms to introduce the safety 

features, described above. New forms of behavioural cyberbullying may emerge, 

such as avatars throwing virtual objects at other avatars. Overall, virtual environments 

raise the need for behavioural moderation, not just content moderation. This will be 

more challenging to implement than current policing of text and video, but because 

the “metaverse provides a more immersive experience, it is crucial that the safety 

concerns it raises are proactively addressed”, notes the Brookings Institution.73

Similarly to some existing platforms today, such as social media, the metaverse may 

fail to prevent children from entering environments that are not designed for them. 

Since many gaming companies recommend (but do not insist) that children under the 

age of 13 do not use their VR products, it is unclear if and how future VR and AR games 

may take younger users into account. Already there have been reports of children 

using platforms designed for users over 18 years old,74 which therefore do not have 

parental controls and guardrails for younger users, such as the ability to disable chat 

functions.75 Experts worry that people seeking to harm children online – for example, 

through sexual harassment or grooming for sexual abuse – will capitalize on this.76 

Currently, age assurance tends to fall mostly on the users themselves, something  

tech-savvy children can easily bypass. More robust age verification tools, or parental 

controls, can be more effective but are also not a silver bullet. Age verification can 

bring its own challenges, such as those relating to data protection for children. 

As noted above, virtual worlds had economies – and challenges associated with 

them – well before the concept of the metaverse entered the global discourse. One 

set of problems relates to the governance of these economies: private companies 

either directly set exchange rates or the supply of tokens, or set the prices and 

supply for in-game or in-world items, which makes them de facto central banks or 

treasuries with no real accountability.77 A second set of problems concerns the grey 

area between heavily regulated offline markets and economic activities (including 

labour markets, borrowing and lending, and the provision of financial services) 

and their counterparts in the virtual world. Cryptocurrencies, for example, fall on a 

broad spectrum of regulatory treatment in different countries78 and in unregulated or 

insufficiently regulated environments, children may be vulnerable to financial impacts 

or exploitation. Further, in the online gaming world there have been reports for many 

years of players being paid low wages to spend excessive amounts of time collecting 

in-game items, which are then sold on.79 With increased virtual environments 

built around virtual economies, there is the potential for this kind of commercial 

exploitation of children in the metaverse, especially the most vulnerable who may not 

have the ability to convert virtual currency to fiat currency (in other words, national 

currency) themselves.

Cybercrime is already taking place in virtual environments, from reported scams to 

phishing campaigns.80 As reports show, security issues concerning digital currencies 

are becoming more common, NFT frauds81 have recently skyrocketed, and illegal 
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uses of cryptocurrency,82 such as money-laundering, may become more prevalent. 

According to some studies, security flaws in wearable devices83 and VR headsets84 

have already been uncovered to show how they can be hacked. This can result in 

the user’s private information, either stored on the device or sent over the internet, 

being accessible to hackers. It also potentially gives hackers control over the device 

and the content the victim receives, such as unwanted contact and content. Finally, 

without rigorous identity authentication in virtual environments, there is the risk 

of identity theft and avatar duplication and misuse,85 which could leave children 

exposed to fraud or being potentially wrongly accused of offences they did not 

commit. According to a UNICEF report, cybersecurity experts have detected a rise 

in sophisticated cyberattacks that manipulate children in order to steal their identity 

credentials and biometrics profiles, with lifelong security implications.86 The report 

notes that such threats are “becoming rampant on platforms like TikTok, Instagram, 

Facebook and Snapchat but will be amplified in the metaverse and in expanding 

networks of personal, often unsecure devices.”

Children’s development

Metaverse and XR-related technologies could pose risks for children’s cognitive 

and social development. In a study87 on how adults and children respond to VR 

experiences, adults were able to use their prefrontal cortex to regulate what their 

brains were processing during a fictitious simulation. The children in the study 

(median age of eight years) did not do so to the same extent and, as a result, 

could not always distinguish the difference between the virtual and the real world. 

Thomas Baumgartner, a neuroscientist and author of the study, notes that children’s 

“prefrontal cortex is far from being fully developed at this age.”88 As virtual 

environments become more realistic and immersive, the line between the virtual 

and real world could be even harder for children to grasp, impacting children’s 

understanding of reality. 

The merging of XR headsets with brain-computer interfaces (BCIs) such as 

electroencephalogram (EEG) sensors could “permit app developers and game 

designers to make ‘personalized games’ that respond differently based on whether 

a user is excited, happy, sad, or bored”, according to the XR Safety Initiative (XRSI).89 

While such levels of personalization hold many potential benefits for play, learning 

and health care, experts have warned that the metaverse could enhance a fractured 

view of reality,90 resulting in echo chambers, virtual filter bubbles, or parallel realities. 

Even without neurotechnology, two users in the same virtual environment could 

see different advertisements, political messaging or activities without knowing it, 

making it more challenging to identify misinformation and division. One prediction for 

the future of advertising in the metaverse holds that traditional marketing methods 

such as pop-up ads and promotional videos will be replaced by objects, activities 

and content delivered by computer-generated personas, that look and feel real, and 

tailored to each user’s profile and virtual experience.91 Children, in particular, may 

be at risk of being unable to detect these segmented realities due to their evolving 

cognitive capacities.92 

There is also a risk that spending too much time in immersive virtual environments 

can encourage a limited view of social interaction. Children may come to think of 
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these spaces and, later, the metaverse, as a replacement for in-person communication 

or experiences. The Australian eSafety Commissioner is concerned that “being able 

to access unlimited extreme or intense experiences, or an environment that is more 

comfortable or attractive than reality, may make it difficult to leave the virtual world 

and participate in actual experiences and relationships.”93 

Health and well-being

Some experts are concerned about the health risks associated with VR usage, saying 

it could increase fatigue, damage hearing, and cause myopia or near-sightedness.94 

VR use can also result in scenarios that are dangerous to a person’s physical safety. 

Because these devices obscure the users’ view and awareness of their physical 

surroundings, people can easily trip, knock into objects or walk into unsafe spaces.95 

Device manufacturers recommend setting up safe physical spaces and virtual 

boundaries to address this risk.

Researchers96 have shown that VR alters the perception of time spent in virtual 

environments, which could potentially result in excessive use. Without realizing it, 

children may spend too much time online in the future metaverse and not engage 

in a balanced and healthy lifestyle of exercise, real-world socializing or school 

activities. Owing to the immersive qualities of VR games, “children may need 

additional support to find a healthy balance between gaming and other activities,” 

notes UNICEF.97 This could include addressing design features in current and future 

technology that keep children playing without taking breaks. For instance, UNICEF 

and the LEGO Group initiated the Responsible Innovation in Technology for Children 

project,98 which promotes ‘well-being by design’ to inform design choices that can 

promote positive well-being outcomes for children.

In virtual environments, customizable avatars represent the users’ real or imagined 

selves and will likely serve as the primary means to communicate and interact 

with others. While supporting personal expression for children, this immersive 

hyperpersonalization may lead users to create and normalize an idealized – and 

otherwise unattainable – body,99 fuelling negative body image perceptions (body 

dysmorphia) in the real world, especially in relation to physical traits that often draw 

discrimination such as disabilities, skin colour and ethnic features. 

Personal data and privacy

Providers of metaverse spaces and XR technologies could be the main gatherers 

of vast amounts of data about users immersed in virtual environments, including 

kinetic data (such as body movements, facial expressions, eye tracking and pupil 

dilation), physiological data (such as skin temperature and heart rate), brain activity, 

and other health data, considered ‘sensitive’ data under the European Union’s General 

Data Protection Regulation (GDPR). In addition, providers of services within virtual 

environments, such as advertising companies, game developers and governments, 

will also be collecting data on their users. According to the Brookings Institution, 

“When used for good, this data could lead to innovative and personalized experiences, 

but the potential exploitation and sale of this data leads to major privacy and human 

rights concerns.”100 

Read The Case for 
Better Governance  
of Children’s Data:  
A Manifesto

https://www.unicef.org/globalinsight/reports/better-governance-childrens-data-manifesto
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From behavioural, physiological and mental 

tracking in future VR experiences, it will be 

possible to capture not only a user’s outward 

behaviour but also their physiological and 

physical reactions to specific situations, allowing 

AI systems to infer certain mental responses, as 

illustrated in this example from Urvashi Aneja:101

Imagine a user that sees a picture of a shiny red 

car – in a VR experience, their emotional response 

can be analyzed and tracked, including how it 

changes over time. Pupil dilation could convey 

the excitement the user feels at seeing the car and 

galvanic skin responses can tell us how intensely a 

person feels a particular emotion.

Such detailed data, including from involuntary 

physical reactions, could be used by the tech 

platforms gathering the data or by those it is sold to 

in the form of profiled user groups for personalizing 

entertainment content, or for microtargeted 

advertising and marketing at scale and precision, 

bringing both opportunities and risks. 

Collection of data about non-verbal behaviour102 brings into question meaningful 

consent to data sharing. It can infringe upon a child’s right to privacy as algorithms 

can make inferences about their preferences, including gender orientation, and 

dislikes. Neural technologies could amplify this risk on an individual and collective 

level, especially for children. The capacity to monitor and shape their neural activity 

and mental states would have implications for mental privacy, integrity and 

psychological continuity (the idea that an individual’s sense of self is based on their 

own memories and awareness). Further risks related to the large stores of collected 

data include increased identity theft, fraud, scams and doxing.103

Given the unprecedented amounts and types of data that will likely be collected, 

many of which could be shared with third parties, the potential for hyperspecific 

and immersive marketing, profiling, microtargeting and manipulation increases. 

Targeting can put children at risk of commercial exploitation and manipulation of their 

developing worldview, and could also be used to predict and influence their future 

behaviour.104 “Children are highly susceptible to these techniques which, if used 

for harmful goals, are unethical and undermine children’s freedom of expression,” 

freedom of thought105 and right to privacy. Given that the business model of many 

virtual world providers relies on the sale of virtual goods which, like advertising, will 

require the collection and exploitation of personal data,106 concerns about children’s 

profiling, microtargeting and manipulation in the metaverse are not unwarranted. 

Diversity, equity and inclusion

Emerging technologies are typically designed and commercialized in developed 

countries. Limited availability and affordability of the devices and services that 

underpin the metaverse and XR (such as reliable and high-speed internet connectivity 

and cloud services, XR sets and related computing power, or customized AI models) 

may adversely impact developing countries, in terms of both consumers’ access and 

developers’ ability to innovate and create new and localized content and solutions. For 

instance, although the cost of XR hardware is declining in the Global North, it remains 

prohibitively high on the African continent, mainly because technology companies do 

not sell these products in all parts of the region. Affordability, awareness, and skills 

IN PRACTICE
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to use the metaverse and related technologies (e.g. NFTs, cryptocurrencies and other 

blockchain applications) – including the support that parents and peers provide – can 

also limit the uptake. These limitations will likely be more pronounced for those in 

developing countries and lower socioeconomic settings, constraining the diversity, 

equity, and inclusion107 needed in the development and use of metaverse spaces and 

XR technologies, and risk exacerbating global inequalities.108 

Other key factors that will potentially impact children’s future use of the metaverse 

and XR technologies are the digital – and digital gender – divide and gaps in ICT 

infrastructure. According to the ITU,109 while internet penetration is increasing, 

especially among young people between the ages of 15 and 24, only an estimated 

63 per cent of the world’s population are online and there are stark disparities 

across income groups and regions. The organization notes that “to achieve 

universal connectivity, disadvantaged groups such as women and girls, persons 

with disabilities … those with low incomes and people living in remote areas, 

require special attention.” Finally, XR technologies typically require mobility, vision, 

dexterity, and hearing. Even though they may actually provide assistance to persons 

with disabilities, currently they are generally not well-designed for those with 

impairments or a need for assistive technology.110 For now, they present barriers to 

user accessibility.

In the context of potential opportunities and risks, overall, the full scope and impacts 

of the metaverse and XR on children and their rights are not yet fully understood. As 

experts noted at a recent AR/VR policy conference: There is “insufficient research to 

understand how children might experience AR/VR differently from adults, how these 

technologies might impact their mental health or cognitive development, and how to 

best integrate these solutions into established pedagogical approaches to optimize 

learning outcomes.”111 Further, “child safety remains a notable knowledge gap in our 

understanding of the impacts of immersive technologies.” The current ‘techlash’112 

stems from the lessons learned from uncritically adopting new technologies and then 

having to live with their unintended negative consequences. Clearly there is a need 

to better understand the opportunities and risks of the metaverse and XR, and to 

collectively aim for the appropriate regulatory guardrails to be in place.
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In some cases, existing regulations and policies provide full coverage, while others 

may need to be revisited, or new ones developed, in light of emergent challenges 

the technology creates. To illustrate the range of responses, selected regulatory and 

policy considerations are explored below from a government and, where applicable, 

industry perspective, around key themes. Potential challenges in relation to 

implementation are also examined. 

Content and safety 

Regulators around the world are stepping up their efforts to reduce illegal and 

harmful online content, which will likely impact the development of the metaverse 

and virtual environments. Debates are ongoing among policymakers in the USA to 

create safer and more accountable tech platforms by reforming Section 230 of the 

Communications Decency Act, or adopting a range of other measures, including 

competition enforcement and stronger privacy legislation.113 In the European Union, 

the forthcoming Digital Services Act (DSA)114 aims to create a safer online experience 

for children.115 For example, requirements incorporate the swift removal of illegal 

online content, which includes child sexual abuse material, illegal hate speech, 

terrorist content or an illegal product; and a ban on targeted advertising to children 

and restrictions on data harvesting for profiling. The illegality of content is defined 

by EU law or EU member states law. Very large online platforms (those with more 

than 45 million monthly active users in the EU) will also have to release detailed 

biannual reports of their moderation efforts, including the number of staff, expertise, 

languages spoken and the use of artificial intelligence to remove illegal content.116 

The Committee on the Rights of the Child’s General Comment No. 25 (2021) on 

children’s rights in relation to the digital environment, prohibits “practices that rely on 

neuromarketing, emotional analytics, immersive advertising and advertising in virtual 

and augmented reality environments to promote products, applications and services 

... from engagement directly or indirectly with children.”117 

In its Code of Practice on Disinformation,118 updated in 2022 and connected to the 

DSA, the European Commission has garnered support119 from some of the biggest 

tech companies to undertake specific measures related to removing harmful (though 

not necessarily illegal) online content. A 2022 European Commission proposal120 for a 

Many of the opportunities and risks that come with the metaverse and virtual 
environments are addressed in existing regulations and policies related to 
digital technologies. The questions are, to what extent are they covered, and 
to what extent are such regulations and policies being implemented? 

What are the regulatory and 
policy perspectives?
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regulation to prevent and combat child sexual abuse online could oblige providers to 

detect, report, block and remove child sexual abuse material from their services, and 

introduce age verification measures. While these measures bode well for future users 

of the metaverse and virtual environments, the European Parliamentary Research 

Service points out that the “need to further amend EU law to keep users safe online 

cannot be ruled out.”121 

The effectiveness of moderation and safety regulations and policies, however, depends 

on the capacities of policymakers, social services and law enforcement authorities. 

In many cases, these institutions are already constrained in dealing with issues in 

the digital environment.122 The emergence of child protection issues in complex new 

immersive environments will likely exacerbate this challenge, raising questions such 

as: How will it be made possible for law enforcement to identify perpetrators and their 

victims in a space where users are represented by avatars and fictitious names? How 

will law enforcement agencies ensure cooperation with companies and entities across 

jurisdictions in a decentralized environment, where elements of the metaverse will be 

coming from a great diversity of creators and owners? 

Non-government stakeholders, including industry, have set out on a path of self-

regulation with regard to safety and moderation in the metaverse. The Oasis 

Consortium, a non-profit organization, released a set of User Safety Standards123 

“that include hiring a trust and safety officer, employing content moderation, and 

integrating the latest research in fighting toxicity” with the aim of creating a safer, 

better metaverse.124 Roblox and video game company Riot Games, among others, 

have pledged to uphold the standards. In 2020, because there had been “very little 

regulatory discussion around children’s privacy in XR”, the non-profit XRSI developed 

a Privacy and Safety Framework125 with expert input from industry, government and 

academia. The framework aims to create a “baseline set of standards, guidelines, and 

best practices that are regulation-agnostic”, even while it draws on requirements from 

GDPR, the Family Educational Rights and Privacy Act (FERPA) and Children’s Online 

Privacy Protection Act (COPPA) in the USA, the Age-Appropriate Design Code in the 

United Kingdom (UK), and a few other evolving laws. Most recently, the Responsible 

Metaverse Alliance,126 also a non-profit organization, aims to support politicians and 

governments internationally in addressing potential harms of the metaverse.

Online platforms already face enormous moderation challenges, which will increase 

as content takes on new virtual forms. For example, in addition to moderating activity, 

not only content, platforms need to consider different levels of user immersion. 

For instance, one user might be accessing a virtual space in full 3D view from a VR 

headset, while another could be participating in the same space in a 2D view from 

a mobile phone. Consequently, platforms may need to design content policies that 

deal with varying degrees of perception – including of potential harms inflicted – in 

the same experience.127 It remains to be seen if current government regulations and 

industry policies provide sufficient cover for children and, further, whether they can be 

effectively enforced in emerging virtual environments.
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Security 

The global cybercrime regulatory environment is largely fragmented, creating 

challenges for cybersecurity, user safety and adequate responses in a future 

metaverse. In general, countries have different definitions of what constitutes 

cybercrime, and prescribe disparate procedures for collecting and exchanging 

evidence, and for prosecution. Despite this, there is some progress in the 

harmonization of cybercrime regulations between countries. For example, the 

Organization of American States (OAS) created a framework of guidelines to 

manage cybercrime as early as 1999, while African states adopted the African 

Union Convention on Cyber Security and Personal Data Protection (although only 

13 countries have ratified it and another 2 need to do so before it enters into force 

and has legal effect). The most prominent agreement is the Council of Europe’s 

Convention on Cybercrime (known as the ‘Budapest Convention’),128 ratified by over 

60 countries from around the world, and thus the de facto international agreement on 

combating cybercrime. However, some major players such as China, Brazil and India 

have not signed the convention. Negotiations are under way in an Ad Hoc Committee 

on Cybercrime,129 under the Third Committee of the United Nations, on a possible new 

international convention on cybercrime to be completed in 2024. It is uncertain how 

the new draft convention would work and interact with existing instruments such as 

the Budapest Convention, and be applicable to metaverse-related cybercrime.

Efforts to strengthen cybersecurity at the regional and national levels, which will 

have implications for metaverse-related crimes, are also under way. For example, to 

improve the EU financial sector’s cyber resilience and mitigate cybercrime threats, the 

Commission has been requested by the Parliament to propose legislative changes in 

digital and cybersecurity requirements for the bloc.130 At the national level, labelling 

and certification schemes for security of Internet of Things (IoT) devices,131 such as 

those in the UK, Finland and Singapore, may be a basis for expansion of such models 

to XR and immersive technologies as well. 

Personal data protection and algorithmic influence

Protection of personal data is becoming an important issue on many policymakers’ 

agenda, while data governance laws from Europe, the US, and China are the most 

globally influential.132 Several regulations have been adopted at the national and 

regional levels, of which arguably the most important is the EU’s GDPR, which is 

increasingly considered a standard worldwide, as many other countries have GDPR-

like data protection laws.133 Although the European Parliament has emphasized134 

that existing regulation would address data privacy issues in the metaverse, there 

are justified concerns about user consent and data transfer.135 In cases of Article 

6 of GDPR, where the consent of the data subject is the basis of the lawfulness of 

personal data processing, the following questions arise: How and when should users’ 

consent be obtained, and how should the different entities and organizations that 

provide metaverse services display their own privacy notice to users?136 These and 

other questions concerning users’ consent will need to be addressed, and regulations 

may need to be revisited. On the other hand, some believe137 that effective consent 

gathering would be almost impossible in an immersive environment. 
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The metaverse poses other challenges for data regulations. For instance, data 

protection authorities already face difficulties in verifying whether their citizens’ data 

is used across jurisdictions and sectors in compliance with applicable laws. What 

will make this even more difficult are the complexity of the various technologies 

underpinning the metaverse (including the ability of authorities to understand how 

these technologies manage personal data), and the greater number of providers of 

different services that will make the metaverse more distributed. Collectively, this 

will make it more challenging to determine accountabilities and liabilities.138 Further 

metaverse challenges include defining the distinction between data controller and 

data processor139 and even determining jurisdiction.140 As policymakers attempt to 

navigate these new questions around regulatory interpretation and implementation, 

drawing on guides for better governance of children’s data, such as UNICEF’s The 

Case for Better Governance of Children’s Data: A Manifesto141 and Responsible Data for 

Children principles142 (developed with GovLab), will help to keep children’s rights and 

best interests in focus.

Since AI and algorithms will drive personalized and targeted experiences in the 

metaverse, it may seem comforting that major economies are pushing legislation 

to demand greater transparency and accountability of Big Tech in this regard. For 

example, China’s algorithmic law143 is prohibiting AI-based recommendations that can 

manipulate what people think, with additional special protections for children. The 

EU’s forthcoming Digital Markets Act144 prohibits ‘gatekeepers’ from using children’s 

personal data to target them directly or profile them, while the Digital Services Act145 

and the AI Act146 will provide additional protections for children. In the US, the Federal 

Trade Commission is strengthening rules for greater accuracy, fairness, and equity in 

companies' use of AI.147 The UK’s Age-Appropriate Design Code, legally binding since 

2020, requires that online service providers treat children and their data in a safe and 

appropriate way.148 Inspired by this code, the California Age-Appropriate Design Code 

Act,149 coming into effect from July 2024 to broadly protect the privacy and data of 

children online, will require providers of online products and services in California that 

collect personal information of California residents and that are “likely to be accessed 

by children” to conduct Data Protection Impact Assessments (DPIA). The assessments 

should address whether any algorithms and targeted advertising systems used by 

the online product, service, or feature could harm children. As above, the question of 

enforcement of these new rules by regulators and compliance by the tech industry, 

however, will likely be complex in the metaverse.

Standardization and inclusion 

An important element for greater technology accessibility and inclusion is the 

availability of common standards. When developed openly and with multi-stakeholder 

input, standards support interoperability of devices and services produced by 

different industries or across regions, enhance innovation and introduce a diverse 

range of features into products, such as making them more accessible for users 

with disabilities. For the fully envisioned metaverse to materialize, it will need to 

incorporate the whole gamut of digital worlds with interoperability between them 

all.150 As expected, various international standards bodies have developed, or are 

working on, guidelines and standards for technologies underpinning the metaverse. 

Read UNICEF's  
Policy Guidance on  
AI for Children

https://www.unicef.org/globalinsight/reports/policy-guidance-ai-children
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Examples are the IEEE Standards Association’s standards on VR and AR151 and 

the W3C’s XR Accessibility User Requirements,152 which list user needs and 

requirements for people with disabilities when in immersive environments or using 

XR technologies.

There is also a belief, pointed out by the European Parliamentary Research Service, 

that “Big Tech companies will likely drive the metaverse architecture in defining 

technical standards and protocols.”153 An example is the recently formed Metaverse 

Standards Forum,154 which includes founding members such as Microsoft, Epic 

Games and Meta (it is also open to standards organizations, industry associations 

and universities). Critics worry that such efforts will result in a metaverse moulded 

to private sector interests.155 Beyond corporate interests, growing geopolitical 

polarization also influences technology standardization forums, where leading global 

economies increasingly compete to push for standards of their own liking (and, 

indeed, carrying their own cultural or political values). Such competition, fuelled by 

political tensions, may lead to a fragmented environment for standards, with adverse 

effects on global business cooperation in the development of the metaverse and XR 

technologies, and interoperability of products from different regions of the world. 

More broadly, different national approaches to metaverse governance could see it 

splintering156 or never becoming universal. For children, that would mean different 

and fragmented opportunities – and risks – across the world, and possibly unequal 

access to technologies, education and skills. International, multi-stakeholder digital 

cooperation will be needed to avoid this outcome for children. 
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The following high-level recommendations aim to help narrow the knowledge, 

regulatory and policy gaps that arise with the development of the metaverse. To help 

positively influence metaverse-related advances, we identify two key groups that need 

to act: policymakers and regulators, and technology companies.

1. Recommendations for government stakeholders, 
including policymakers and regulators

Assess and adjust, if needed, regulations and regulatory frameworks to ensure 

that metaverse-related technologies do not violate children’s rights

• Carry out a review of how metaverse-related technologies might function to 

identify emerging opportunities and risks for children. 

• Assess how existing regulatory frameworks, such as the European GDPR 

and DSA, legally binding children’s codes such as in the UK, and forthcoming 

documents, such as the European Data Protection Board Guidelines on 

processing of children’s data and the European AI Act, apply to metaverse 

and XR technologies, and whether additional regulation, standards and 

approaches, for example, reporting requirements about moderation, are 

needed.

• Where policy or regulatory gaps may be found, develop open standards, 

principles or legislation to provide safeguards for children. Developing 

proactive regulation,157 based on the precautionary principle158 that applies 

even where there is insufficient scientific evidence of harm but there is real 

risk of such harm – as may be the case with emergent technologies – will lead 

to greater protection and empowerment of children.  

• Consider setting up an expert advisory board159 made up of a wide range 

of stakeholders, including child rights experts, to advise policymakers and 

regulators on the metaverse and XR.

Recommendations
Many of the opportunities and risks that come with the metaverse and virtual 
environments are addressed in existing regulations and policies related to 
digital technologies. The questions are, to what extent are they covered, and 
to what extent are such regulations and policies being implemented? 
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Foster an enabling environment to maximize the benefits of metaverse-related 

technologies and virtual environments for all children through promoting 

inclusion, child rights design and research

• Promote the meaningful inclusion of children – especially girls, those from low 

socioeconomic settings, children with disabilities, and from under-represented 

groups – in the development of new metaverse-related strategies, policies, 

regulations and technologies, as appropriate and with robust safeguards in 

place.160 

• Raise awareness about the metaverse and its underpinning technologies 

among parents, caregivers and educators, including opportunities and risks, 

so they can support children in their explorations, and help them navigate the 

challenges of these new spaces.

• Promote the guiding principles of child rights by design, including well-being, 

safety, privacy and inclusion by design to help anticipate, detect and eliminate 

online harms and build safe and empowering virtual environments.

• Encourage and support funding for independent research, particularly in the 

Global South, on the impact emerging metaverse-related technologies have 

on children’s various developmental stages and their physical, cognitive, 

emotional and psychological capacities.   

2. Recommendations for technology companies providing 
metaverse-related products and services

Prioritize the best interests of the child in the development and implementation 

of metaverse-related technologies

• Apply existing responsible design principles and frameworks in the design 

and deployment of products and systems with a child rights by design 

approach,161 which should include well-being, safety, privacy and inclusion  

by design.

• Apply the highest existing data protection standards to children’s data in the 

metaverse and virtual environments. Follow a responsible data approach162 

when collecting, processing and storing children’s data. For example, 

conducting only proportionate and purpose-driven data collection (using only 

the minimal and necessary data), especially of sensitive health and biometric-

related data. 

• Support open standards to help make the metaverse and XR technologies 

more functional, interoperable and transparent. 

Read Towards 
a Child-centred 
Digital Equality 
Framework

https://www.unicef.org/globalinsight/reports/towards-child-centred-digital-equality-framework
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Internally and with other industry stakeholders, civil society groups, researchers 

and regulators, work to protect children and address harmful content and 

behaviour in the metaverse 

• Implement self-declared policies and terms of use through applying robust 

oversight mechanisms. Invest in more effective human and automated 

content and behavioural moderation, since the responsibility for safety can 

never be left only to children through user reporting mechanisms.

• Anticipating potential harms against young users, update moderation and 

community guidelines and policies for virtual environments. Best and 

promising practices should be openly shared.

• Incorporate children’s rights advocates from civil society, psychologists and 

other stakeholders working at the intersection of children and the digital 

environment in the development of metaverse-related technologies.
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