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3 Sy nopSiS

This rapid analysis explains the different ways in which the conduct of cyberconflict, 

both during armed conflicts and below the threshold of war, adversely affect 

children’s rights, their security, and their well-being, and then suggest some actions 

that could be taken to strengthen safeguards to protect children.

Current technological trends, including artificial intelligence (AI) and data 

collection, converge to shape conflicts in cyberspace. A range of different actors 

– both State and non-state – are increasingly active in cyberspace and sometimes 

collaborate in conducting harmful cyber operations and launching proxy attacks. 

Attribution of cyber attacks to specific actors and ensuring accountability has 

proven challenging, particularly in the so-called grey zone between war and peace. 

Cyberconflict can affect children directly or indirectly. Harms range from direct 

targeting for influence and recruitment into armed forces and armed groups, to 

personal data manipulation and theft, to cyber attacks on infrastructure across 

sectors critical to child well-being such as education and health facilities. 

Specific principles and provisions of international child rights, human rights and 

humanitarian law afford protection to children who are at risk, though some of these 

need to be interpreted and operationally adapted to the new context of cyberconflict.

Action through various channels to establish and reinforce safeguards for children 

is possible, including by:

• Engaging with normative policy development processes;

• Further strengthening understanding of the potential risks to children of 

cyberconflict;

• Reinforcing normative and legal frameworks to strengthen child protection; 

during cyberconflict and translate those into action;

• Strengthening monitoring and investigation mechanisms; and

• Defining corporate responsibility in cyberconflict.

Synopsis
Just as digital technologies have transformed myriad aspects of daily life, 
they are now transforming war, politics and the social fabric. 
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Fragmentation of the global order, rising geostrategic competition and lack of 

consensus on preventing harmful use of artificial intelligence (AI) and cyber 

technologies amplify challenges to peace and security.

Current trends signal that a range of actors will continue to use hostile cyber operations 

in contemporary conflicts for two strategic reasons.1 First, cyberspace brings stealth, 

speed and new capabilities to a range of actors that thrive in violent conflicts. Second, 

the convergence of AI and cyber operations provides unprecedented advantage to 

wage persistent low-intensity warfare in crowded, exposed environments without 

reaching the threshold that would trigger conventional military response. 

Offensive cyber operations, however, are increasingly consequential and their 

potential impact on civilians, including children, poses threats to their safety and 

security, and has alarmed those who monitor armed conflict closely.2 In urban settings, 

a major cyber attacks on critical infrastructures and industrial sectors could cause 

serious human and economic costs. Contaminating social networks across borders, 

information operations can sow distrust and exacerbate socio-ethnic tensions. The 

International Committee of the Red Cross (ICRC) has confirmed that cyber operations 

without, or with unclear, links to armed conflicts have had damaging impacts on 

civilian infrastructure, from hospitals, water, and electrical facilities, to nuclear and 

petrochemical plants.3 It has further noted that known cyber incidents of all types “offer 

a chilling warning about the potential humanitarian impact of military cyber operations 

in contemporary and future armed conflicts.”4 The UN Working Group on the use of 

mercenaries concurred with this analysis in its 2021 report, warning that “emerging 

forms of warfare can have a significant impact on both military objectives and civilian 

populations and can result in violations of international humanitarian law as well as the 

rights and freedoms of individuals in the context of armed conflicts and otherwise.”5

For all these reasons, we urgently need to clarify how international law, in particular 

the UN Convention on the Rights of the Child, can be used to protect children from 

the harmful impact of offensive cyber operations. While most States have recognised 

that international law applies to cyberspace, ambiguity exists as to how it can apply in 

practice6 and whether the international legal framework should be adapted to cope with 

the rapid integration of AI and emerging technologies in a changing conflict environment. 

Introduction
In the last two decades, cyberspace has become a strategic and complex arena 
for conflict – from great power competitions to regional wars to intra-state 
conflicts. The development of both offensive and defensive cyber-capabilities 
has been rapid and is continuing. However, international normative safeguards 
are yet to be adapted to this evolving environment while rules of engagement 
and measures for oversight and control are only beginning to emerge. 
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The stakes are high. In this paper, we examine how the increasing reliance on offensive 

cyber operations by States and non-state actors impact children’s security and their 

rights and freedoms, at times of armed conflict and in the grey zone between peace 

and war. In order to better protect children and prepare for future events, we first need 

to understand how conflict is changing. We need to identify the actors involved so we 

know who is accountable. We must define the real and potential impact on children 

so we understand how the negative consequences for children can be prevented. And 

we have to examine the applicability of existing legal frameworks so that we can show 

how children can be protected and point to where any gaps may lie.  

The goals of the paper are twofold. By providing evidence on how offensive cyber 

operations can seriously harm children, we aim to help organizations working for and 

with children engage in the discourse and advocate for strengthened safeguards for 

children. The paper should help identify, in technical and legal terms, how children’s 

rights and freedoms are at risk of being violated by cyber threat actors. The paper 

furthermore aims to encourage States and legal and cybersecurity experts to 

consider the differentiated and disproportionate impact on children of cyberconflict 

– particularly that of offensive cyber operations – when designing governance of 

cyberspace. Several multilateral and multi-stakeholder forums exist through which 

to pursue collaborative efforts that may help to clarify how international legal 

instruments apply, building norms and principles for responsible behaviour of States 

and non-state actors, and reinforcing accountability and remedial mechanisms. 

Cyberconflicts can be framed as “strategic conflict 

in cyberspace, essentially conducted by actors 

motivated by geostrategic interests,” posing 

a “threat to national and regional peace and 

security architectures,” and impacting “strategic 

targets, democratic processes and wider civilian 

populations.”7 This choice of terminology echoes 

reflections on the overuse of cyberwar rhetoric: “It 

is not that everything can be defined as cyberwar; 

it is that we are increasingly seeing warlike tactics 

used in broader cyberconflicts.”8 The scope of the 

paper does not include cyber crime and its general  

manifestations, such as cyber attacks aimed 

strictly at financial gains.

For the purpose of this paper, we define “hostile” 

or “offensive cyber operations” as operations “that 

alter, disrupt, deceive, degrade or destroy computer 

systems or networks, or otherwise undermine 

the confidentiality, integrity and availability of 

computer systems or networks for individuals and 

communities.”9 This category of hostile activities 

in cyberspace can be part of cyber warfare but 

also occur in adversarial situations that do not 

clearly meet the threshold of an armed conflict. 

Cybersecurity, armed conflict, and legal experts 

use the term “grey zone” to “describe how actors 

may be using hostile cyber (or other) operations in 

a harmful manner yet designed to avoid eliciting 

a conventional military response by the target, 

including through blurring the identification by the 

target of the applicable legal framework.”10 

In this report, we also refer to a threat actor, also 

sometimes known as a malicious actor, which 

is any person or organization that intentionally 

causes harm in the digital sphere. They exploit 

weaknesses in computers, networks and system 

to carry out disruptive attacks on individuals or 

organizations.

SCOPE OF THIS REPORT
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AI technologies have the potential to intensify cyberconflict. AI-led computing 

provides powerful ways to analyze, at scale and in real-time, large data streams 

about populations living with digital technologies. AI programs also often run the 

protocols required to automate growing parts of critical infrastructure, essential 

services, and industrial platforms. As algorithms learn about technical systems and 

human beings, their behaviours and vulnerabilities, AI becomes more proficient at 

analysing and predicting how modern societies function and protect themselves. 

This capacity of algorithms to constantly improve defensive strategies is crucial for 

enhancing cybersecurity.

While algorithms optimize business and daily lives, AI can also be misused to engineer 

sophisticated cyber threats. AI-enabled malware can be programmed to manipulate 

the integrity of a digital trove of information from modifying DNA sequences in 

genomics analysis systems,11 to injecting data into satellite imagery used in situational 

awareness.12 Furthermore, AI-enabled malware can also compromise the functioning, 

performance, and predictive value of other algorithmic systems,  compromising image 

processing of cancer biopsies,13 or corrupting analysis of signals in transportation14 or 

industrial control settings.15 The capacity of AI-enabled cyber operations to automate 

such intelligent threats will affect life and death scenarios in civilian contexts, 

including beyond traditional military settings.

Cities are especially vulnerable to cyberconflicts. Cyber operations are already used 

to target urban critical information and physical infrastructures, with the potential to 

cause civilian harms.16 Across the globe, cities are becoming more interconnected, 

crowded and heterogeneous, providing pervasive pressure points and vulnerabilities 

that can be exploited through cyber attacks. Cities are also a hub of a hyperconnected 

internet of billions of unsecured mobile devices which generates unprecedented levels 

of risk. In urban environments with high population density, cyber attacks can have 

significant impact and reverberating effects on critical systems across the medical, 

energy, water and disaster-relief sectors.17 Other potential targets include industries or 

infrastructures, such as food manufacturing plants, energy grids and nuclear power 

sites, that might not be located in urban areas but provide essential supplies and 

services to cities. 

How are AI technologies and use 
of cyber operations changing the 
nature of conflict?
Several technological trends have increased the sophistication of threats and 
augmented the set of vulnerabilities that can be targeted in cyberspace. 

1  
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Civilian populations are increasingly being targeted by cyber surveillance. 

Biometrics and data on human movements, consumption patterns, conversations 
and emotions can be gathered by data-capture technologies. Flows of behavioural 
data, including from children, are processed through complex supply chains of 
devices and applications, tracking and monitoring software that exploit these 
insights often captured in secret.18 AI-led computing enables the analysis of vast 
digital data pools generated by populations today, allowing for more of these 
routine behaviours to be understood. Cyber operations are increasingly designed 
to exploit (for attacks in the long run) civilian datasets such as biometrics, medical 
and social security data, tax records, bank accounts, companies’ client files or 
election lists and records. Such real-time surveillance of populations can allow 
threat actors to influence and control key aspects of modern societies, including 
for competitive gain (in health and commercial sectors), for security advantage 
(controlling security systems across a region), and geostrategic interests 
(influencing governance and elections).

Cyber operations are exploiting soft targets to compromise critical services across 

the humanitarian sector.19 Different actors in cyberspace are shifting gradually 

towards gaining access to digital assets through stealthy and continuous hacking. 

New forms of hybrid influencing, where actors target the social and psychological 

vulnerabilities of persons connected to civil society organizations and critical 

humanitarian actors, have become a pervasive cybersecurity threat. For instance, 

threat actors have launched social engineering attacks against humanitarian workers 

to manipulate them into sharing sensitive information. Such deceptive methods 

have the potential to undermine the capacities of humanitarian actors to pursue their 

mandates, including the protection of civilians. AI techniques that can manipulate the 

integrity of sensitive humanitarian information may create or aggravate a crisis of 

confidence among and between communities, state actors, and protection actors.

Through misinformation, disinformation and hate speech (MDH),20 threat actors 

can exploit public perceptions for harmful purpose. They can degrade trust and 

social cohesion in societies. As behavioural data capture about populations evolves, 

actors are increasingly able to rely on AI’s capacity for predictive analysis to identify 

the emotional triggers that push subgroups to violence.21 The objective underlying 

this sophisticated disinformation architecture is to turn citizens themselves into 

perpetrators of harmful propaganda.22 As disinformation campaigns and hate speech 

increase in contexts under stress, societal divisions may also deepen or be deepened 

by political interests, resulting in violence between communities. Government 

efforts to limit MDH may in some instances strengthen state control and could bring 

repression of civilians.

Through 
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threat actors can 
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A growing number of States and non-state actors are developing 
sophisticated cyber capabilities. The proliferation of these threat actors is 
challenging the application of regulatory frameworks and strengthened 
cybersecurity.

Who are the actors in 
cyberconflict? 

Many States have established cyberunits or cybercommands that are part of 

their formal armed forces. This integration is driven by the increasing reliance 

on AI and cybersecurity to support traditional military and intelligence goals, 

including surveillance, espionage, and kinetic operations. Military cyberunits or 

cybercommands benefit from important financial support and develop in-house 

operational capacities that include both cyber defence and cyber offence. 

While the development of powerful cyber and AI technologies by traditional armed 

forces may in some instances be a source of concern, the convergence of two other 

trends is posing new and real threats to international peace and security. First, 

cybersecurity experts observe a rapid, uncontrolled proliferation of non-state 

actors able to develop or acquire the expertise to craft, repurpose, use and trade 

cyberweapons.23 Some non-state actors even have the potential to exceed many 

governments in their capacities.24 Such proliferation results in a globalised “grey 

market” of offensive cyber capabilities. What makes this market difficult to control is 

the fact that crafting cyber weapons does not depend on trading physical equipment, 

but on transferring expertise (for instance, how to design algorithms behind malware 

or how to exploit vulnerabilities in computer codes). 

Second, some states are knowingly engaging with this grey market – buying and 

trading codes, data, services and talent – to further their strategic interests and avoid 

attribution of wrongful conduct by using non-state actors for cyber attacks.25

The concept of “cyber proxies” is useful to understand the complex set of alliances 

and arrangements that exist between States and non-state actors in cyberspace. 

Cyber proxies can be considered as “intermediaries that conduct or directly contribute 

to an offensive cyber action that is enabled knowingly, whether actively or passively, 

by a beneficiary.”26 The notion therefore encompasses the different ways that States 

can either mandate and assist in the conduct of cyber attacks, support and fund 

hostile cyber activities, or merely allow such actions to be waged. The following 

categories of non-state actors may be used as proxies.

2  
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• Advanced persistent threat (APT) groups are stealthy threat actors that conduct 

long-term, resource-intensive operations to collect strategic intelligence and 

penetrate the cyber defences of potential targets in the public and private sectors. 

APT groups are often closely associated with a State. They have the in-house 

capacity to deploy sophisticated AI and cyber offence strategies. APT groups have 

been involved in the advanced attacks that targeted the United States company 

SolarWinds in 2020 and Microsoft Exchange servers in 2021.27 In both cases, the 

threat actors conducted indiscriminate cyber operations that resulted in harms to 

thousands of civilian institutions, including schools, medical facilities, and critical 

infrastructure platforms.

• Cyber militia often function on a voluntary basis and coalesce around varied forms 

of organization, from a simple forum to a more cohesive non-state actor. Members 

of cyber militia may not exhibit the same level of sophisticated skills as APT 

groups. Still, they may be used in cyber espionage and surveillance, information 

operations, and, in certain circumstances, offensive cyber operations against 

critical digital assets and infrastructure. University students and youth activists are 

sometimes involved in cyber militia. 

• Groups of hacktivists may include civilians who voluntarily engage in hacking 

for ideological, political, religious, or patriotic reasons. Such groups usually act 

independently from the strategic agenda of a State. For instance, the “Cyber 

Partisans” is an independent Belarusian hacktivist group that “has claimed 

responsibility for several major cyber attacks, including a high-profile operation 

against the Belarusian railway system that reportedly halted Russian ground 

artillery and troop movement into Ukraine.”28 Another example is the global 

hacktivist group Anonymous that came into being in response to Islamic State 

violent propaganda on social media.29 Anonymous organized a form of digital 

resistance, combining cyber espionage, hacking techniques and automated bots to 

compromise Islamic State websites, networks and social media presence.

• Private military and security companies constitute a growing category of actors 

that can deploy offensive cyber capabilities. They range from small companies 

with cutting-edge expertise in cyber and AI technologies to larger corporate 

groups in the military and defence sector. The 2021 UN Working Group on the 

use of mercenaries emphasizes that: “The evolving threat of the privatization of 

cybersecurity attacks through a new generation of private companies referred to as 

so-called ‘cyber mercenaries’ is proliferating, and there is an increasingly blurred 

line separating the private and national spheres.”30 CyberPeace Institute further 

emphasized that “private operations that are run on behalf of state actors in a self-

regulated market provide a stress test to states’ will and capacity to monitor and 

enforce its obligations to respect, protect and fulfil human rights; some deliberately 

choose to use mercenaries in an attempt to escape accountability.”31



Protecting Children 
in Cyberconflicts

10 wHat t ypeS of riSkS do offenSive cyber oper ationS poSe to cHildren? 

In conflict-prone or conflict-affected societies that are digitizing at a rapid pace, 

where norms about populations’ data exploitation do not exist or lack robust 

implementation, children face heightened vulnerability.32 They can become victims of 

cyber attacks and data-targeting over the long term, and be preyed upon for profiling, 

surveillance, disinformation and hate speech.

Cyber threats directly targeting children

In situations of conflict, a first category of cyber threats could intentionally and directly 

harm children. 

Behavioural surveillance, profiling and targeting of children during conflict 

operations poses a potential risk to children. The ways that AI and digital 

technologies empower but also invade children’s private and collective experiences 

pose substantial surveillance threats. Through digital channels, social media, and 

communication platforms, AI could use the data generated by children’s activity 

online to profile and track their behaviours.33 In urban infrastructure, a growing 

range of data capture and sensing technologies enables new forms of algorithmic 

surveillance.34 Combined with facial and affect recognition, closed-circuit television 

cameras, and mobile biometrics devices, AI could turn children into data points whose 

exact location and biometric features can be matched in real time. For instance, the 

military AI software called Sentry is used to detect “abnormal behaviour” in the 

streets of Johannesburg.35 AI systems can learn to predict crowd behaviour, map 

social interactions or grouping in crowds, and flag atypical behaviours.36 

Within conflict operations, behavioural prediction programs could therefore help 

States and non-state-actors alike anticipate youth movements during protests 

or social unrest to better target repressive response.37 In countries where states 

implement a strong securitisation agenda, algorithmic profiling could keep children 

on watchlists that could lead to further discrimination, detention, and degrading 

treatment. The proliferation of algorithmic surveillance could also augment the 

potential for armed non-state actors to digitally and physically track children, 

Conflicts involving digital technologies, AI and offensive cyber operations 
have serious implications for children’s rights and security. The volume 
of personal and behavioural insights collected about children places 
tremendous power in the hands of those holding, analysing, or gaining 
|(often illicitly) access to those datasets. 

What types of risks do offensive 
cyber operations pose to children?

3  
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leading to coordinated abduction operations, forced displacement and increased 

risks of sexual exploitation and trafficking on migration routes.38 In situations of 

conflict, another major concern related to AI and biometrics capture is the potential 

for automated ethnic profiling that could be used to subject children from minority 

populations to physical attacks, from killing and maiming to sexual violence. A 

2021 report by two United Nations entities notes that drones equipped with facial-

recognition capabilities can be exploited by armed non-state actors to perpetrate 

targeted attacks on specific communities.39

Behavioural surveillance through algorithmic and cyber techniques is already a 

pervasive reality of contemporary conflicts. “Actors in a conflict can use phishing” 

operations, social engineering, malware downloads, and clandestine or forced access 

to passwords and networks to monitor and track down real and suspected opponents. 

Deceptive tactics extend to social engineering and impersonations to manipulate 

opponents into revealing important information, such as personal identities and 

meeting locations. 

Cybersecurity experts have detected a rise in 

sophisticated cyber attacks that manipulate 

children in order to steal their identity credentials 

and biometrics profiles with life-long security 

implications.40 Such threats are becoming rampant 

on platforms like TikTok, Instagram, Facebook and 

Snapchat but will be amplified in the metaverse 

and in expanding networks of personal, often 

unsecure devices. Throughout their lives, targeted 

children can therefore fall victims of identity thefts 

and digital security violations by sophisticated 

cyber attacks. The private surveillance industry 

has provided States and non-state actors with 

an arsenal of tools for computer interference, 

biometrics theft, and mobile device hacking.41 

Increasingly, cyber criminals and governments 

have access to a new class of malware that targets 

users’ biometrics, including facial features. In 

the context of fragility and socio-ethnic violence, 

children from minorities could be stigmatized in 

new and powerful ways with malware designed to 

target them. 

Behavioural engineering could be a pathway to child recruitment into and use by 

armed forces and non-state armed groups. The 2018 United Nations University  

Report Cradled by Conflict explains how the factors driving child recruitment into 

armed non-state actors (ANSA) are multifaceted, complex, and often intertwined. 

These factors have less to do with indoctrination than with structuring heavy 

burdens of conflict: 

Most children do not so much “opt” into conflict as “grow” into it. Conflict 

structures the information they see and the choices they make. It pulls and pushes 

them in many directions. Conflict erodes their relationships. It exacerbates 

their needs and exposes them to untold risks. Conflict shapes their identity and 

heightens their need to find meaning in their lives. Ultimately, the forces of conflict 

narrow the paths available to children, and tragically, for many, lead to exploitation, 

violence, and trauma.43 

RECENT AND FUTURE TECHNOLOGICAL TRENDS
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When subverted, misused, and abused by conflict parties, technologies disempower 

children and narrow their paths in similar ways. In the context of child recruitment, 

socio-technical pressures could come from the capacity for violent actors to exploit 

children’s data profiles as well as their spheres of communication. The convergence of 

AI and cyber surveillance amplifies the ease with which these actors could reach out 

to vulnerable children’s groups and to scale both their digital involvement and physical 

enlistment into armed non-state armed actors. In conflict-ridden and fragile settings, 

vulnerable children and youth can be traced through cell phones provided by potential 

recruiters44 and can then be subjected to constant digital harassment. The data profiles 

documenting their family status can also be breached revealing their vulnerability. 

Through digital techniques, children can become psychologically isolated from 

traditional support systems and victims of emotional targeting45 based on viral video 

propaganda, impersonations and group pressure on networking platforms. Evidence 

from the field confirms that, even in low technological settings, ISIS predatory 

recruitment has relied heavily on digital video and media sharing that produce loss of 

empathy and desensitize children to violence.46 Network effects then augment the risk 

of children becoming increasingly active in recruiting others to participate in physical 

acts of violence. These new dynamics result not only in individual violations of rights, 

but in collective harm.

There are other powerful and distinctive ways for emerging technologies to be 

harnessed by States and ANSAs for child recruitment.47 Although ISIS is not the 

only group embracing digital technologies for “viral marketing campaigns”,48 it has 

drastically revamped practices for strategic communications among armed group 

networks. Beyond recruiting online volunteers, designers, and influencers, ISIS has in 

recent years repurposed AI software to automate and amplify its propaganda:

{ISIS’s} mobile application, ‘Dawn of Glad Tidings’ allowed for automated posting 

and re-tweeting of pre-drafted content via remote control of the users’ Twitter 

account. ISIS media operatives could exploit the accounts of anyone downloading 

the app to amplify their media content, allowing media campaigns to proliferate 

rapidly, spaced out to avoid Twitter’s spam-detection algorithms, and increasing 

anonymity for those individuals actually running the accounts.49 

The authors of Like War powerfully summarised how the weaponization of social 

media “represented a momentous development in the history of conflict.”50 Young 

internet users have been instrumentalised in online “Twitter Wars”51 that could help 

shape youth’s perceptions over the real conflicts taking place on the ground. When 

ISIS increased its visibility and reach through social media, its violent propaganda, 

sometimes featuring children52 perpetrating executions and other acts of violence, 

was further exploited to recruit, fundraise, and train. Just as algorithms contribute 

to reshape children’s behaviours in the world of entertainment, social influence, and 

online friendship, they are now becoming tools for political influence and recruitment 

in armed conflicts.
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The phenomenon of online recruitment has 

continued to grow, contaminating rising 

technological platforms, including TikTok, and 

reaching ever younger generations.53 In recent 

years, governments and intelligence services 

have gathered evidence that, across regions 

and cultures, gaming platforms that incorporate 

voice-to-voice video conferencing, chat, and 

messaging services, are incubators for ANSA 

to communicate propaganda and groom young 

recruits.54 Exploiting online gaming platforms is a 

method reportedly used by a diversity of actors, 

including ISIS, the Lebanese group Hezbollah, and 

white supremacist groups across Europe and the 

United States. Security firms have reported that 

mentorship on how to maximise gaming platforms 

to profile and enlist new members are part of 

strategic recruiting discussions on ISIS’ deep web 

forum.55 The US Congressional Research Service 

found evidence of encrypted services being used 

by ISIS operatives to share one-to-one mentorship 

on how to build and deploy malware via social 

media.56 “Social media can also be a vehicle to 

facilitate both kinetic and digitally-derived forms of 

violence, for example social cyber attacks, in which 

cyber militias have engaged in online defamation 

campaigns and have weaponized rumours and 

false information to incite panic and/or violence.”57

Beyond recruitment of children to participate in more traditional ways in armed forces 

and armed groups, a new concern is that cyber proxies and mercenaries might not 

have the ability to conduct age verification or may not be concerned about it and 

may involve hackers under the age of 18. Cybersecurity experts have talked about 

the increase in young, cyber-skilled populations available for deployment by cyber 

proxy groups and States.58 When adolescents and children are recruited or engage, 

even voluntarily, in offensive cyber operations, their status may convert to that of an 

active combatant and they become legitimate targets for retaliation. They may also 

unwittingly be part of conduct that may involve war crimes. 

Information operations and their impact on children: Research in the field has 

begun to show how children can suffer both psychological and physical harm from 

being targets of misinformation, disinformation and hate speech.59 Information 

operations can contribute to physical harm, including sexual violence – for example, 

when hate speech incites violent attacks against children of a minority group. It can 

also lead to psychological and social harm through online harassment (including 

online sexual abuse as the two phenomena often conflate),60 and through digital 

hate speech and geo-targeted threats (when hate speech includes exact information 

about where children from minority groups live).61 Threat actors may resort to online 

information manipulation to target children, isolated from their families and in need of 

humanitarian help, and lure them to specific locations for trafficking. 

Adolescents also constitute a specific demographic, increasingly targeted to become 

perpetrators of disinformation and hate speech.62 In countries where privacy and data 

protection policies do not exist or are weak, state and private sector actors can extract 

sensitive personal data from an array of online population databases for gaining 

access to young people from ethnic and socioeconomic groups and involving them 

in information operations.63 The convergence of AI and large-scale behavioural data 

collection enables data analytics firms to make a business of identifying individuals’ 

deepest fears, hatreds and prejudices and manipulating subliminal cues to mobilize 

RECENT AND FUTURE TECHNOLOGICAL TRENDS
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them around divisive issues.64 What we see emerging is a form of privatization of 

information warfare where techniques of behavioural engineering can be outsourced 

to private sector actors and commoditized on demand. In 2019 a report by the ICRC 

explained how “new, unconventional, anonymous and/or non-local actors in conflict 

and humanitarian ecosystems” (such as tech companies or digital influencers) can 

play a role in spreading and exploiting disinformation.65

With AI technologies that can generate synthetic 

media from scratch (text, images, video and audio 

samples), the crafting of emotional manipulation 

material could cause harm to children in  

violence-prone contexts. Cybersecurity experts 

have witnessed how the generation of synthetic 

media is becoming both democratized and 

refined with the potential risk of forgeries 

directly targeting younger internet users. In 

2019, researchers published a new method for 

creating “deepfakes,” realistic face-swapped 

videos in real time, with no extensive facial data 

training.66 An AI program (OpenAI’s GPT-3) can 

help human operators automate and scale modern 

disinformation campaigns.67 The GPT-3 program 

can produce varied short messages that advance 

a particular theme; develop a story that fits within 

a desired worldview when given only a headline; 

and devise new narratives that could seed 

conspiracy theories. With the help of a human 

editor, GPT-3 can use demographic characteristics 

such as race and religion to target members of 

particular groups with messages designed to 

amplify divisions. These techniques of emotional 

manipulation could be used within information 

operations led by conflict parties, from ruling 

elites and political parties to ANSAs.68 

In conflict-prone and conflict-affected countries, the convergence of AI, sensitive 

datasets, and offensive cyber operations could contribute to the targeting of children 

for surveillance, tracking, abduction, manipulation and recruitment into armed groups. 

The ability of converging technologies to be used to monitor and then influence 

children’s behaviour also has direct implications for children’s rights, including 

protecting against limits to self-determination and political agency, violations to 

privacy and data protection, discrimination, and new forms of censorship in the virtual 

and physical civic space.69

Cyber threats to civilian datasets, infrastructure and industries 
critical to child well-being

In recent years, cyber attacks worldwide have targeted not only critical civilian sectors 

of health,70 energy,71 water72 and education,73 but also industrial control systems and 

supply chains, including in biotechnology.74 Offensive cyber operations could cause 

both direct and indirect harm to children, ranging from data manipulation, destruction 

and theft to the sabotage of critical infrastructure. 

Health and biotech sectors: Cyber attacks could increasingly target the confidentiality, 

integrity, and availability of datasets and the proper functioning of computer-based 

systems and connected devices within children’s medical and health facilities.75 Across 

the globe, dedicated child medical facilities are crucial for providing safe and effective 

multidisciplinary pediatric care, from cancer treatment and organ transplantations, to 

RECENT AND FUTURE TECHNOLOGICAL TRENDS
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general podiatric medicine and mental health care. Among rising cybersecurity threats, 

data-tampering attacks could affect the integrity of sensitive children’s databases that 

store information about medical history, including past illnesses, surgeries, blood 

types, vaccine records, and mental health status. Medical datasets might also include 

correlated information about children’s ID/biometrics and genomics. Researchers 

at Sandia National Laboratory have demonstrated how a malware injection can 

compromise genetic analysis software and manipulate collection of raw genome 

data.76 Such malicious tampering could result in misdiagnosis with an impact on clinical 

decisions. Theft of children’s medical datasets could have a life-long impact. Such data 

is highly commoditized on the dark web as it can be exploited for identity theft, making 

it more valuable than credit card information. 

Cyber attacks could also inject malicious codes into networks of image processing 

software for biopsies and remote diagnostic tools, networks of robotics systems 

used in surgery and logistics, and other connected medical devices within hospitals. 

Several studies in AI security have demonstrated how algorithms can be trained to 

drastically undermine the predictive ability of a wide range of medical image analysis 

systems that are based on deep learning. In 2019, researchers tested a malicious 

attack to manipulate cancer data in hospital CT scans, generating false lung tumours, 

leading to a misdiagnosis rate in excess of 90 per cent.77 Researchers at Harvard 

University tested adversarial attacks against algorithms used to diagnose skin cancer 

images, showing that such attacks only required the modification of a few pixels in 

the original biopsy picture to corrupt a diagnosis.78 As decades of medical information 

could be manipulated, adversarial attacks on deep learning pose a substantial risk, 

including to children’s medical and clinical infrastructures.

Note: These two charts reflect cyber attacks by state and state-affiliated actors (July 2020–July 2021). Source: Microsoft

1919++1111++99++33++33++33++22++22++11++11++4646UU 3131++1010++33++33++22++11++11++11++4848UU
MOST TARGETED BY CYBER AT TACKS

Most targeted 
countries

Most targeted 
sectors

19% Ukraine

46%  
United 
States

11% 
Other

9% 
United 
Kingdom

3% Belgium

3% Japan

3% Germany

2% Israel

2% Moldova

1% Portugal

1% Saudi 

Arabia

31% NGOs & 
Think Tanks

48% 
Government

10% Other

3% Education 

3% IGOs

2% IT

1% Media

1% Health

1% Energy

https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report


Protecting Children 
in Cyberconflicts

16 wHat t ypeS of riSkS do offenSive cyber oper ationS poSe to cHildren? 

Note: This chart reflects cyber attacks by all actors. Source: Check Point’s analysis titled “Cyber Attack Trends: 2022 Security Report”

THE 2021 GLOBAL CYBER THREAT L ANDSCAPE

Average weekly attacks per organization, by industry 2021, 
compared to 2020

Another sector crucial to children’s health is the biotechnology industry. The advent 

of automation provides an increasing potential to expand the impact of a cyber 

attack through interconnected and cloud-based industrial sectors, including biotech 

manufacturing. Malicious actors could corrupt networks of sensors to impact control 

decisions on biotech laboratories, and damage vital stocks of medical treatments, 

from vaccines and antibiotics, to cell or immune therapies.79 Other attack vectors 

could disrupt the functioning of the cold-chain process required for vaccines’ 

cryopreservation or the integrity of key elements in biotech supply chains such as 

re-agents and saline water. In situations of epidemic emergency or urgent medical 

delivery to conflict zones, cyber attacks that can paralyze or drastically slow down 

biomanufacturing could have harmful consequences for children. 

As a result, new forms of adversarial data manipulation could undermine 

populations’ trust in government and related systems – trust in the accuracy of 

emergency data systems, clinical trials, medical countermeasures, and data-based 

research efforts. In turn, malicious actors may seize this moment of “trust decay” 

for competitive advantage in value and supply chains as well as for commercial and 

geostrategic influence.

Education sector: Large-scale, multi-vector attacks could increasingly infect 

myriad layers of schools’ digital systems, including software, computer networks, 

connected devices and the cloud. Combined with pervasive social engineering on 

digital services used by youth, malware and ransomware attacks have already led 

to widespread breaches, compromising the confidentiality, integrity, and availability 

of school datasets.80 In contexts of fragility and insecurity, such hacks of personal 
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and administrative data can put students and education professionals at risk for 

longer-term cyber attacks, including identity theft and harassment, surveillance and 

profiling, abduction and trafficking. Cyber intrusion into schools’ computer systems 

and connected devices (including safety cameras) have also resulted in halting virtual 

learning programs and corrupting safety and security protocols.81 In its annual analysis 

of global cyber attack trends, Check Point documented a 75% increase in the weekly 

rate of attacks committed by all threat actors on education and research institutions 

between 2020 and 2021 (See table above). These institutions also suffered the highest 

rate of attacks of the categories tracked by Check Point. For a host of reasons, schools, 

universities and research facilities are prime soft targets for cyber attacks. First, the 

sector lacks required investment in systemic and sophisticated cyber defence systems 

and is therefore critically underprepared to mitigate cyber threats. Second, schools 

present a large attack surface where conventional vulnerabilities are amplified 

by outdated and compromised software, as well as a growing interdependence of 

networks of unsecured personal devices. Third, cyber attacks on schools can be easily 

perpetrated by targeting human vulnerability (people making mistakes with system 

and data security) across social networks of young users and by exploiting potential 

insider threats. 

Critical industrial control systems in urban environments: Billions of people rely on 

the data-driven analytics and computer technology that underpin most of our modern 

manufacturing platforms and industrial control systems. In 2010, the well-known 

Stuxnet malware manipulated the proper functioning of industrial control systems 

that were set to regulate the rotor speed of centrifuges within the Natanz nuclear 

facilities.82 In the near future, cyber attacks augmented by AI could be designed to 

manipulate the functioning of the automated data protocols that help run most critical 

infrastructures, including power plants and drinking water utilities. Particularly in 

situations of conflict and urban warfare, the disruption of primary critical systems can 

have devastating effects for civilian populations in the immediate and longer term 

and can also hamper humanitarian activities. A 2019 UNICEF report highlights how 

protecting access to proper water and sanitation services is critical to the survival of 

millions of children: “In fragile countries, children under the age of five are 20 times 

more likely to die due to diarrheal diseases than to violence, and children in extremely 

fragile contexts are often more than eight times worse off across water, sanitation and 

hygiene indicators than children born into stable and protected environments.”83 The 

advent of automation in urban systems also provides increasing potential to expand 

a cyber attack’s impact through interconnected and cloud-based industrial sectors, 

such as food production, transport and logistics. The reverberating effects of cyber 

attacks must be analysed in their multifaceted dimensions, including food security 

and physical security.

Large-scale,  

multi-vector attacks 

could increasingly 

infect myriad 

layers of schools’ 

digital systems...
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Cyber threats to humanitarian datasets and services critical  
to child well-being and protection 

The humanitarian sector is not immune to rising AI and cyber threats as it relies on 

cyberspace for communication and logistical operations, including when bringing 

protection and assistance to children and other victims of conflicts. The COVID-19 

pandemic has added pressure to transfer humanitarian efforts “online,” in cyberspace 

where security mechanisms and governance rules have to be strengthened.84 

Cyber theft of sensitive datasets about children in need of humanitarian 

assistance: In the humanitarian cyber-environment, the vulnerability of digital 

identity profiles and biometric databases remains a constant and long-term 

concern. Such digital infrastructure is critical to humanitarian services from food 

delivery and medical assistance, digital cash transfers, registration and mobility 

in refugee camps, migration and family reunification. A cyber attack by malicious 

actors could potentially extract personal information about displaced or missing 

persons, including children, with the goal to sell or leak those sensitive datasets to 

conflict parties or actors conducting state surveillance. The result would not only 

heighten insecurity for vulnerable groups, but also damage trust in the capacity of 

humanitarian actors to pursue their mission and provide assistance with required 

and expected levels of information security. On 19 January 2022, the ICRC reported a 

cybersecurity attack that “compromised personal data and confidential information 

on more than 515,000 highly vulnerable people, including those separated from their 

family due to conflict, migration and disaster; missing persons and their families; and 

detainees.”85 This harmful cyber operation came in the wake of a series of systemic 

attacks that have targeted the humanitarian sector.86 Other sensitive datasets that are 

part of the child protection mandate may be at risk of similar cyber intrusion.

Disrupting the digital and communication ecosystem critical to humanitarian 

assistance: Humanitarian organizations aim to achieve digital proximity, “offering 

services and being reachable digitally and remotely by affected populations that are 

increasingly connected.”87 For instance, humanitarian actors rely on diverse methods 

of data capture to collect and transfer information, including monitoring and reporting 

efforts in relation to child protection (e.g. cellphone, mobile biometrics devices, audio 

and video capture, drones and satellite imagery). Aid workers on the frontline respond 

to requests for information and assistance through social media and messaging 

applications. Providing this digital proximity to children affected by armed conflict is 

important for several reasons. First, digital technologies and platforms are already 

used by children and youth to gain real-time information and situational awareness 

and to navigate their fragile environment. Second, digital ecosystems enable 

humanitarian actors  to do more preventive work, generating “risk maps” and early 

warnings about upcoming attacks on schools, hospitals and shelters. For instance, 

“risk maps” can visualise the probability of encountering checkpoints controlled by 

child soldiers in specific areas. They can help monitor the location, settlements and 

movements of ethnic subgroups, minorities and refugees. Through social media 

monitoring, open-source intelligence and data capture, the humanitarian sector 
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gradually collects large flows of information about the routine activities of civilian 

populations, including children, living in countries prone to violent outbreaks. 

Offensive cyber operations may target the humanitarian “cyber-perimeter” to disrupt 

situational monitoring and communications among communities and humanitarian 

actors. AI-enabled malware could learn to impersonate strategic contacts in a 

trusted network, making communications generated by AI-enabled malware almost 

indistinguishable from human peer communications.88 A cyber attack could potentially 

extract sensitive information from the humanitarian digital ecosystem to be used to 

target vulnerable youth for abduction, trafficking, or other forms of exploitation. 

Adversarial data manipulation in monitoring and reporting efforts by child protection 

actors: Sophisticated cybersecurity techniques and systems have been developed in 

collaboration with the private sector to protect online processes used for monitoring 

and reporting violence and abuse against children. Yet, there will be an increasing 

need to prevent potential vulnerabilities that could emerge in the digital architecture of 

child rights protection both in humanitarian emergencies and in situations of violence. 

Protecting sensitive information from digital manipulation and theft is crucial. A 

malware attack could aim at deleting or corrupting the integrity of case management 

or child-rights investigation files. Attackers could be motivated to destroy critical 

evidence or to manipulate information about reported harmful events, and/or to 

instil lack of confidence in data-collection efforts. In the near future, child protection 

monitoring may increasingly integrate AI and digital/mobile data-capture technologies 

and face heightened cybersecurity risks.

Protecting sensitive 

information from 

digital manipulation 

and theft is crucial.
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Cyber operations that cause civilian harm 

encompass a large variety of methods and vectors 

under the umbrella technical term of 'cyber attack.'1 

They can be perpetrated by a diversity of State 

and non-state actors with different motivations. In 

general, the modus operandi of sophisticated cyber 

attacks consists first of gaining access privileges 

to infiltrate a digital network’s premises. Diverse 

methods exist for malicious actors to obtain 

network users’ credentials, including by personal 

and confidential data theft or illicit access to email 

accounts. Social engineering is another technique 

to trick users into revealing information that can 

be harnessed to compromise digital infrastructure. 

When they have covertly penetrated the operational 

network, attackers are positioned to inject malware 

that will propagate across critical systems. The 

malicious program may present a combination 

of harmful capabilities with the ultimate intent 

to compromise the confidentiality, integrity, or 

availability of the victim’s data, applications, or 

digital operating system.

Ransomware involves malicious actors breaking 

into computer networks and locking digital 

information until the victim pays for its release. 

Recent high-profile attacks have cast a spotlight on 

this rapidly expanding criminal industry. In 2021, 

a sophisticated threat actor conducted a double 

extortion attack, in which the Colonial Pipeline 

Company was threatened with the leakage of 

stolen data in addition to the data on its systems 

remaining encrypted unless a ransom was paid. 

The company paid a ransom of 75 bitcoins (then 

equivalent to US$4.4 million).

Supply chain attacks use malicious implants or 

other vulnerabilities inserted prior to a system’s 

 

1 Cyber attack is defined by technical experts as an attack, via cyberspace, to disrupt, disable, destroy, or maliciously control a computing 
environment/infrastructure; or destroy the integrity of the data or steal controlled information. NIST CSRC

installation with the goal to infiltrate and corrupt 

datasets, hardware, software, operating systems, 

or services at any point during the life cycle. In 

2021, the supply chain of the software producer, 

Kaseya Ltd, was infiltrated by ransomware, which 

then corrupted the computer systems of its clients 

through software update. The attack disrupted 

the operations of around 1,500 companies and 

thousands of victims, including nurseries, schools, 

pharmacies and supermarkets in 17 countries.

Zero-day vulnerability attacks exploit a previously 

unknown hardware, firmware, or software 

vulnerability. In 2021, four zero-day exploits of 

vulnerabilities in Microsoft Exchange were utilised 

to gain initial access to servers and install backdoor 

for data-exfiltration and ransom-seeking on more 

than 5,000 unique servers in over 115 countries.

A distributed denial of service (DDoS) technique 

consists of taking down a digital service by flooding 

it with so much traffic data that the operating 

system is unable to maintain functionality. 

Malware attacks inject malicious code into 

computer systems for destructive purposes such 

as deleting datasets, running intrusive programs 

or corrupting operating systems. In 2017, the 

NotPetya malware was spread by a general update 

to a tax accounting software used by many 

Ukrainian businesses that then spread to impact 

companies around the world. While masquerading 

as ransomware, NotPetya irreversibly encrypted 

every infected machine’s operating system, thus 

effectively destroying the computers. The estimated 

global economic losses exceeded US$10 billion. 

CYBER OPERATIONS – METHODS AND EX AMPLES

https://csrc.nist.gov/glossary/term/Cyber_Attack
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space and for Member States to place these rights at the centre of 
regulatory frameworks and legislation on new technologies.

The international framework of protection, including through various treaties, 

customary principles, monitoring bodies and enforcement mechanisms, provides 

an important legal regime to help regulate and remedy the harmful effects of 

cyberconflict on children. 

The United Nations Convention on the Rights of the Child 

In times of peace, armed conflict and humanitarian emergencies, the UN Convention 

on the Rights of the Child (CRC) establishes obligations for states to protect, respect 

and fulfil human rights standards. Except for one, all UN Member States are party to 

the CRC. They have therefore agreed to take appropriate legislative, administrative, 

and other measures to ensure that all children in their jurisdiction have the rights set 

forth in the Convention. During armed conflict, the CRC cannot be suspended and 

requires States to take all feasible measures to provide protection and care to children 

and ensure their access to humanitarian assistance.  Because of this, the CRC can be 

used to analyze child rights concerns and to identify relevant protective measures in 

times of armed conflict but also during “grey zone” confrontations. 

In its General Comment N° 25 (2021) on children’s rights in relation to the digital 

environment, the Committee on the Rights of the Child identified emerging risks 

that children face in cyberspace, including threats to their right to life, survival 

and development. The Committee enumerated risks that encompass “physical or 

mental violence, injury or abuse, neglect or maltreatment, exploitation and abuse, 

including sexual exploitation and abuse, child trafficking, gender-based violence, 

cyberaggression, cyber attacks and information warfare.”89 

To prevent children’s recruitment and use in offensive cyber operations, the CRC 

Optional Protocol on the Involvement of Children in Armed Conflict, relevant Security 

What legal and other provisions 
exist to protect children from harm 
caused by cyberconflict and where 
are the gaps? 

There is an urgent need to clarify how child rights apply in the digital 

4  
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Council Resolutions, and other related normative standards (Paris Principles) could 

serve as a basis for legal interpretation and protection of children. In addition, 

the International Criminal Court (ICC) includes in its list of war crimes the active 

involvement of children in hostilities. Further legal interpretation would be needed 

to determine under which specific conditions recruitment of children into offensive 

cyber operations would be prohibited under the Optional Protocol and under other 

mechanisms. In particular, legal experts would need to clarify whether recruiting 

children to become perpetrators of offensive cyber and information operations could 

constitute, in certain circumstances, direct participation in ongoing hostilities. 

To ensure that children are not recruited or used in conflicts, including armed 

conflicts, through cyberspace, the Committee encourages States parties to better 

control, even criminalize and sanction, the forms of behavioural targeting and 

grooming of children that are enabled by digital technologies on social networking 

platforms and online games.90

Attributing responsibility for child rights violations: States bear international 

responsibility for the violation of human rights obligations that are attributable to 

them.91 It follows that States must refrain from conducting, sponsoring, or supporting, 

offensive cyber operations that would violate the rights of children within their 

jurisdiction. Recruiting non-state actors to wage cyber attacks on civilian groups 

does not relieve governments from their obligations under the CRC and International 

Human Rights Law. States are also bound to take all reasonable measures to protect 

the rights of children within their jurisdiction from violation by cyber operations when 

such operations are conducted by other States and non-state actors. This implies that 

States are required to guarantee child rights compliance by the private sector within 

their territory through domestic legislation and enforcement. For instance, States 

must investigate, prosecute and sanction alleged violations of child rights abuses by 

cyber mercenaries, including private military and security companies, and provide 

effective remedies to victims. The obligation to protect also entails implementing 

measures that are preventative in nature. Consider, for instance, this situation: 

children from a certain ethnic group living in a defined territory in a State have been 

the target of pervasive cyber aggression that interferes with their rights. The State 

concerned is therefore responsible for taking all reasonable measures to prevent 

future, similar cyber threats to occur.

In contemporary conflicts, ANSA increasingly have access to the services of cyber 

mercenaries and a globalized market of offensive cyber capabilities. Through 

resolutions adopted in UN organs such as the Security Council, the General Assembly, 

or the Human Rights Council, it is increasingly recognised that ANSA do bear human 

rights obligations, particularly if they exercise either government-like functions or 

de facto control over territory and population. In these situations, ANSA must, at a 

minimum, respect and protect the human rights of individuals and groups in that 

territory. States should therefore develop and strengthen clear and formal mechanisms 

that can help recognise the International human rights law (IHRL) obligations of ANSA 

in cyberspace, including criteria to determine their capacity to hold human rights 

obligations.92 Such normative effort should include collaboration with the Committee 
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on the Rights of the Child, and international and regional judicial authorities, to ensure 

that the potential for child rights violation in cyberconflict is addressed.

International humanitarian law

During times of armed conflict, international humanitarian law (IHL) – including 

the core principles of distinction, proportionality and precautions – provides 

a comprehensive regulatory framework that can be applied to offensive cyber 

operations.93 IHL binds all parties to an armed conflict and thus establishes an equality 

of rights and obligations between States and non-state actors. Yet, for IHL to apply, 

there must be a clear link between harmful cyber operations and ongoing hostilities.

Under IHL treaties and customary law of armed conflict, certain types of cyber 

activities are prohibited including: 1) cyber capabilities that qualify as weapons and 

are by nature indiscriminate; 2) direct attacks against civilians and civilian objects; 3) 

indiscriminate attacks that do not distinguish between military objectives and civilians 

or civilian objects; 4) disproportionate attacks that may cause incidental loss of civilian 

life, injury to civilians, damage to civilian objects, or a combination thereof; 5) military 

cyber operations that would not take all feasible precautions to avoid or at least 

minimize incidental civilian harm; 6) attacks that would destroy, remove or render 

useless objects indispensable to the survival of the population; 7) attacks that would 

target humanitarian and medical services, including digital medical records. In both, 

international and non-international armed conflicts, IHL affords specific protection 

to children, including from “any form of indecent assault,”94 but no current legal 

interpretation helps support the application of this specific provision in cyberspace. 

A few states have shared positions on how IHL applies to cyber operations during 

armed conflicts, and a wealth of debates among legal experts exist on the matter (see 

section on challenges below). 

UN security council’s resolutions on children and 

armed conflict: A series of UN Security Council 

Resolutions95 provide a legal framework binding 

to UN Member States. UNSC resolutions have 

been instrumental in identifying categories of 

grave violations against children and calling for 

the implementation of a mechanism to monitor 

and report to the Security Council grave violations 

against children in conflict situations with the aim 

of using Security Council tools to bring parties 

to conflict into compliance with international 

norms. Grave violations against children can 

be committed through or facilitated by cyber 

operations, including recruitment and use of 

children by armed forces and armed groups, 

killing and maiming of children, sexual violence, 

abduction, attacks on schools and hospitals, and denial of humanitarian access. 

The International Criminal Court (ICC) and the Rome Statute

A limited category of harmful cyber operations can also be regulated under 

international criminal law. Under this regime, cyber mercenaries and individuals 

that are engaging in proxy groups may be prosecuted for conducting cyber and 

UN FRAMEWORK
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information operations that would constitute war crimes, crimes against humanity, 

and genocide. As specified by the UN working group on cyber mercenaries, “the 

superiors of such individuals who are implicated in the commission of devastating 

cyber attacks, or fail to prevent such malicious cyber attacks, should not evade 

accountability.”96 Yet, important legal ambiguities remain as how to qualify, 

document, and attribute these crimes in the digital context and how to proceed 

across jurisdictions.

In 2019 and 2020, a Council of Advisers on the Application of the Rome Statute 

to Cyberwarfare provided critical insights into how the ICC may regulate cyber 

operations that have the potential to cause grave suffering of the civilian population, 

including suffering equal to that caused by the most serious international crimes.97 For 

instance, members of the Council confirmed that a cyber operation altering or deleting 

civilian medical data may be considered a violation of IHL, and therefore possibly 

a war crime.98 The Council also specified conditions under which cyber operations 

could lead to crimes against humanity: by producing a mass-casualty event related 

to the dysfunction of critical infrastructures (such as nuclear power plants, dams, 

and large networks of hospitals); or by inflicting serious and systematic harm to 

the mental health of a targeted group to the extent that it would amount to torture 

or persecution.99 In particular, the Council agreed with the UN’s Special Rapporteur 

on torture and other cruel, inhuman or degrading treatment or punishment that 

“cybertechnology can also be used to inflict, or contribute to, severe mental suffering 

while avoiding the conduit of the physical body, most notably through intimidation, 

harassment, surveillance, public shaming and defamation, as well as appropriation, 

deletion or manipulation of information.”100 Such cyber threats may cause severe 

suffering when the targeted groups include children that might not have the capacities 

to shield themselves from pervasive digital harm. When it comes to the crime of 

genocide, members of the Council concluded that cyber operations may not only 

contribute to severe psychological and mental harm, but also help initiate and amplify 

physical acts of violence that could threaten the destruction of a specific minority.101 

Existing and future challenges in the application of legal frameworks

Many analysts would argue that the combination of IHL, international criminal law, 

human rights law, and child rights law is adequate to address the emerging issues 

posed by cyberconflict and the technology it involves. Nevertheless, several key 

challenges persist that will require attention in the coming years to address any gaps 

in application of the law.

In the last decade, cyberspace has given rise to an increase in adversarial operations 

that do not clearly cross the threshold of war and are conceptually associated with 

operations in the grey zone between war and peace. As specified by ICRC, “such 

conduct may be difficult to classify from a legal perspective, contributing to the lack 

of clarity regarding the applicable legal framework and to the blurring of military 

and civilian roles in cyberspace.”102 In the grey zone, the reliance of States on cyber 

proxies and mercenaries also augments the potential to obfuscate political and legal 

responsibility. The UN Working Group on the use of mercenaries has noted that 

the role of non-state actors in cyberconflict – in particular that of mercenaries and 
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private military and security companies, as well as other private and commercial 

entities – is an important part of the normative policy discourse around regulation of 

cyberconflict.103 Even when action falls below the threshold of war, cyber operations 

still result in substantial and disproportionate harm to women, children and other 

groups.104 The UN working group clearly highlights the difficulties arising from the 

lack of an internationally agreed definition of what constitutes a cyber attack or cyber 

hostilities within IHL, stressing that it is therefore conceptually difficult to map them 

into the IHL framework and identify non-compliance and violations.105

There is no internationally agreed definition on what constitutes a cyber attack or 

cyber hostilities within IHL and therefore the “attack threshold” remains unclear.106 

Important technical questions persist about how to define and qualify, in the context 

of an armed conflict, technical terms such as “attack” when they rely exclusively on 

cyber means. Clarifying when harmful cyber operations can be considered an attack 

is critical because many IHL rules stemming from the core IHL principles, such as 

distinction and proportionality, would only apply to cyber operations that qualify as 

such. It is increasingly recognised that cyber operations designed to bring physical 

destruction or death meet the attack threshold. In its 2019 Position Paper, the ICRC 

underlines the importance of considering “harm due to the foreseeable direct and 

indirect (or reverberating) effects of an attack, for example, the death of patients 

in intensive care units caused by a cyber operation on an electricity network that 

results in cutting off a hospital’s electricity supply.”107 Yet, legal ambiguity remains 

as to whether cyber operations that would not cause physical damage but result in 

disruption and loss of functionality in essential services, or in erosion of public trust 

into critical systems, would qualify as an attack, and therefore violate IHL. 

To illustrate, during armed conflict, a cyber attack perpetrated by a state actor or its 

proxy forces on a children’s hospital or humanitarian services (supporting children in 

conflict zones) could cause significant physical damage and may constitute a direct 

attack against civilian objects protected under IHL. Another example of a potential IHL 

violation would be a cyber attack on essential services of a city’s civilian infrastructure 

such as its electricity or water sanitation utilities that would endanger children’s lives 

or put them at substantial risk. It is possible that a cyber attack could be considered 

a violation of IHL if it targets a private sector’s biotech facility, such as vaccine 

manufacturing supply chains, that are crucial to children’s health and well-being. The 

Second Oxford Statement by international experts on International Law Protections 

of the Healthcare Sector During COVID-19: Safeguarding Vaccine Research could help 

guide legal interpretation as it states that “International law prohibits cyber operations 

by States that have significant adverse or harmful consequences for the research, trial, 

manufacture, and distribution of a COVID-19 vaccine, including by means that damage 

the content or impair the use of sensitive research data, particularly trial results, or 

which impose significant costs on targeted facilities in the form of repair, shutdown, 

or related preventive activities.”108 While cyber attacks targeting the education sector 

may disrupt essential services provided to children and indirectly compromise their 

safety, it is unclear whether such operations would meet the threshold of an attack 

under IHL. Yet, under UN Security Council Resolution 2601 those attacks and threats 

of attack against schools, educational facilities, and civilians connected with schools 
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would be condemned.109 

For IHL to apply to the four above-mentioned cases, responsibility would need to 

be attributed to a party to conflict (including connection with proxy forces in certain 

instances). Determining legal attribution and relation to hostilities, however, can be 

difficult to establish for cyberconflict. 

The extent to which civilian datasets can be considered as “objects” under 

international humanitarian law remains a question.110 While IHL affords protection to 

digital medical records, a growing amount of medical data about civilians, including 

children, is not necessarily managed and stored in hospitals per se but transferred 

to research and university facilities (clinical trials), direct-to-consumer genomics 

databases, and private sector platforms. In such contexts of decentralised data 

management, legal expertise and state practice would need to determine the extent to 

which IHL protection extends to these different types of sensitive data infrastructures. 

For instance, the Second Oxford Statement (cited above) may serve as a basis to 

infer that a cyber attack would be prohibited if the malware is designed to manipulate 

and corrupt the integrity of children’s genomics data in a biotech research trial 

setting. Furthermore, while IHL contains specific provisions to protect humanitarian 

personnel and objects used for humanitarian assistance, it is not clear that deleting 

or manipulating the integrity of humanitarian datasets would violate IHL. Yet, the 

2022 cyber attack that compromised ICRC servers is a reminder that targeting the 

humanitarian sector may be particularly harmful to vulnerable groups. 

Importantly, other large datasets – that include children’s information – are not 

explicitly covered by IHL, such as biometric ID, social security and civil registry data.111 

For instance, children could also be impacted by cyber attacks on critical datasets 

within digital monitoring systems for social and child welfare services. Another 

potential target are datasets in the education sector where cyber attacks aimed at 

deleting, stealing, or tampering with children’s personal data could have life-long 

security implications and cause substantial harm. According to the ICRC, “excluding 

essential civilian data from the protection afforded by IHL to civilian objects would 

result in an important protection gap.”112 While the question remains unresolved, a 

number of States have argued that civilian datasets should be afforded, under IHL, the 

same level of protection as civilian objects.113

Attribution of offensive cyber operations is critical to assess when State and non-

state actors are responsible for wrongful conduct in cyberspace and to hold them 

accountable. Cybersecurity companies have developed sophisticated methods in 

forensics analysis to technically attribute cyber attacks and are lending expertise to 

other actors in the public and private sectors. Yet establishing political attribution 

and legal responsibility remains challenging given the complex chain of a cyber 

attack and the range of potential actors involved. State, non-state actors, and 

their proxies can often operate remotely and far from the source of the attack and 

involve different adversarial vectors. The integration of AI to improve the stealth 

of cyber threats may also divert and obfuscate responsibility and accountability 

for violations of international law. In an AI-led cyber attack, autonomous malware 
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could infect a large network of computers and devices and command the network 

to compromise other targets. Tracing the malware would span several countries 

and several jurisdictions. The UN Working Group on the use of mercenaries noted 

that “the possibility that cyberproxies may move across borders and thus escape 

regulatory control and accountability mechanism is serious cause for concern.”114 For 

State and non-state actors sponsoring harmful cyber operations, deniability therefore 

becomes a winning strategy, particularly in the absence of an attribution authority 

that would be independent and recognised multilaterally. The normative gap that will 

persist for the coming years in this regard, coupled with the potential involvement of 

technological platforms and private actors in the design, management and control of 

AI technologies, will give room to new types of abuse being left unaddressed.

Most efficient and scaled-up technological capabilities in AI and cybersecurity 

are the intellectual property of private companies. These companies are in a race 

to develop cybersecurity programs that can detect the behavioural strategies 

used by AI-enabled malware to propagate across systems and avoid detection.115 

As AI is enhancing speed, stealth and autonomy of cyber attacks, public sector 

and humanitarian actors will become increasingly dependent on the cutting-edge 

expertise of AI and cybersecurity companies. 

This asymmetry gives private sector actors across the globe unprecedented power 

and a potential role to play in civilian protection. A large technological platform like 

Microsoft can provide effective cyber defence to civilian institutions.116  In the future, 

as private sector actors bolster their cyber defence and cyber offence services, 
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A number of meaningful steps could be taken by States and other 
actors within the multilateral system or nationally as safeguards for 
children during cyberconflict. 

Engage with normative policy development processes

Over the past decade, several multilateral and multi-stakeholder efforts, as well as 

institutional processes, have sought to foster responsible behaviour, and strengthen 

civilian protection from wrongful conduct, in cyberspace. These processes offer 

opportunities to place the protection of children, their data and installations invaluable 

to their well-being in the centre of these discussions.

At the intergovernmental level, the Open-Ended Working Group (OEWG) on 

Developments in the Field of Information and Telecommunications in the Context of 

International Security (2021-2025) provides an important avenue for States to pursue 

dialogue on how to develop, adapt and implement legal provisions and norms to 

strengthen child rights protection from offensive cyber operations. 

In particular, the OEWG process provides an opportunity to delineate national 

positions on ways to strengthen child protection in cyberconflicts, including by 

clarifying interpretation of international legal frameworks. Opportunities may exist 

to reach preliminary agreements on the implementation of cyber norms related to 

the shielding of national digital and physical infrastructures critical to child survival 

and well-being. Within the OEWG, potential progress could be made towards the 

development of a regulatory framework and accountability mechanisms to address 

and counter the proliferation of cyber offence services and evolving forms of 

cyberwarfare through cyber mercenaries. 

Other processes and mechanisms within the UN and regional organizations may 

also offer opportunities to strengthen safeguards for children and should be further 

What should organizations 
working for and with children 
do to strengthen protection in 
cyberconflict? 

renewed governance challenges will emerge regarding their legal obligations and their legal 

status in cyberconflict and in the grey zone. 

5  
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explored. This would include, for example, the UN Working Group on Mercenaries that 

has increasingly considered the role of cyber mercenaries and how their actions may 

be better regulated. 

Further strengthen understanding of the potential risks to children 
of cyberconflict 

The impact of cyberconflict on children is an emerging area and the relevant 

information currently available is on the broader protection of civilians. Further 

exploration of how these protections extend to children would be beneficial to inform 

policy action. 

Cross-discipline and cross-sector learning analysis, foresight, scenario planning and 

child rights impact assessment should bring together experts in various disciplines 

(child safety and protection, IHL, AI, cybersecurity) from different sectors (business, 

UN, governments and civil society) and societal segments. 

This work would benefit actors who are seeking to protect children:

• To anticipate and understand specific risks and harms caused to children by 

offensive or defensive cyber operations, including those conducted in the  

so-called “grey zone” so that such harms can be prevented;

• To support methods and channels for monitoring and reporting threats and 

violations of child rights;

• To adapt and develop legal guidance and identify operational entry points to 

strengthen child protection; 

• To build humanitarian cybersecurity prevention/protection capacities in the short 

to medium term; and

• To help engage and inform children and their families about their rights and means 

of protection.

Reinforce normative and legal frameworks to strengthen child 
protection during cyberconflict and translate them into action

The international community has a robust toolkit that it can draw on to protect 

children and other civilians in conflict situations and in those contexts that might be 

considered to be in the “grey zone.” The core challenge is to identify how best to adapt 

those frameworks to the military application of emerging technology and encourage 

and support the appropriate revision or expansion of policy and operational guidance 

to secure positive impact for children. Dialogue and collaborations to this end should 

focus on specific mechanisms to ensure compliance with norms, accountability, and 

remedy and reparation for children who are affected by the harmful impacts of hostile 

cyber operations conducted by States and non-state actors (including when acting as 

proxies). Such collaborations should include:

• Member States and experts should further consider how the CRC, IHRL, and 

IHL can be applied to protect children during cyberconflicts and include those 

considerations in multilateral global and regional discussions on normative policy.

• Child protection actors with the support of a multidisciplinary team of experts 
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should develop guidance on the protection of children from the harmful impact of 

cyberconflicts. This might be considered as part of a broader package of measures 

to strengthen child online protection.

• States should commit to more transparency over the legal status of military and 

security activities in cyberspace. 

• Governments should include measures to protect children during cyber operations 

in military doctrine, rules of engagement, policies and standard operating 

procedures. Those measures should be developed for all actors who would 

engage in cyberconflict, not only the armed forces. Measures on child protection 

and safeguards should be included in education and training exercises. Non-state 

actors should incorporate equivalent measures in their own internal regulations, 

guidance, and training.

Already consideration has been given to measures that could mitigate the risk 

of civilian harm in cyberconflict, including the inclusion of technical elements in 

malware codes to limit its scope and impact, and to ensure that it does not spread 

in unintended ways. Proposals to create digital watermarks to identify protected 

civilian objects in cyberspace, such as the systems of schools and hospitals, have 

also been tabled.117 

Strengthen monitoring and investigation mechanisms

Monitoring and investigation of the impact of offensive cyber operations on children 

will contribute to improving overall understanding of risks but also to increasing 

compliance with norms and accountability of threat actors under international law.

Child rights, human rights and other monitoring actors should discuss how to monitor 

attacks to develop a methodology that would include important technical approaches 

to monitoring, standards on what to document, and to verify incidents and 

perpetrators. It will be important to discuss sources of information given that many 

attacks in cyberspace are not “visible” compared to other types of attacks in conflict.

The child rights and human rights community should build investigative capacity to 

document violations committed against children during cyberconflict. Training could 

be offered to UN special human rights mechanisms, Security Council sanctions' 

monitors, investigators of the ICC, and other rights' monitors. 

Define corporate responsibility in cyberconflict 

The private sector will likely become increasingly involved in cyberconflict. Corporate 

normative and due diligence frameworks should develop more robust mitigation 

strategies to help prevent proliferation of AI and cybersecurity technologies that could 

be misused in situations of conflict. 

A 2020 civil society report explains how “most business and human rights initiatives 

and ethical standards fail to address many issues specific to rapidly changing 

technologies and their impact on human rights and conflict.”118 The role that AI and 
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offensive cyber operations capabilities can play in conflict situations has become a 

rising concern for regulators and civil society. 

In accordance with the Children’s Rights and Business Principles, private sector 

actors need to collaborate on taking concrete actions to protect children’s rights 

that are at risk of violations in cyberconflict.119 To strengthen transparency and 

accountability, States should collaborate with private sector actors to develop a 

child rights due diligence framework on this theme, including child-rights impact 

assessment, to mitigate the potential misuses of AI and other technologies during 

the full technological life cycle. 
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