In East Asia and the Pacific, young people are among the most
active and influential users of new technology. In the Philippines,
around 44 million Internet users are children aged 17 and below.
In Thailand, 60 per cent of children aged 6-14 are online, and
in Indonesia around 60 per cent of children are accessing the
Internet through mobile devices. A 2014 study conducted in 18
cities by the China National Youth Palace Association found that
72 per cent of children aged 10 or over in China owned a mobile
phone, and 30 per cent of children aged under 6 have used a
tablet. It also noted that the age of 10 was the turning point when
children began using the Internet not only for online gaming, but
also for entertainment, communication, learning and self-expression. By 13, as adolescents, they become not
only online content consumers, but also creators.

New developments in information and communications technology (ICT) have introduced significant opportunities
for children and adolescents in terms of access to information, learning, communication, civic engagement
and entertainment. ICTs also pose unique threats to children’s safety. They provide a means of rapidly and
widely sharing child sexual abuse materials, they provide a relatively unregulated space, and neither children
nor their caregivers always understand the risks involved in their use. Adolescent girls and boys are particularly
at risk of various forms of online sexual abuse and exploitation, threats of violence and bullying. Online risks
are also affected by a combination of offline factors, including: poverty and socio-economic inequality; social
norms that tolerate these forms of violence; impunity from or a lack of legislation; weak regulatory framework
governing ICTs; weak or non-existent reporting and referral mechanisms; and weak child protection services.
In most countries, a lack of awareness, political will, coordination, capacity and resources continue to pose
major challenges; and the rapid speed and breadth of ICT development has outpaced efforts to address cyber
security for children.

Corporations increasingly collect, analyze, and sell browsing data about children and young people, and some
governments are using data gathered online for surveillance purposes. Each of these activities poses a potential
threat to children’s privacy, personal information and reputation. There are also growing concerns regarding
overuse of gaming and social media by children, leading to a lack of engagement in other important areas of
life including education, physical exercise and family life. It is difficult to obtain quality evidence on these issues
because it requires modern and effective case management systems, as well as access to the growing body of
data about children’s Internet usage and behaviour online that is harvested and maintained by the private sector.
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Driving results for children

‘Safe and responsible use of ICTs" means that children are able to fully engage with the multitude of positive opportunities
they present, while employing sensible safeguards to protect themselves and others, in the context of informed parental
guidance and appropriate legal and regulatory frameworks. UNICEF prioritizes support to: (1) protecting children from risks
and harm online, through the WePROTECT Global Alliance (an international movement dedicated to national and global action
to end the sexual exploitation of children online), particularly the implementation of the Model National Response framework,
which has become the international normative framework; (2) improving opportunities for children online, through improved
understanding, empowerment of young people, digital literacy and innovation; and (3) ensuring prioritization of ethics and
privacy in data collection and sharing.
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