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through which businesses can express and
meet human rights standards by adopting
voluntary, non-binding best practices as

a guide for management and employees.
Drafting codes of conduct poses challenges,
as companies may consider profits, public
relations and human rights as mutually
antagonistic. The experience of the United
Kingdom suggests that codes of conduct that
are not linked to demonstrably independent
and effective means of monitoring
performance will fail to inspire public
confidence.™ A conflict of interest may arise if
multinational companies monitor themselves
or are monitored by their subcontractors.
Without independent third-party monitoring
there may be little real incentive for a
business entity to observe the terms outlined
in the code.

At the local level, promoting codes of

resources and the priority often given to
pursuit of offenders rather than preventive
measures, such as the removal of sites.

e Leaving aside child abuse images, there
is also a clear need for a wider set of child
protection measures, such as developing
strong, easy-to-use and optional security
measures built into interactive forums such
as chat rooms or SNS, and ensuring that the
default position on safety settings is opt-out
rather than opt-in.

o Filters and other types of parental control
software enable parents to manage and
support their child’s access. Evidence shows,
however, that despite this availability, just
over half of parents actually activate the
filtering software on their computers.™®
Some think it is activated automatically,
while others believe that their children

)
conduct in Internet cafes to encourage can bypass the controls. For example, the
owners to introduce measures that Hong Kong Council of Social Service is raising
will prevent children who use their awareness of effective ways to use online
establishments from being exposed to filtering services and software by providing
inappropriate sites, materials or abusive free filtering services and educating parents
behaviours (and ensuring clear liability for on their use. Even simple measures such as
cafes that fail to protect children). ensuring that a web browser is set to ‘safe

search’ can provide added protections for

o Blocking websites that contain child abuse children, yet few parents may know how
images in order to deny access by potential to put that in place. The challenge for the
abusers. Blocking is controversial as it search engine community is to determine
raises fears about wider censorship. If used, whether to install safe search on all browsers
it should remain in place only until the by default, or to make much clearer how to
illegal material is removed at the source.™? launch it on all computers, particularly those
Although blocking tools are not always used by children.
considered effective (images are historic,
use of small secure areas of the Internet has 4. Promoting the recovery of children
increased, illegal content may be hosted in exposed to harm
different countries), blocking measures may
still be needed to target child abuse material. Despite legislative, policy and protective

mechanisms introduced to prevent sexual

e Taking down sites in order to remove abuse and exploitation, the fact is that some
abusive images from the Internet altogether, children have already experienced harm and
commonly known as ‘notice and take- others will be harmed in the constantly evolving
down’"™When a child abuse image site or world of cyberspace and its interface with the
content is identified and reported, the ISP offline environment. The available research
that hosts the site is notified and is required on effective strategies for minimizing the
to remove the illegal material. Moderating impact and supporting children’s recovery and
abusive activity on these sites represents rehabilitation in this context is still in its infancy.
a challenge, given the volume of material What exists has almost exclusively been
involved. Notice and take-down has proved undertaken in the industrialized world. However,
effective in some countries, including across there is sufficient knowledge of the implications
the EU."* However, despite the fact that of online abuse and its links with children’s
child abuse images are illegal across many offline experiences to begin to identify the key
jurisdictions — which might be thought to strategies required to provide the necessary
facilitate effective take-down - their removal psychosocial support for children. While the
tends to be dealt with less speedily than path to abuse may be particular, good practice
other kinds of illegal Internet activity."® Part would entail integrating the Internet dimension
of the challenge lies with inadequate police into recovery systems that deal with abuse
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more generally, rather than setting up specialist
services. This will require:

e Treatment interventions for abused children

that address building trust and that support
and help children to make sense of their
experience. Some children victimized by
online grooming experience feelings of
shame because they were ‘fooled’ into an
online relationship with an abusive adult.
Others see themselves as having autonomy
and control and therefore do not recognize
themselves as victims who are in need of
assistance.”” Most children abused through
online grooming are conflicted; they perceive
themselves as acting like an adult online,
yet they continue their role as a child/young
person offline.”® Assistance to parents is
also needed so they can understand their
children’s online experiences and offer
them support.

Child-sensitive approaches to discovery
during criminal investigations that take

into account the profound difficulties often
experienced by children and young people in
disclosing online abuse. Consideration needs
to be given, for example, to ensure the proper
timing and pace of interviews, recording them
to avoid repeated testimony, and helping

the child gain a sense of agency and control

that has been denied during the experience
of abuse. In response to the need to protect
abused children from further trauma during
the investigative process, some countries
such as Canada, Iceland, the United Kingdom
and the United States have adopted
one-stop centres. In those centres, trained
professionals from law enforcement, mental
health, victim advocacy and health-care work
together to gather forensic information and
prevent retraumatization of victims.™"®

Preparation for court to ensure that

children understand the process, their role
in the proceedings, what support will be
available to them, and how to protect their
confidentiality, as well as offering debriefing
and counselling when court experiences
have been difficult.’®

Treatment for young people who display
sexually abusive behaviours online. Such
treatment should be rooted in the same
approaches used for those who commit
sexually harmful acts offline. This should
include a comprehensive assessment of
the child and how to effectively intervene
through rehabilitation and counselling;
assessment of the child’s development
and motivation; and active involvement of
parents in the process.
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CONCLUSIONS

The powerful impact of the Internet on the lives
of children throughout the world will continue
to grow and evolve. While Internet access

and child usage are highest in industrialized
countries, the global pace of web access and
broadband penetration, and the exponential
uptake of mobile phone technologies, coupled
with increasing capacities and decreasing costs,
means that the rest of the world is beginning to
catch up. In the next few years, it is anticipated
that the most dramatic changes will occur in
low- and middle-income countries.

At the moment, most of the evidence related
to certain kinds of abuse comes from the
industrialized world. Likewise, most of the
evidence of the ways young people use the
Internet and associated technologies, and the
risks they face therein, comes from the same
regions. Yet even there, major knowledge gaps
exist. There is little information, for example,
about online use by children with disabilities,
cyberbullying and the challenges faced by
lesbian, gay, bisexual and transgender young
people. The gaps in knowledge about risk and
Internet usage in Africa, as well as in most parts
of Asia and the Middle East, are significant and
require urgent research.

The limited research available from low- and
middle-income countries, however, indicates
that the issues raised in this report are

globally relevant, or will soon be. For example,
researchers are already learning that children
from virtually all countries use SNS in largely
similar ways, creating easy opportunities for
potential groomers to interact with them.
Children from low- and middle-income countries
are less likely to use the Internet from home, and
are more likely to go online from cybercafes,
where they are at greater risk of encountering
inappropriate images and online and offline
solicitation. Lack of parental awareness and
knowledge, difficult economic conditions

and underdeveloped regulatory frameworks

can further exacerbate potential risks and the
likelihood of harm. Hence, it seems that the gaps
in protection for children and young people in
the online environment may be greater in low-
and middle-income countries, where gaps in
overall child protection already exist.

Globally, the evolution of ICT usage is at a
challenging juncture. Only a small proportion
of contemporary adults had access to ICT
when they were children, particularly the
tools that have facilitated the revolution in
interaction and communication. This has
probably affected the ability of adults to
understand and empathize with the ways
children and young people use the Internet,
mobile phones and other new technologies.
This may be especially true in societies
where children’s social activity, particularly
that of adolescents, has been under fairly
direct parental observation or control.

Over time that situation may change, as
today’s computer-literate, social-networking
young people become parents themselves.
They may have less anxiety about the risk
of exploitation and abuse because they

will have been part of the generation that
developed ways of handling it. On the other
hand, the nature of the creativity unleashed
by ICT means there will always be new
elements that pose new avenues for risk that
require innovative strategies for response.

Where access is widespread, ICT has in a
very short period of time revolutionized the
way people live their lives and interact with
each other. In those places where access
is expanding, these changes are currently
unfolding. We know that considerable
changes are still to come, but we do not
yet know what those changes will be.
Cyberspace throws into sharp relief the
social roles and responsibilities of actors
beyond the State, namely the private
sector and individuals themselves. It has
the potential to enrich individuals and
society alike, helping to remove barriers
between people, paving the way for
interaction, education and development,
but also presenting opportunities for
wrongdoing. Children are at the forefront
of this dilemma. While children and young
people are intrinsic to building a safer
Internet, the onus is on governments and
the private sector to ensure that protection
is integrated into promoting expansion

of access and the positive benefits the
Internet brings.
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GLOSSARY

Terms relating to sexual abuse and
exploitation of children

child - Every human being below the age of
eighteen years unless under the law applicable
to the child, majority is attained earlier (article
1, Convention on the Rights of the Child).

child abuse images — Representation, by
whatever means, of a child engaged in real

or simulated explicit sexual activities or any
representation of the sexual parts of a child
for primarily sexual purposes (see ‘child
pornography’ below). Although there is no
internationally agreed definition of ‘child abuse
images’, this report uses the term as defined
above and is preferred over child pornography
because it leaves no doubt that abuse and
exploitation are involved.

child pornography — Any representation,

by whatever means, of a child engaged in
real or simulated explicit sexual activities or
any representation of the sexual parts of a
child for primarily sexual purposes (article 2,
Optional Protocol to the Convention on the
Rights of the Child on the sale of children,
child prostitution and child pornography).

In this report, the term ‘child abuse images’
is preferred.

child prostitution — Use of a child in sexual
activities for remuneration or any other form
of consideration (article 2, Optional Protocol
to the Convention on the Rights of the Child
on the sale of children, child prostitution and
child pornography).

child sexual abuse - As defined in article

18 of the Council of Europe Convention on

the Protection of Children against Sexual
Exploitation and Sexual Abuse (CETS No. 201,
also known as ‘the Lanzarote Convention’):

(a) Engaging in sexual activities with a child
who, according to the relevant provisions of
national law, has not reached the legal age for
sexual activities;

(b) Engaging in sexual activities with a
child where:

® use is made of coercion, force or threats;

e abuse is made of a recognized position of
trust, authority or influence over the child,
including within the family;

¢ abuse is made of a particularly vulnerable
situation of the child, notably because of a
mental or physical disability or a situation
of dependence.

The provisions of paragraph (a) are not intended
to govern consensual sexual activities between
minors [children under 18 years old] (article 18.3).

child sexual exploitation — Child prostitution,
child pornography and the participation of a
child in pornographic performances, including
recruiting, coercing or causing a child to
participate in pornographic performances, or
profiting from or otherwise exploiting a child
for such purposes and knowingly attending
performances involving the participation of
children; intentionally causing a child who has
not reached the legal age for sexual activities
to witness sexual abuse or sexual activities,
even without having to participate; and the
solicitation of children for sexual purposes
(Council of Europe Convention on the Protection
of Children against Sexual Exploitation and
Sexual Abuse, articles 18-23).

online child sexual abuse - Production,
distribution, downloading or viewing of child
abuse material (both still and video images),
also known as child pornography; online
solicitation of children and young people to
produce self-generated child abuse material,
to engage them in sexual chat or other online
sexual activity, or to arrange an offline meeting
for the purposes of sexual activity, also known
as grooming or luring; and facilitation of any
of the above. There is no agreed definition of
online child sexual abuse in international law;
for the purposes of this report, the term is
defined as noted above.

online grooming - Defined by various
authors and used in this report to describe a
process intended to lure children into sexual
behaviour or conversations with or without
their knowledge, or a process that involves




communication and socialization between the
offender and the child in order to make him or
her more vulnerable to sexual abuse. The term
‘grooming’ has not been defined in international
law; some jurisdictions, including Canada, use
the term ‘luring’.

online/offline environment - The interface
between computer-mediated communication
and face-to-face communication. ‘Online’ entails
non-physical communication and ‘offline’
involves physical interaction.

paedophile - A diagnostic category referring
to an exclusive sexual orientation towards
prepubescent children. It does not accurately
portray those who sexually abuse children
via the Internet and mobile technology, many
of whom are married or in long-term sexual
relationships with adults. Therefore, in this
report, the terms ‘child abuser’ or ‘sexual
abuser’ are used.

sale of children — Any act or transaction
whereby a child is sold by any person or group
of persons to another for remuneration or any
other consideration (Optional Protocol to the
Convention on the Rights of the Child on the
sale of children, child prostitution and child
pornography, article 2(a)).

sexual abuser — Anyone who sexually offends
against children or engages in any sexual
activity with a child, commonly called a
‘paedophile’, but as noted above, the terms
‘child abuser’ or ‘sexual abuser’ are more
appropriate. There is no internationally agreed
definition of this term.

solicitation of children for sexual purposes -
The intentional proposal, through information
and communication technologies, of an adult to
meet a child who has not reached the legal age
for sexual activities, for the purpose of engaging
in sexual activities or the production of child
pornography (adapted from Council of Europe
Convention on the Protection of Children
against Sexual Exploitation and Sexual Abuse,
article 23).

Terms relating to the online environment

blog — Websites that have entries, or

‘posts’, including text and images, typically
displayed in chronological order. Entire
blogs or particular posts can be public and
available to everyone online, or private and
available only to users who are authorized by
the blog owner/author.

broadband - A high-capacity digital connection
that facilitates a faster Internet connection

and enables a more rapid exchange of

larger files such as videos, games and
software applications.

browser - A software program that is selected
by the consumer and used to locate and
display pages on the World Wide Web (web
pages). Popular browsers include Microsoft's
Windows Internet Explorer, Firefox, Google
Chrome, Safari and Opera.

chat room - Virtual ‘meeting rooms’ where
people can communicate by typing in
messages to each other, or chat, in real time.
Most chat rooms focus on a particular topic,
but some are more general and are created
to provide a forum for individuals to meet
other people.

cyberspace — The virtual shared universe of
the world’s computer networks. The term was
created by William Gibson in his 1984 novel
Neuromancer. It is often used interchangeably
with ‘the Internet’.

download - The process in which data are
copied to a computer from the Internet or
another source such as an external drive, a
disk, a phone or other devices. Data that are
typically downloaded on to a computer for
viewing, storage and future access include text
files, photographs, videos and music.

email — Short for ‘electronic mail’, a tool that
allows someone to send a message, or ‘email’,
to another person’s electronic mailbox over a
communications network such as the Internet.

filter - A mechanism to sift out and block
access to certain material. Most child-safety
software packages use a filtering component;
the program may be designed to operate on
an individual personal computer or it may

be applied to a network of computers. Often
a filtering component is provided ‘free’ as

an integral part of a computer’s operating
system, or it will come as part of a connectivity
package from a user’s Internet service
provider. Customized filters have also been
developed for mobile phones and consoles.

information and communication technology
(ICT) - Any communication device or
application, encompassing radio, television,
cellular phones, satellite systems, and
computer and network hardware and
software, as well as associated services and
applications such as videoconferencing and
distance learning.




instant messaging (IM) — Text-based
communications service similar to a chat
room. The key difference is that chat rooms
are usually public spaces where anyone can
participate, while IM systems generally rely

on a ‘buddy list” or some other list of people
predetermined by the user. Only people on the
list can communicate with the user, hence each
user has control over whom he or she includes
in instant messaging. Google Chat, MSN and
Twitter are examples of IM services; most social
networking sites (see definition below) have an
IM function.

(the) Internet — Worldwide network of
hundreds of thousands of interconnected
computer networks, using a common set

of communication protocols and sharing a
common addressing scheme. The Internet
facilitates the transmission of email messages,
text files, images and many other types of
information between computers.

Internet service provider (ISP) - A commercial
enterprise that provides users with direct access
to the Internet, usually for a fee, or a business
that provides Internet services such as website
hosting or development.

online — Controlled by or connected to a
computer network or the Internet, and any
activity or service that is available on or carried
out via the Internet. A person is ‘online’ when she
or he has logged into a network of computers, or
has connected a computer or other device to the
Internet. The term ‘offline’ describes activity that
is not carried out online as well as the condition
of being disconnected from the Internet.

peer-to-peer (P2P) — Software that allows
transmission of data directly from one
computer to another over the Internet, usually
without needing to involve a third-party server.

penetration - How widely a technology gets
adopted among people to whom the technology
is available.

photo sharing — An application that enables
users to upload, view and share photos; users
can allow either public or private access.

sexting — A form of text messaging/texting (see
definition below) in which people send pictures
of a sexual nature or sexually explicit text. This
is especially common among teenagers.

short message service (SMS) - The common
text messaging service available on mobile
phones, other handheld devices and computers.

smartphones — Mobile phones that
incorporate a complete operating system
and are able to access the Internet. In many
ways, they are like tiny computers, with
more memory and bigger screens than
ordinary phones.

social media - Primarily Internet- and
mobile-based tools for sharing and
discussing information. ‘Social media’
most often refers to activities that integrate
technology, telecommunications and social
interaction, and are used to share words,
pictures, videos and audio.

social networking sites (SNS) — Online
utilities that enable users to create profiles,
public or private, and form a network of
friends. SNS allow users to interact with
friends via private and public means,

such as messages and instant messaging,
and to post user-generated content,

such as photos and videos. Examples of
SNS include Facebook, MXit, Myspace

and Orkut.

text messaging/texting — Short text
messages sent using mobile phones,
wireless handheld devices (such as Sidekick)
and personal digital assistants (basic
handheld computers known as ‘PDAs’).

upload - The process of transmitting data
from a user’s machine to a server.

video sharing - Like photo sharing (see
above) but for videos. These videos are
often user-generated; the largest video
sharing website is YouTube.

virtual worlds - Online simulated three-
dimensional environments inhabited by
players who interact with each other via
avatars (movable icons representing a
person in cyberspace). Second Life, or
more popularly with young people, Teen
Second Life, are examples of virtual worlds.

webcam - A video camera that is built
into or connected to a computer that is
connected to the Internet.

World Wide Web (WWW) - A hypertext-
based system for finding and accessing
data on the Internet. The Web hosts
documents, called web pages, which

may be linked with other documents or
information systems. The Web is a portion
of the Internet and not all servers on the
Internet are part of the Web.
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